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Photograph of the Ziiiiiiicrinunn telegram ay filed in Washington by Ambassador Hernstortr for transmission to 

Mexico City (cf. pages 5, 10, 22). 





THE ZIMMERMANN TELEGRAM OF JANUARY 16, 1917, AND ITS 
CRYPTOGRAPHIC BACKGROUND 

Among the official cryptograms which have boon intercepted and translated by govern- 
mental authorities otlior than those lor whom they wore intended, tlio most important of all 
time, either in war or peace, is undoubtedly the one deciphered by the British Naval Intelligence 
which is known to historians as the Zimmermann telegram. In German literature it is referred to 
as the Mexico dispatch. This message, in cryptographic form, was sent on January 16, 1917, 
by- Arthur Zimmermann, then German Minister of Foreign Affairs in Berlin, to Ambassador 
von BcmstorlT, at Washington, to bo forwarded to German Minister von Eckhardt at Mexico 
City. It read, translated into English, as follows: 1 

We intend to begin on the first of February unrestricted submarine warfare. We shall endeavor 
in spite of this to keep the United States of America neutral. In the event of this not succeeding, we 
make Mexico a proposal of alliance on the following basis: make war together, make peace together, 
generous financial support and an understanding on our part that Mexico is to reconquer the lost terri- 
tory in Texas, New Mexico, and Arizona. The settlement in detail is left to you. You will inform 
the President of the above most secretly as soon as the outbreak of war with the United States of 
America is certain and add the suggestion that he should, on his own initiative, invite Japan to imme- 
diate adherence and at the same time mediate between Japan and ourselves. Please call the President’s 
attention to the fact that the ruthless employment of our submarines now offers the prospect of com- 
pelling England in a few months to make peace. 

No account of the stirring episodes leading up to our entry into the World War can be 
considered complete without at least a reference to the one in which the Zimmermann telegram 
played the leading role. Even those who adhere to the theory that it was the bankers who 
pushed us into the conflict on the side of the Allies must mention it; while those who incline 
toward the theory that it was the German policy of “frightfulness” on sea and land which 
dragged us in against them give this message even more attention. Although today it would 
certainly be too much to say that this cryptogram, through its interception and solution by the 
British, and its forwarding by them to President Wilson, was the direct means of bringing us into 
the war, nevertheless many an informed person whose memory goes back to the exciting days 
when the contents of this sensational message were disclosed in the newspapers of March 1, 
1917, would certainly say that had he been asked at that time he would have said at least that 
it was the straw which broke the camel’s back. The importance of this incident is evidenced 
by the lengthy comments of prominent officials who were at that time in a position to judge 
its significance. The Secretary of State, the Prime Minister of Great Britain, Colonel House, 
our Ambassador to Great Britain, and many others, give this telegram a prominent place in 
their writings on the World War. For example: 

While the Armed Ship Bill was under discussion in Congress another event occurred which caused 
the greatest excitement throughout the country and aroused the people against the German Govern- 
ment even more, I believe, than the announced policy of the submarine ruthlessness. That event was 
the publication of the so-called “Zimmermann telegram” * * *. Thus the Zimmermann telegram 

resulted in unifying public sentiment throughout the United States against Germany, in putting the 
people solidly behind the Government and in making war inevitable, if not popular, because the 

» Papers Relating to the Foreign Relations of the United States, 1917. Supplement 1, The World War, p. 147. U. 8. Government Printing Office 
Washington, 1931. This book will hereinafter be referred to as Foreign Relations Series, abbreviated FRS. 

(i) 
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German Government's sinister intent toward the United States could no longer be doubted. The 
“cold-blooded proposition” of Germany’s Secretary of Foreign Affairs in one day accomplished a change 
in sentiment and public opinion which would otherwise have required months to accomplish. From 
the time that the telegram was published, or at least from the time that its authenticity was admitted 
by its author, the United States’ entry into the war was assured, since it could no longer be doubted 
that it was desired by the American people from Maine to California and from Michigan to Texas. 3 

* * * * * * * 

It [the Zimmermann telegram] roused a great deal of indignation in the States and strongly rein- 
, forced the popular backing for strong measures by the President. 3 

> * * * * * * * 

Wilson was waiting for what he called the “overt act” before he took further steps against Germany, 

. but the possibility of avoiding hostilities daily diminished. * * * 

Misguided German diplomacy did its utmost to strengthen the growing feeling in the United 
States that war with Germany could not be avoided. On February 20, Colonel House was called to 
the telephone by Frank Polk and informed that the British Naval Intelligence had received and 
deciphered a sensational telegram from the German Foreign Office to von Eckhardt, the German 
Minister in Mexico City. Signed by Zimmermann himself and dated January 10, the telegram 
announced the imminence of unrestricted submarine warfare, and instructed the German Minister, in 
case of war with the United States, to attempt to arrange a German-Mexican alliance, on the under- 
standing that Mexico would be assisted to reconquer New Mexico, Texas, and Arizona. Zimmermann 
further suggested that Carranza should approach Japan. 

Mr. Polk fully realized that the publication of this telegram would blow American resentment 
to a white heat; it would strengthen immensely popular support of the President in any action he 
might take against Germany in defense of American rights on the sea. The same thought may have 
led the British to pass the deciphered telegram on to Washington. Wilson himself was disturbed and 
in doubt us to whether the publication of the telegram would not bring on a crisis ho could not control. 
House urged immediate publication. * * * 

The effect of publication was exactly what had been anticipated. Many persons naturally raised 
doubts us to the authenticity of the telegram; but Lansing formally assured Congress, and Zimmermann 
. himself confessed, that it was genuine. Speculation was uncontrolled as to how it had been intercepted: 

it was rumored that the messenger had been caught by American guardsmen on the Mexican border; 
that a copy had been taken from von Bernstorff at Halifax; that it was in a mysterious box seized by 
the British on the ship which Bernstorff sailed on. 4 

Hendrick , 6 tlio biographer of the war-time American Ambassador to Great Britain, Walter 
H. Page, says: 

The most sensational episode of tills period, however, was the publication on March 1 of a telegram 
from Dr. Alfred Zimmermann, German Foreign Secretary, to the German Minister in Mexico, outlining 
a scheme for an alliance of Germany, Japan, and Mexico against the United States, and for the cession 
in case of victory, of Texas, New Mexico, and Arizona to Mexico. 

[Page’s diary dated March 2, 1917.] The Zimmermann (Berlin) Mexico-Japan bomb burst today, 
the Zimmermann telegram to the German Minister in Mexico being in the morning papers. They gave 
it out in Washington (apparently) to cause Congress to give the President authority to arm merchant 
ships, etc., etc., as he should see fit, and to use the armed forces of the Nation to protect commerce and 
life. It had that effect. An enormous majority in the House last night (nearly 500 to 13!) voted in 
favor of the resolution. I am curious to sec the effect on the country. I have never abandoned the 
belief that if the President were really to lead, all the people would follow. Whether he will oven now 
lead remains to be seen. Yesterday I talked to Chinda, the Japanese Ambassador, about this Zimmer- 
man!) telegram. He thought it a huge joke at first. Today Yeates Thompson confessed that it seemed 
to him a newspaper hoax! Nobody (few people surely) yet thoroughly understand the German. This 
■ telegram will go some distance surely to. instruct the people of the U. S. A. 3 

* Lansing, Kobcrt, War Memoirs, Bobbs, Merrill A Co., Indianapolis, 1035, pp. 225 und 232. 

• Lloyd George, David, War Memoirs, p. 634. 

* The Intimate Papers of Colonel House, Houghton Mlflln Co., New York, 1020, p. 451. 

1 Hendrick, Burton J., The Life und Letters of Walter hi. Paye, Doubleday Page A Co., Now York, 1020. Hereinafter this work will bo referred 
to merely as lhndrick. 

• Op. cit, vol. HI, pp. 321, 324. 
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The acrimonious discussions which the Zimmermann telegram aroused in Congress take 
up 22 pages in the Congressional Record. Most of the dobate deals with a resolution calling 
upon the President to furnish a formal statement declaring whether or not the telegram as 
published in the newspapers was authentic. Space forbids extensive quotation, and the following 
two statements made in tho course of the debate must suffice: 7 

Mr. Thomas. * * * Doan not the Senator (referring to Senator liltelir.oclc] renll/iO that tlio 

public min. I in nhva.lv inllnmod, Mmt if; Iiiin been iiiilniiiti.l by thin publication |tlio Zlminornmnn tele- 
gram] like ti boll? lteeauso of that excited condition, which wo share, iniiHinucli ah tlio Information 
lmist lnvve proceeded from Executive sources, directly or indirectly, it is very essential that wo should 
have such information as may bo necessary to enable ns to meet and, if necessary, to end that public 
excitement which is now sweeping nil over tho country. 

* * * * * * * 

Mr. Smith. * * * Mr. President, I say that the situation thus created is far-reaching and 

delicate, fraught with very' great danger to the peace of the American people. * * * 

It was of course natural that question should be raised as to the authenticity of the Zim- 
mermann telegram. Senator Tillman [p. 4G05] gave voice to his doubts in no uncertain terms: 

Mr. President, I want to say one thing before this debate closes. I think we have wasted a great 
deal of valuable time here in discussing a lie — a forgery. I agreed with the Senator from Michigan 

‘ ■ (Mr. Smith] this morning when he said it was a forgery. The reason I think it is a forgery is this: 
Who can conceive of tho Japanese consorting with Mexico and the Germans to attack the United 
States? Why, Japan hatc3 Germany worse than the devil is said to hate holy water. Japan took 
possession of Kiaochow and she is going to hold it. Is it possible to conceive that Japan will go to war 
with the United States in conjunction with Mexico and Germany? I think such a proposition is 
beneath our notice. 

The New York Times Current History for the period February 20 to May 15, 1917, deals 
thus with the Zimmermann telegram: 

An important phase growing out of our rupture with Germany and the subsequent drift toward 
war was the uncovering of an anti-American alliance proposed by Germany with Mexico and Japan 
in the event the threatened war ensued. * * * The revelation created a profound impression 

• ! 1 throughout the country. The immediate effect on Congress was the elimination of practically all 
opposition to the proposal then pending to authorize the President to proceed at once to arm American 
merchantmen against German submarines; it also crystalized the conviction throughout the country 
that the German submarine blockade must be sternly resisted, even though it resulted in a declaration 
of war by Germany. 

Ambassador von Bernstorff says: 8 

It lias frequently been asserted that the notorious Mexico telegram led to the war with the United 
States. I do not believe this is correct. The telegram was used with great success as propaganda 
against us; but the rupture of diplomatic relations — as I have already pointed out — was, in view of 
the situation, equivalent in all circumstances to war. I had nothing to do with the Mexico telegram, 
which took me completely by surprise. It was addressed, in the usual way, direct to the legation in 
Mexico, and passed through the Embassy at Washington on the same day on which I received notifi- 
cation that the unrestricted U-boat war was to be declared. I had neither the right, nor was it my 
duty, to hold up the telegram although I disapproved of its contents. 

On December 13, 1927, Sir Alfred Ewing, who throughout tho war was civilian head of the 
cryptographic bureau (popularly referred to as “Room 40”) of the British Naval Intelligence 
Service, delivered an address before the Edinburgh Philosophical Institution, telling of the 

i Congressional Record, 64th Congress, 2nd Session, vol. LIV, pp. 4695 and 4598, Mar. 1, 1017. 

» von Bernstorff, Count Johann, My Three Years in America, Charles Scribner’s Sons, New York, 1920, p. 380. This work will hereinafter 
be referred to as Bernstorff. .- ‘ • ■ ; ' • • 1 i‘ ' 
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work of the Bureau. That portion of the published account of his address with which we are 
concerned is as follows : 9 

Besides intercepting naval signals, the cryptographers of Room 40 dealt successfully with much 
political cipher. The isolated position of Germany forced her to resort to wireless, and prevented 
frequent changes of the code books for confidential communication with correspondents abroad. 
Thcro was a voluminous stream of cipher correspondence with German agents in Madrid, and a good deal 
with North and South America ns well as Constantinople, Athens, Soliu, and other places. One group of 
deciphered messages throw useful light in advance on the Easter Revolution in Ireland, another group 
on the intrigues of the Gormans in Persia. 

Among the many political messages read by his staff was the notorious Zimmermann telegram, 
which was intercepted in the manner described in the third volume of the Page Letters. President 
Wilson was then hesitating on the brink of war, reluctant to plunge, clinging painfully to the idea of 
neutrality which seemed to bo almost a part of his religion. The Zimmermann message, which made 
a conditional offer to Mexico of an alliance against the United States, was deciphered in Room 40. 
It was then communicated very confidentially by Lord Balfour to Mr. Page and through Page to 
Wilson, and was given by him to the American Press. Its publication was decisive in converting 
American opinion to the necessity of war. But the curtain which hid Room 40 remained undisturbed. 

And finally in his famous message (which is now known as the “war message”) delivered 
in person before the Congress in joint session on April 2, 1917, President Wilson said: 10 

That it (the German Government) means to stir up enemies against us at our very doors the 
intercepted note to the German Minister at Mexico is eloquent evidence. 

More than enough has been quoted to give an indication of the importance with which the 
publication of the Zimmermann telegram must be regarded in connection with a study of the 
causes leading to our entry into the war. Indirectly, because the United States is the leading 
power on the American Continent, it also helped to bring Argentina, Bolivia, Brazil, Cuba, 
and Panama into the arms of the Allies. 

So important a cryptographic incident, therefore, warrants a most careful study by historians 
as well as by cryptographers, for the story of the incident is replete with suggestions for making 
the most of a cryptographic opportunity. 

Twenty years have passed since the Zimmermann telegram was blazoned on the front 
pages of newspapers throughout the world except, of course, in Germany and Austria. But 
the British Government, which was the principal actor in the incident, has still not lifted the 
impenetrable curtain of mystery behind which her able cryptographers work, so that we shall 
have to draw conclusions from accounts from other sources if we are to study the facts con- 
cerning her interception and solution of the famous message. We shall pass over several purely 
apochryphal accounts which appeared at the time." 

It is amusing to note, in passing, that one of the reasons why the Kaiser was extremely 
cool to Ambassador BcrnstorfF, who was received by the Kaiser only 6 or 7 weeks subsequent 
to Bonistorff’s return to Berlin after the rupture of relations, was the monarch’s belief that the 
Zimmermann telegram had been taken from among the papers which Bcrnstorll' carried with 
him ori his return homo on the Friedrich VIII in February 1917. The ship was detained at 
Halifax for 12 days and every nook and cranny was searched. A box of dispatches which had 
been placed aboard the vessel by the Swedish Minister was found by the British authorities and 

8 As reported In The (Edinburgh) Scotsman and The (London) Times for Decomber 14, 1927. Incidentally, the Editor of The Scotsman, In 
lauding Sir Alfred, said of the Zimmermann telegram that it “was instrumental In bringing America into tho war." 

10 FK8, pp. 195-203. Also, in his Flag Dug Address on Juno 14, 1917, in citing tho numerous provocations which, ho explained, forced us into 
tho war, the President said: “They tried to Incite Mexico to tuko up arms against us and to draw Jupnn into u hostile alliance with her— and that 
not by indirection but by direct suggestion from tho Foreign Office in Berlin." 

11 The most far-fetched of these was to tho eiTect Hint the message was found by four soldiers of Company G, First Infantry, on the person of 
a spy whom they had captured while ho was attempting to cross tho southern border into Mexico, near the town of Progress on February 21, 1917. 
See The New York Times Current History, period April J917-June 1917, vol. .XI. Even so recent a work ns Guuther’s Inside Europe (1U30), pp. 
92-93, contains a wholly erroneous version of the episode. 
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tlic contents of some of them were published. The English papers represented the case as if a 
box of dispatches had been taken from Bemstorff. But the Zimmermann note was not among 
them. 12 

The first lifting of the veil of secrecy surrounding the interception and solution of the 
Zimmermann telegram occurred in 1.925, when the November issue of World’s Work brought the 
final installment of Hendrick’s The Life and Letters of Walter II. Page. This account, from 
which a passage has already been cited, still forms the principal source of our information on 
the subject. A second account, not so detailed ns the first, but containing important data, was 
published in 1933 in Lansing's War Memoirs, also already mentioned. Another account appears 
in a book 13 by a professed German ex-spy. But since it is based almost entirely upon the 
Hendrick version, and because there are cogent reasons for discounting much of the contents of 
the book as a whole, it will be largely disregarded in this paper. In addition to all sources men- 
tioned, reference will be made to official records of the Department of State. 

The first links in the story may be seen in the following two telegrams: 14 



(l) 



Secretary op State, Washington. 
5746, February 24. 



London, February 21,, 1917. 
Rec’d 9 a. m. 



In about three hours I shall send a telegram of great importance to the President and Secretary 
of State. 



PAGE. 



* 



* 



* 



* ‘ * * * 



( 2 ) 

The Ambassador in Great Britain (Page) to the Secretary of State 

tTclcginm] 

London, Febraury 21,, 1917 — 1 p. m. 

Rec’d 8:30 p. m. 

5747. My 5746, February 24, 8 a. m. For the President and the Secretary of State. 

Balfour has handed me the text of a cipher telegram from Zimmermann, German Secretary of 
State for Foreign Affairs, to the German Minister to Mexico, which was sent via Washington and 
relayed by Bernstorff on January 19. You can probably obtain a copy of the text relayed by Bern- 
storff from the cable office in Washington. The first group is the number of the telegram Ua , 130, and 
the second is 13042, indicating the number of the code used. The last group but two is 97556, which 
is Zimmermann’s signature. I shall send you by mail a copy of the cipher text and of the decode into 
German and meanwhile I give you the English translation as follows: (Then follows the English text 
of the telegram as given above, p. 1.) 

The receipt of this information has so greatly exercised the British Government that they have 
lost no time in communicating it to me to transmit to you, in order that our Government may be able 
without delay to make such disposition as may be necessary in view of the threatened invasion of our 
territory. 

Early in the war, the British Government obtained possession of a copy of the German cipher code 
used in the above message and have made it their business to obtain copies of Bernstorff’s cipher 
telegrams to Mexico, amongst others, which are sent back to London and deciphered here. This 
accounts for their being able to decipher this telegram from the German Government to their repre- 

i* Nationalversammlung, 1019. Uniersuchungsausschuss lifter die Wcltkrkgsvcranlwortttchkelt. In s serios of 15 sessions, from October 21, 
1919, to April 14, 1920, a committee appointed by the dermao National Constituent Assembly to inquire into the responsibility for the war 
hold hearings in Berlin, The reports of two subcommittees togotlior with the stenographic minutes of one of these subcommittees and supplements 
thereto have bcon translated and published by the Carnegie Endowment for International Peace, as vols. 1 and 2 of Official German Document) 
Delating to the l Vorli War. Thcso two volumos are a veritable mine of important information. They will hereafter be referred to as German 
Hearings. The statement above is taken from p. 311. 

i* von Ttintelcn, Capt. Franz, The Dark Invader. The Macmillan Co., New York, 1933. 

>' The first is taken from Hendrick, vol. Ill, p. 332; the second, from FB8, p. 117. 1 ■ - 

u< This is not the number of the telegram, but the code equivalent of the number (3). 
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- . , sentative in Mexico and also for the delay from January 19 until now in their receiving the information. 

This system has hitherto been a jealously guarded secret and is only divulged now to you by the British 

■ Government in view of the extraordinary circumstances and their friendly feeling toward the United 
States. They earnestly request that you will keep the source of your information and the British 

r , Government's method of obtaining it profoundly secret, but they put no prohibition on the publication 
of Zimmermann’s telegram itself. 

i , The copies of this and other telegrams were not obtained in Washington but were bought in Mexico. 

I have thanked Balfour for the service his Government has rendered us and suggest that a private 
official message of thanks from our Government to him would be beneficial. 

■ I am informed that this information has not yet been given to the Japanese Government, but I 

i • . think it not unlikely that when it reaches them they may make a public statement on it in order to clear 
up their position regarding the United States and prove their good faith to their Allies. 

,, . PAGE. 

■ i n We shall not concern ourselves with the steps taken by the President and Secretary of 
State Lansing, culminating in the publication by the Associated Press of the text of the telegram. 
Our interest will be concentrated upon the minute details of the manner in which the message 
was intercepted and solved by the British. 

The Hendrick account, immediately after the preceding two telegrams quoted above, 
continues: 

The manner in which the British had acquired this message is disclosed in Page’s telegram. It 
was “bought in Mexico.” That is, the British Secret Service had obtained it evidently from some 
approachable person in the Mexican capital — a practice which, it appears from Page’s comumnication, 
had been going on for some time. An interesting additional fact is that this is not the only way in 
which the British obtained this priceless treasure. The German Government was so determined to 
make this Mexican alliance that it did not depend upon a single route for transmitting the Zimmer- 
mann message to von Eckhardt. It dispatched it in several other ways. For one it used the wireless 
route from Nauen, Germany, to Sayville, Long Island. 

In the early days of the war, the American Government prohibited the use of this Sayville line 
except under American supervision; how little this prohibition interfered with the Germans is shown 
by the use they made of the Long Island station for this, the most fateful message sent to America 
during the war. * * * In the British Admiralty this Naucn-Sayvillc thoroughfare was known as 
the “main line”; it was the most direct and consequently the one most used for sending German dis- 
patches to the United States. 

Hendrick cites no authority for the statement that the Zimmermann telegram was trans- 
mitted by radio from Nauen to Sayville and there is reason to doubt that this was the case, as 
will become apparent when the matter is carefully considered in the light of other evidence. 

A few hours after the outbreak of the war the British, who have always recognized the 
importance of controlling communication channels as well as sea lanes, took immediate steps 
to isolate Germany from tho rest of the world that lay beyond the oceans, by cut ting and diverting 
to her own service the two Gorman cables across tho Atlantic Ocean. This left Germany 
only indirect channels of communication with her Ambassador at Washington. These channels 
woro four in number. Tho first, by radio between a station in Germany and two stations in 
tho United States, was known to and supervised by our Government; the second, by cable from 
Germany via Berlin, Stockholm, Buenos Aires, Washington, was secret, and though there is 
positive evidence that from the very first days of its use it was known to the British, it was 
/ unsuspected and unknown to our Government until long alter we had entered the war; tho 
third, via Berlin, Copenhagen, Washington, was a very special method used only occasionally, 
with the knowledge arid cooperation of tho American State Department; the fourth, involving 
tho insertion of secret text in ordinary news dispatches, was a channel which was of course un- 
known to our Government, until long after the war was over, when it was disclosed by .Bern- 





storfE himself. 16 Sinco wo ore not concerned with this channel of communication we shall have 
no moro to say about it than is given in footnote 15. 

Wo shall consider first the communications passing by radio between the German station 
atNauen and one or tho othor of two radio stations on United States territory, at Sayville, 
Long Island, and Tuckorton, N. J. These stations had been erected by German enterprise 
for direct communication with Europe; they were, however, partly financed by French capital, 
and tho legal objections which the French raised immediately upon the outbreak of the war 
soon resulted in closing both of them. Later our Government, after long negotiations with 
the German Government, took over the stations and exercised a censorship over them. The 
steps leading to the imposition of that censorship need not concern us; the fact is that the Ger- 
mans were unable to use the stations until April 1915 18 and then only under supervision, in 
that messages sent by Bernstorff to Nauen had to be submitted to our censor before they could 
be transmitted and messages received from Nauen, addressed to Bernstorff, were carefully scruti- 
nized before they were handed over to him. The purpose of this censorship was, of course, to 
preserve our neutrality. Messages exchanged via these radio stations wore, as a rule, sent in 
a code known as “Englischcr Chiffre Nr. 9972”, two copies of which had been deposited with 
our censor. This is established by the following letter: 17 



Kaisermche Deutsche Dotschaft, 

German Embassy, Washington. 

April 20 , 1915 . 

The Imperial German Embassy presents its compliments and has the honor, with reference to 
the correspondence with Honorable Robert Lansing in regard to the sending of wireless messages in 
cipher by means of the radio stations at Tuckcrton and Sayville, to transmit to the United StateB 
Department of State herewith, in two copies, the key to that cipher against kind acquittance for making 
further directions. 

(Signed) J. Bernstorff. 



As stated above, all messages forwarded by radio by Bernstorff had to be sent to our censor 
through the State Department and these messages were regularly accompanied by a formal letter 
couched in the following terms: 

The Imperial German Embassy presents its compliments to the United States Department of 
State and has the honor to enclose herewith a wireless cipher message, in duplicate, to the Foreign Office 
at Berlin for kind transmission to the Tuckerton station. Duplicate copies of the (plain text) message 
are likewise enclosed. 



i* Bernstorff, p. 154: “My roports as a matter of fact were somewhat infrequent and always short, as we had to put all our messages into cipher, 
and this was not always possible. In explanation of the inevitable incompleteness of my communication with the Foreign Office, I may romark 
that the telograms of the Wolff and Trans-Ocean Bureaus were regarded as the main sources of information for either side, and that I made use 
of various arrangements of words, to which tho Foreign Office alone had tho key, for the purpose of making my own views easily distinguishable 
in these telegrams/’ Another interesting corroboration of the use of this method is to be found in the Hall affidavit. (See footnote 20.) Among 
the telegrams accompanying the affidavit is one (p. 122) dated April 3, 1916, from Bernstorff to the Foreign Office. It contains the following para* 
graph: 

“For this reason I suggest that the Wolff Bureau should be instructed for the present to forward immediately all Klaessig’s telegrams to the 
Foreign Office, It is advisable that all should be sent, because telegrams going from here are in code, and therefore the recognition signal agreed 
on by us for telegrams intended for you might easily be lost. For motives of economy Klaessig uses the Ritzansche Bureau in (an American town) 
for such telegrams, as in this way it is possible to use code with regard to tho English censorship.” 

19 P. 480, German Hearings. 

u The letter is in the files of the State Department. In handwriting on its lower left band comer appears the following: “Two cipher .books 
handed to Lieutenant Noyes, U. S. Navy, April 20, 1915.” In telegram 79 datod April 20, 1915, Bernstorff informed the Foreign Office that two copies 
of Code 9072 were delivered to tho State Department. Ho says (Bernstorff, p. 66): “In these negotiations wo had to content ourselves with pointing 
out that whereas our enemies could pass on military information to their Governments by moans of coded cablegrams, wc should be confined to tho 
use of tho wircloss stations. Finally wo camo to an agrooment with the American Government that they should have a copy of tho code which 
we usod for tho wiroloss telegrams. In this way their contents wore kept socrot from tho cnomy but not from tho Washington Government. This 
courso we only agreed to as a last resource as It was not suitable for handling negotiations In which the Amoricnn Government was concerned.” 
How naive Bernstorff was In respect to his idea that the messages In Code 9972 were thus kept secret from the enemy will be seen in a short time. 
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Thus not only did the United States have the code in which the messages were prepared; 
but messages in that code, when sent by Bernstorff to the State Department for transmission, 
were accompanied by their plain texts so that the censor could verify the latter if he desired . 18 

That the scrutiny of these messages was not a mere formality is attested by the fact that 
the files of the State Department show several cases in which the Department held up and refused 
to transmit telegrams which, on being examined, were not perfectly clear, or which were even in 
slight degree questionable as regards our neutrality. In this connection Bernstorff says: 19 

As has already been mentioned, all our wireless messages were read by the American Government 
departments and it had often occurred that objection had been raised. 

On one occasion, upon the very urgent request of the German Ambassador, the Secretary 
of State agreed to permit Bernstorff to receive a radio message from Berlin to Tuckerton pre- 
pared, not in Code 9972, but in a code of which no copy had been deposited. This special cir- 
cumstance caused Bernstorff to address a letter on January 28, 1917, to William Phillips, then 
Under Secretary of State. This letter, found in the files of the State Department, contains the 
following paragraph: 

I presume that the wireless was addressed and forwarded direct to the Imperial Foreign Office. 
As I have asked for an immediate wireless reply, my Government may answer in the same way and 
in a code not decipherable by the Censor at Tuckerton. In a former Bomewhat similar case when 
by mistake the wrong code was used, the telegram reached me only after several days’ delay. There- 
fore, and as the answer to my yesterday's message will bo extremely urgent, I should be particularly 
grateful to you, if you could, at your earliest convenience, have the Censor at Tuckerton and at the 
Navy Department instructed to let, in this exceptional ease, the reply to my message pass as quickly 
as possible. 

It is obvious that if scrutiny of messages had been a more formality Bernstorff would hardly 
have gone to the trouble of begging so humbly for the permission to which roferonce is made. 
Parenthetically it may be stated that if the Germans’ purpose in using a code for theso radio 
messages was to keep their contonts from their enemies, they might well have saved them- 
selves all the trouble they took, for Code 9972 was extromely simple in construction and was 
solved by the British without difficulty. This is proved by a telegram that appears in a public 
record which is rcplcto with valuablo information, namely, the documents published by the 
Germ an -Am eric an Mixed Claims Commission, which was established in 1922. Among these 
documents is an affidavit dated December 28, 1926, by Admiral Sir W. Reginald Hall, wurtimo 
chief of the intelligence department of the British Admiralty. 20 This affidavit is accompanied by 
a large number of messages which were intercepted and read by the cryptographic bureau of tho 
British Admiralty. Among these decoded messages is a translation of one of these Nauen-Sayville 
messages accompanied by the following footnote: 21 

[British] Depautmental Note. — This is the first message in cipher 9972 which has been read. 
This cipher is employed in messages passing between Berlin and the German Embassy, Washington. 

In view of the strict supervision that was exercised over this Nauen-Sayville radio route it 
appears strange that the Zimmermann telegram should have been transmitted in this way. 

We come now to the second communication channel that was used by the German Govern- 
ment to communicate with Bernstorff, the route via Berlin, Stockholm, Buenos Aires, Washing- 
ton. This channel was made available by the good offices of the Swedish Foreign Office and its 
representatives abroad. Hints as to the use of this channel may be found in Bernstorff. For 

11 Of course the convenience of our censor had a part in tho seicction of a code in the English language. Tho code, however, was not compiled 
for that purpose. It was already on hand and had been used for tho purpose of transmitting English material. 

>» Bernstorff, p. 230. 

« Hereafter the Hall affidavit will be referred to as Hall. It appears as Claimants' Exhibit 320 of the documents published by the Mixed Claims 
Commission, and is reprinted as Appendix 1 to this paper. 

« Hall, p. 05. 
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example, on page 65: “We had to fall back exclusively on the wireless stations, when, as fre- 
quently happened, we were unablo to make use of tho circuitous routes via neutral countries 220 
Again on page 149: “Tclegrapliic communication between tho German Government and tho 
Embassy at Washington was carriod out by a circuitous route, which made it extremely slow.” 
There is in the Stato Department files a telegram datod September 10, 1917, from American 
Ambassador Morris, at Stockholm, to the Secretary of State, which reads: 

Today had conference with British Minister who informs mo as follows: In tho summer of 1915 
when Great Britain sent a commission to Sweden to negotiate regarding importation Into Sweden tho 
Swedish Government protested against Great Britain delaying in London official telegrams addressed 
by Swedish Government to Swedish Legation, Washington. British Minister received cable instruc- 
tions to inform Swedish Government that delay was duo to tho fact that the British Government was 
in possession of positive knowledge 226 that the Swedish Legation, Washington, had transmitted to tho 
German Government through the Foreign Office Stockholm, messago from Count Bcrnstorff. Swedish 
Minister for Foreign Affairs admitted that such message had boon sent so transmitted but gave British 
Minister formal assurance that this would not ocour again. 1 

What was the nature of the "positive knowledge” that the British Government possessed? 
Undoubtedly it was based upon decoded German telegrams, as is evidenced by the following 
telegram which appears among those in Admiral Hall's affidavit: 28 

From BUENOS AIRES 

To BERLIN B. A. 67 

(transmitted) 19th June 1916 
(5950) and (13040) 2 «» 

I. Telegram No. 72 is missing. 

II. Please send cypher telegrams for WASHINGTON in such a way that they can be recyphcred 
here, otherwise the Swedish facilities for wiring will be compromised and presumably withdrawn from us. 

LUXBURG. 

Note the date of this message. It is good evidence that the British knew of this method, but 
there is also sufficient additional evidence in Admiral Hall’s affidavit, if one studies the points 
between which tho telegrams included in the affidavit were sent. Tho fact that a large number 
of the messages in the Hall affidavit were sent via Stockholm-Buenos Aires, is clear proof that 
the British were carefully watching this route and reading the telegrams transmitted over it. 

It is quite clear from this evidence and from the quotations cited above that Hendrick 
places too much emphasis upon the variety of routes which he says the Zimmermann telegram 
traveled, as though only this telegram had received special treatment. It is apparent that the 
transmission of important messages by more than one route was a usual procedure with Bem- 
storff. For example, he states: 24 “With the utmost possible speed I sent the following telegrams 
about my interview with Mr. House, by three different routes to Berlin.” 

Hendrick says: 26 

The fact seems to be that the Swedish Court was openly pro-German; that popular opinion in 
Sweden similarly inclined to the German side; and, by January, 1917, the Swedish Foreign Office had 
become almost an integral part of the German organization. In many capitals German messages 
were frequently put in Swedish cipher and sent to Swedish Ministers in other countries and by them 
delivered to their German colleagues. Herr Zimmermann, in his desire to make certain that his Mexi- 

”• Italics ours. 

m Italics In original. 

« Hall, p. 68. 

»j* "(5950) and (13040)" Is the British designation of the code used by the Germans in sending the message. Code 6950 was an encipherment of 
13040, and a message sent in that code had, accordingly, to be transposed into code 13040 beforo it was read. (8ee pp. 4-14 of Mendelsohn, Charles J., 
Studies in German Diplomatic Codes Employed During the World War. Technical Paper of the Signal Intelligence Service, Washington, 1937.) 

w BernstorfF, p. 373. 

*» Hendrick, vol. HI, p. 338. 1 
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- can telegram should reach Washington, again fell back upon the assistance of his Swedish confreres. 

He handed his message to the Swedish Minister to Berlin; this functionary sent it to Stockholm, Sweden; 
from this point it was cabled to Buenos Aires, Argentina, and from that city cabled in turn to Wash- 
ington. The journey was a 'roundabout one, covering about ten thousand miles. Yet nothing that 
was sent through the air or under the sea seemed to escape the watchful attention of the British Naval 
Intelligence, and this Swedish message was captured almost at the same moment as that one which was 
going by the “main line.” 

It is to be noted that according to Hendrick "German messages were frequently put in 
Swedish cipher and sent to Swedish Ministers * * *” and he implies that the British read 
the Swedish code. 

Now it would be easy to believe that the British obtained and read messages in Swedish 
code, for their intercept service pretty well covered the earth. It is, however, intrinsically 
unlikely that the Germans would give the Swedes the text of a message to be put into Swedish 
code for transmission. Why reveal their secrets to the Swedish Government? It was so much 
easier merely to ask Stockholm to forward a message in German code — precisely as they asked 
the Americans to do it, as we shall soon see. Not only, however, do probabilities point away 
from any idea that a Swedish code was used, but we have two pieces of evidence on tjiis matter 
the authenticity of which cannot be questioned. 

On September 8, 1917, the State Department published the text of three code messages 
sent by the German charge d’ Affaires at Buenos Aires to the Foreign Office at Berlin. These 
telegrams became notorious as the Luxburg or "sink without trace” messages. They were 
furnished by the British, for the American cryptographic bureau had as yet hardly been or- 
ganized at that time. The fdes of the State Department contain several messages in connection 
with this episode. Among them is one dated September 18, 1917, to Boll (Secretary, American 
Embassy, London) from Harrison (Secretary in the Diplomatic Service, assigned to the Depart- 
ment, later — 1922 — Assistant Secretary of State), in which Harrison transmitted the dates and 
initial groups of 22 messages sent from the Swedish Foreign Office, Stockholm, to the Swedish 
Legation, Buenos Aires and asked: “Please let me know as soon as possible if British authorities 
have copies of all these messages, if they have been successfully treated, and if so telegraph con- 
tents at earliest possible moment.” On September 19, Bell replied as follows: “Numbers 4, 5, 
11, 16, 17, 18, and 22 are in Swedish code and undecipherable here.” 

Moreover, we have a direct statement of the war-time British Cryptographic Bureau on this 
point. After America’s entry into the war, the British gave the American Government a partial 
copy of the German code known as Code 13040, with directions for its use. These directions con- 
tain the express statements that German messages sent by Swedish officials were in enciphered 
German code, i. e., the original code groups were subjected to a process of systematic alteration, 
and that the transfer, or retransfer, from Swedish to German hands was made at Buenos Aires. 
The method of encipherment employed to disguise the messages upon their transfer was of such 
nature as not completely to remove certain resemblances to German Code 13040. These 
resemblances aroused the suspicions of the British cryptographers, and detailed study followed. 
Once the nature of the disguise was learned, its usefulness was lost, and the Germans might 
have spared themselves the trouble of disguising the code when they gave their messages to 
Swedish officials for forwarding. 

We have seen that the British Government onco informed the Swedish Government that 
it was “in possession of positive knowledge that the Swedish Legation, Washington, had trans- 
mitted to the German Government through the Foreign Oilico, Stockholm, messago from Count 
Bcrnstorff.” That was “in the summer of 1915.” Tlio fact that the practice was not stopped 
for 2 years or more, though the British must |iavo boon fully aware of it, speaks for itself. The 
British authorities must have realized soon after this protest, which was no doubt made early in 
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tho cryptographic war, that tlio information they wero gleaning from the study of these messages 
was too vahmblo to loso, even taking into account the fact that the messages were of considerable 
use to their enemies. It is more than likely that the information was at least as useful to tho 
British as it was to tho Gormans themselves. In somo eases there is no doubt that it was even 
more useful. 

Finally, there is another important telegram in tho files of the State Department on this 
subject. It is dated September 17, 1917, and was sent by Bell to Harrison. The first para- 
graph is of great interest. It reads as follows: 

I am now able to inform you Zimmerman’s telegram to Eekhardt instructing him to induce 
Mexico to attack us was forwarded through Swedish channels. It had to be sent through Bemstorff 
for his information, but as Swcdeii had given up transmitting German telegrams direct to the United 
States after the British protest in 1015, it was sent through Swedish channels to Buenos Aires and 
there turned over to Luxburg who repeated it to Bemstorff. Tho latter retransmitted it to Eekhardt. 
From Berlin to Bemstorff it went in a code which the British had at that time only partly succeeded 
in deciphering and of which Eekhardt had no copy. Bemstorff had to repeat it to Mexico therefore 
in another code known to the German Minister there and incidentally to the British and it is of this 
message that we obtained a copy. 

Of certain portions of this telegram we shall have more to say later, as they are of extreme 
interest from the cryptographic viewpoint. At this point we shall merely indicate that there 
is good reason to believe that the British authorities did not tell Bell the whole story when 
they gave him the information which is contained in the foregoing telegram. Who can blame 
them for withholding their most precious secrets? 

We come now to the third and most interesting of the several channels available to the 
German Foreign Office in communicating with Bemstorff in Washington — tho Berlin-Copen- 
hagen-Washington route used with the cooperation of the American State Department. We 
shall quote from the Hendrick narrative: 26 

The German Government forwarded this dispatch to Washington in still another way. Indeed, 
the most remarkable incident in this remarkable transaction remains to be told. Evidently- the Ger- 
man Foreign Office feared that transmission by wireless and cable transmission to Buenos Aires — 
by grace of the Swedish Government — might fail them. The prohibition tho American Govern- 
ment had placed upon the use of wireless from Nancn to Sayvillc, Long Island, might naturally cause 
apprehension as to the delivery of messages sent by this route. The cable line from Stockholm to 
Buenos Aires and thence to Washington and Mexico was a roundabout one, and a message trans- 
mitted that way might conceivably fail to reach its destination. 

The dispatch of this telegram, however, was at that moment the most important business before 
the German Foreign Office and its safe arrival in the city of Mexico must be assured at any cost. 
There was one method that was absolutely sure, though the fact that this should have occurred to 
Zimmermann must bo regarded as one of the most audacious and even reckless strokes of the war. 
Humor of any kind the Germans seldom displayed at crises of this sort, yet the mechanism adopted 
to make certain that this plot against the American people would safely land on Bernstorff’s desk 
evinces an unmistakable gift — even though an unconscious one — for the sardonic. 

The transaction reflects so seriously upon the methods of the State Department that it would 

' probably never have seen the light had the Germans not made it public themselves. In 1919-20 
the German Constituent Assembly held an elaborate investigation into the responsibility for the war. 
In this the Zimmermann telegram played its part. Among its published documents is a noto whioh 
reveals one route by which this document found its way across tho Atlantic. ,r It says: 

“Instructions to Minister von Eekhardt were to be taken by letter by way of Washington 
by U-boat on tho 15th of January; since the U-boat Deutschland did not start on her outward trip, 

- these instructions were attaohed on January 16th to telegram No. 157, and through the offices 
of the American Embassy in Berlin telegraphed to Count Bemstorff by way of the State Depart- 
ment in Washington.” 

» Hendrick, vol. ID, pp. 838-341. 

« Hendrick's footnote: See Vol. II, p. 1337: "Officio] Qerman Documents Hoisting to the World War." Translated tinder tho supervision of 
the Oarncgio Endowment tor International Peace. (This work is referred to in the present paper as German Hearingt.] 
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What this means is that the German Foreign Office used the American Government as an errand 
boy for the transmission of a document that contained a plot against its own territorial integrity. * * * 
The German Government, many times in the course of the war, used the good offices of the Amer- 
ican State Department for transmitting messages to Ambassador Bernstorff. Germany had no cable 
communication with the United States; the wireless was unreliable and not always available; occa- 
sionally, therefore, the Germans would request Washington to serve in this capacity. As all such 
messages touched England before starting across the Atlantic, the consent of the British Government 
was necessary before the favor could be performed. That the British graciously permitted the Ger- 
mans to use their oable facilities may possibly have seemed, at the time, an act savoring of the mag- 
nanimous; the fact, however, that the British possessed the German cipher and read all these mes- 
sages as they sped through England creates the suspicion that they may have regarded this as a way 
of obtaining valuable information. 

Hendrick makes it appear that obtaining permission to use the American State Depart- 
ment facilities was a rather simple matter and that many messages were sent by the State 
Department for the Germans in this way, without realization on the part of State Department 
officialdom of the possibly serious consequences that might ensue. That this is far from the 
truth will appear later. His statement, too, that “As all such messages touched England 
before starting across the Atlantic, the consent of the British Government was necessary before 
the favor could be performed” is meaningless when one considers the matter. It is obvious 
first of all that had tho American Government boon so naive as to ask the British Govern- 
ment’s consent to such a procedure tho latter would certainly have refused. It is likowiso obvious 
that when Bernstorff wanted to send a code message to tho Foreign Office in Berlin, tho Stato 
Department could not simply address a telegram to tho American Ambassador, Gerard, in plain 
language asking him to “Forward the following code message to the German Foreign Office.” 
The British would naturally not pass such messages even though the greatest neutral country 
asked such a favor. Such a procedure is not a diplomatic possibility in time of war. If not 
in plain language, the forwarding by the State Department of German code messages had to 
be done through the intermediacy of State Department code. Assuming that official messages 
of the American Government to her ambassadors and ministers in Europe were not subjected 
to any study whatsoever by tho British Cryptographic Bureau (which is difficult to believe), 
it is possible that this practice might not have boon detected immediately by tbo British. But 
the manner in which the messages were actually drawn up was such that tho discovery of the 
practice should and must have been particularly easy if American messages were even hastily 
scanned. Here is an example of the plain text of such a message, copied from the files of the 
State Department: 

Amlcgation 
Copenhagen 
Forward Berlin 
3803 

Deliver to German Foreign Office the following message from Ambassador Bernstorff. 

(Add German Cipher.) 

LANSING. 

Lacking a copy of the telegram as actually filed for transmission, the form the code message 
took when filed cannot here be indicated; but we have on this point the positive statement of 
Mr. David A. Salmon, then as now Chief of the Division of Communications and Records. of 
the State Department, to the effect that the code groups of the German code message were not 
reencoded in State Department code, or changed in any way whatever: they were merely 
added to the preamble requesting tho forwarding of the messnge. This preamble was in code — 
American State Department code. Now tho code groups of tho American code were most 
commonly in letters, while those of the German code were in figures . 23 Furthermore, the 

« In a to w eases Stale Department code messages consisted of figure-groups but tbo latter woro Invariably tkllglt groups, while the Gorman 
code messages as staled further on, consisted of 3. <, and 8-dlglt groups. 
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code groups of the German code were characterized by being composed of three, four, and five 
digits, whereas in most codes of oven those days nil of the code groups uniformly contained five 
letters, or five figures. Hence the subterfuge was sure to bo detected almost immediately by 
Ihe British. Still they made no protest. Why? The answer must surely bo obvious: they 
were glad to have access to this leakage of valuable information, and to lodge a protest would at 
once dry it up at the source. 

Whereas Hendrick makes it appear that our State Department handled many messages 
for the Germans, Lansing in his account of the matter makes it appear as though the trans- 
mission of the Zimmerman telegram via State Department channels was an isolated incident, 
or at least that this method of communication was placed at the disposal of Bemstorff only 
toward the end of the period of strained relations. Quoting Lansing: 29 

At eleven-thirty I went to tlie White House ami for an hour discussed with the President the 
substance of the [Zimmcrmann] telegram and the way to use it. The President said that he had been 
wondering how BernstorfT got the message from Berlin, and that the closing of Becrct lines of com- 
munication with his government made him a little uncertain as to its authenticity. 

I told him that I thought it could be easily explained, my opinion being that it was done in the 
following manner: During the early part of January Count von BernstorfF, at the instance of Colonel 
House, had been laboring with his government to obtain concrete termB of peace. The Ambassador 
bad complained of his inability to communicate secretly and therefore freely with Berlin, which he 
considered essential in order to accomplish his purpose. In view of this reasonable statement we 
had consented very reluctantly to send [that is, in a cipher, of which the Department did not have 
the key] messages for him through our Embassy . 30 This we did several times, permitting the German 
Foreign Office to reply in the same way. On January seventeenth an exceptionally long message 
(some one thousand groups) came through from Berlin. On the eighteenth this message was delivered 
to the Ambassador. On the nineteenth the telegram from BcrnstoriT to Mexico was filed. From 
these facts I drew the conclusion that in the long secret message delivered to him on the eighteenth 
. was the message for the German Minister besides other orders as to what to do in caB© of a severance 
of diplomatic relations . 31 

The President two or three times during the recital of the foregoing exclaimed “Good Lord!” 
and when I had finished said he believed that the deduction as to how Bernstorff received his orders 
was correct. He showed much resentment at the German Government for having imposed upon our 
kindness in this way and for having made us the innocent agents to advance a conspiracy against 
this country. 

Careful study of available records shows that while this channel of communication was 
used on more than a single occasion, it was used not nearly so frequently as Hendrick implies, 
and that its employment was confined to periods of strained relations. The first was on June 2, 
1915, shortly after the sinking of the Lusitania, which occurred on May 7, 1915. Of this period 
Bernstorff says: 32 

It is certain that if I had not at this stage of the Lusitania crisis had my interview with the Presi- 
dent, relations would have been broken off and war between the United States and Germany must 
inevitably have followed. * * * During our conversation, however, the President offered for the 

first time to permit me to dispatch a cipher telegram through the State Department, to be sent on 
by the American Embassy in Berlin . 31 

* Lansing, p. 227. 

Bracketed mattor so In original. 

11 A footnote at this point contains substantially the same matter as Is givon In our extract from Hendrick given on p. 11, regarding the way 
in which the Zimmcrmann telegram was to have boon sent by the submarine Deutschland. 

*> Bernstorff, p. 161 and p. 154. 

11 This statement is not strictly correct, for there exists In the flics of the State Department a letter dated November 12, 1914, from Bernstorff 
to Secretary Bryan enclosing a rucssago which Bernstorff asked Bryan to sond to the German Foreign OfQeo. This message was In tho Gorman 
code, 13040, and, os Bernstorff told Secretary Bryan, asked "Instructions from my Government for the purposo of publicly Indorsing the Belgian 
relief plan." Attached to the letter Is the text of the code message which we have decoded and find to be as described by Bernstorff. This message. 
Incidentally, was In the same code (13010) aa tho Zlmmermann telegram In the form in which the latter was forwarded by Bernstorff to Mexloo 
City. ■ ■ i . • •• • • ■ 
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,i . This initial instance apparently paved the way for several more during the same crisis, 
as is evidenced by Bemstorff : 34 . 

From this time onwards [that is about July 21, 1915] Mr. Lansing agreed with me that, as a 
. regular thing, I should be permitted, whatever negotiations were going on, to send cipher dispatches 
to my Government through the channels of the State Department and the American Embassy in 
Berlin. It will be remembered that a similar privilege had been granted me at the time of the Lusitania 
incident. 

But, lest one jump to the conclusion that the State Department was careless in placing 
its facilities at the disposal of the Germans and regarded the matter as being without possi- 
bility of serious repercussions, let it be noted that Mr. Lansing not only realized the full impli- 
cations of the unusual procedure but also refused to transmit a message on at least one occasion 
on the ground that there appeared “to be no particular urgency for the transmission of the 
message on account of either of the subjects mentioned.” 36 It must also be noted that the 
State Department transmitted messages not only for the German Government, but also for 
the Austrian, as is proved by a telegram dated February 4, 1917, from Lansing to Ambassador 
Penfield at Vienna. 36 

Despite the questionable propriety of this procedure on the part of our diplomatic officials, 
it is easy to understand why President Wilson and Mr. Lansing made the State Department 
route available in the circumstances that then existed. For, with their complete control of 
cable facilities, the Allies were able to transmit any information they pleased without censor- 
ship of any sort by any other Government, while the Central Powers, having no cables, were 
forced to use radio, and even then had to submit their messages to a censorship exercised by 
foreign powers. 

It may possibly be supposed that the Zimmermann telegram was transmitted by radio 
from Nauen direct to Mexico, inasmuch as there was a powerful station at Chapul tepee. But 
the evidence is fairly clear against such an hypothesis. The Chapultepec station was hardly in 
working order by October 1918 as can be seen from the following message: 37 

From: Madrid 
To: Berlin 
No. 1220 
Oct. 8, 1918 

JAHNKE reports from Mexico without date: Cipher telegrams 6 and 7 cannot be deciphered. 
Please send thrice eaoh time. A wireless station has been erected. I am now trying to get into 
communication with Nauen. * * * 

Jahnke was a secret agent of the German Admiralty who worked in the United States and 
Mexico. His telegrams wore sent by von Eckhardt, the Gorman Minister at Mexico City, to 
Buenos Aires for relay to Berlin. Wliilo tlio foregoing message states that “Jalmko reports 
from Mexico without date” we can fix the date of the report as not earlier than June 9, 19 1 S, 
because cipher telegram No. 7, mentioned in that report as being indocipherable, was sent on 
June 9. 38 While it is possible to imagine that messages might have beon transmitted from 
Nauen in the hope that they could be heard in Mexico City, yet the fact that as lato as the middle 
of 1918 Jahnke was evidently having a groat doal of troublo in receiving signals (noto that ho 
asks that signals bo sent thrice each time) makes it extremely unlikely that a year and a half 
before then the Germans would have tried to get the Zimmermann telegram to Moxico City 
by such an uncertain route. 

* Bernstorff, p. ICfl. 

w FKB, pp. 83 and 87. 

h Fits, p, 112, contains tho following message: “He [Austrian Ambassador] presontod two mossagos to be sent through you to his Government, 
which were forwarded last night In department's 1519, February 3, 7 p. m., and 1520, February 3, 8 p. m. One more message, our 1523, February 4, 
4 p. m„ was sent at bis request this morning." 

" Hall Affidavit, p. 254. 

» Hall Affidavit, p. 244. 
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We conic now to a study of tho code used for the Zimmermann telegram itself. The tele- 
gram carried the number IBS and was appended to tolcgram No. 167 which was sent through 
State Department channels.' 1 ' If, therefore, lacking telegram 168, We could ascertain what 
code was used for telegram No. 167 wo would liavo at least a clue as to what code was used for 
the Zimmorimum telegram. But oven this clue is lacking, for, despito most diligent search, in 
which there was full cooperation from tho Chief of tho Division, of Communications and Itccords 
in the State Department, wo have thus far boon unable to locate tho original of tolcgram No. 157 
in the files of the State Department. ITowovcr, telegram No. 167 waB only one of a series ex- 
changed between tho Gorman Foroign OfTico and BernstorlT via tho State Department, and 
fortunately there do exist at least several other messages belonging to this latter Berics in those 
files.' 0 

All these messages are of vital importance in a study of the strained relations immediately 
preceding the break between Germany and the United States which formally took placo on Febru- 
ary 3, 1917, when Bernstorff was handed his passport. They are all in a code which is known 
as 7500, as was acertained by a study of the messages in question in connection with their plain 
texts, as published in the official report of the German hearings.' 0 " 

Since tho Bernstorff messages just mentioned were sent in Code 7500, the probabilities are 
very high that telegrams Nos. 157 and 158 were also in Code 7500. But the Zimmermann 
telegram as given to Ambassador Page by the British was the decoded version of a message 
not in Code 7500 but in Code 13040. This code, 7500, is what is known to cryptographers as a 
“two-part” or “cross-referenced” code. The two parts comprise (1) a set of 10,000 phrases in 
alphabetical order and numbered from 0000 to 9999, the numbers being entirely disarranged, 
i. e., without any numerical sequence; (2) the same phrases fitted with the same numbers as 
before, but this time with the numbers in sequence and the phrases disarranged. The first part, 
with' the phrases in alphabetical order, is used for encoding — for sending a message ; the second 
part, with the numbers in sequence, is used for reading a message which has been sent by means 
of the numbers. The advantage of a code of this nature is that the identification of any code 
group by an outsider will "yield no alphabetical clue to the meaning of any other code group 
which is numerically in its neighborhood. Thus, 1256 might, in an English code of the kind 
described, signify “day,” 1257, “book,” and 1258, “shoe.” The reconstruction of a code of this 
nature by analysis is necessarily a much slower process than tho building up of a code book 
in which the alphabetical order of the phrases corresponds to the numerical sequence of their 
code group equivalents — wherein, for example, 1256 signifies "date,” 1257 “day,” 1258 “daze,” 
etc. 

Code 7500, which as stated was a two-part code, was one of a ‘series of such codes which 
the Germans employed. The code indicator for one of these codes uniformly consists of two 
significant digits followed by two 0’s. The two significant digits always show an arithmetical 
difference of 2. A skeleton reconstruction of Code 9700 and one of 5300 are in the Government 
files. Code 8600 was used by German officials in South America during tho war. Code 6400 
also was in use during the war. The existence of a code known as 4200 was predicted because 
of the existence of the others, and was later confirmed from a French source.' 0 ” 

Code 13040 was an old German diplomatic code of tho partially disarranged type: The 
alphabetic vocabulary is broken up into fractions and these again into smaller fractions beforo 
the numeral code groups are attached. By this process tho original alphabetical sequence of 

89 German Hearings, p. 1337. 

Some of these messages arc BcmstorlT’s Nos. 154 and 166 of November 21; 164 of December 1; 169 of December 4, 1916; 212 of Januaty 16; 223 
of January 21; 22S and 229 of January 23; and 239 of January 27, 1917. 

40a See Mendelsohn, Charles J., An Encipherment of the German Diplomatic Code 7*00, Technical Paper of the Signal Intelligence Service, 1938. 

See Boucard, Robert. Article in Gringoire, Paris, Feb. 5, 1937. \ 
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the words and phrases is only partially destroyed. In the case of 13040 the method of dividing 
the vocabulary into fractions was such as to leave very generous traces of the alphabetical 
arrangement and proportionally to facilitate the process of decipherment. Once begun, the 
decipherment of such a code becomes progressively easier as more groups are identified. 

When Ambassador Page sent his telegram containing the English text of the Zimmermnnn 
message, he said: 41 

I shall send you by mail a copy of the cipher text and of the decode into German 
These were sent from London on March 2, but of course could not have reached Washington 
in less than a week. In the meantime, still worried about tho authenticity of the telegram, 
Washington asked for a copy of the German code, as is evidenced by the following telegram: 42 



Washington, February 28, 1917 — 8 p. m. 

4493. Your 5747, February 24 — 1 p. m. Please endeavor to obtain copy of German code from 
Mr. Balfour, decode following messages and telegraph translations. All three messages are dated 
January 17, signed Bernstorff, and addressed to the German Legations at Bogota, Port-au-Prince, 
and Santiago, Chile, respectively. 

[Here follow code messages.) 

Effort will be made to secure copies of all German cipher messages as far back as possible and if 
the Department were in possession of the code there would be a great saving of time and expense. 
Contents of messages decoded here would of course be communicated to the British Government. 

Publication of Z[immermann)’s telegram to Mexico tomorrow. 

LANSING. 

Page replied: 43 

London, March 1, 1917 — 11 p. m. 

[Received March 2, 12:30 a. m.) 

Your 4493, February 28— 8 p. m. The three messages were deciphered to-day and are practically 
identical. They contain instructions to the three legations to use a certain variation of the cipher code 
when communicating with Berlin. The one to Santiago was to be repeated to other missions in South 
America. The question of our having a copy of the code has been taken up, but there appear to be 
serious difficulties. I am told actual code would be of no use to us ns it was never used straight, but 
with a great number of variations which are known to only one or two experts here. They can not 
' ' . be spared to go to America. If you will send me copies of B[ernstorff]'s cipher telegrams, the British 

IJ11 authorities will gladly decipher them as quickly as possible giving me copies as fast ns deciphered, 

■’•id > I could telegraph texts or summaries in matters of importance and send the others by pouch. Neither 
,,ui Spring Rice nor Gaunt know anything about this matter. 

PAGE. 

Mr. Page’s informant was misinformed or was misleading Mr. Page. The code used is 
described by Mr. Page in his original announcement concerning the Zimmermnnn telegram: 44 

The first group is tho number of the telegram, 130, [sc. in the German numbering and dating code, 
in which tho group 130 means “Number 3”; the Zimmermann telegram was therefore message No. 3 
1 from Washington to Mexico City], and the second is 13012, indicating the number of tile code used, 

j , The last group but two is 97G5G, which is Ziiuincrmann’s signature. 

b This description tallies exactly with the copy of the telegram as securod by Mr. Polk from 
tho Wasliington telegraph office. (See frontispiece.) The message was in straight uncnciphored 
German code, and could bo read by any ono in possession of both the telegram and the codo 
book. Not only was the Zimmermann telegram as sent from Washington to Mexico City in 
this unenciphered 13040 code, but a whole multitude of messages between Washington and 
Berlin were sent in the same way. 

“ Sco message quoted on p. 5. 

•i Kits, p. ii2. 

“ FItB, pp. 157-158. 

<* Sec message quoted on p. 5, 
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Admiral Sir Reginald Hall, in his affidavit boforo tho Mixed Claims Commission, said of 
this code (Claimant’s Exhibit 320, p. 77G): 

The German cipher book covering this? system of ciphering is in our possession, it having been 
captured by the British authorities in the baggage of a German consul named Wnsmuss who was 
stationed at Shiraz while Wasrnuss was engaged in an endeavor to cut a British oil pipe line. 

It seems unlikely that a German consul engaged in an expedition to cut a pipe lino should 
carry a diplomatic code book in his baggage. Moreover, tho British copy of 13040 is frag- 
mentary, and gives ovoiy ovidcnco of having been gradually reconstructed in a cryptographic 
bureau through tho decipherment of messages. A glance at tho copy givon by the British to 
tho United States after America’s entrance into the war will demonstrate this fact. This copy 
contains about half the vocabulary, but is not a transcript of part of the code book, since it 
comprises some words and phrases from all the pages. Some of the identifications, too, are 
marked doubtful. An actual copy of a code book would certainly not exhibit missing and 
doubtful sections. 

On the other hand Admiral Hall’s recollection was probably only partly at fault. The 
British may very well have found in Wasmuss’ baggage not a copy of a code book but a copy of 
one or more telegrams with the code text accompanied by the corresponding clear. From this 
start they would then proceed to build up the code book. As already indicated, the nature of 
the structure of Code 13040 is such that a comparatively small amount of decoded material 
together with a number of telegrams in code will enable skilled cryptographers to reconstruct 
the book. 

How did the British obtain the 13040 version of the Zimmermann Telegram? Page was 
told that it was “* * * bought in Mexico.” While the British, for obvious reasons, 

insisted upon the Mexican source of the message, we may have our own opinion as to whether 
or not they procured another copy from the files of the Western Union Telegraph Office in 
Washington. 

The following questions now may be raised with the hope of finding accurate answers: 
Why was the Zimmermann telegram originally sent from Berlin to Washington in Code 7500 
and not in Code 13040? What routes were really used for its transmission? If several routes 
were really used, when did the telegram first reach Bemstorff? Why did Bemstorff forward it 
in another code? When did the British first intercept the message, if it was sent by more than 
one route? W 7 ere they ablo to decode it at once, and if so, why did they wait more than a month 
before communicating its contents to Ambassador Page for forwarding to Washington? And 
which version did the British Government hand Page, the one in Code 7500 or the one in Code 
13040? The answers to these questions are vital points in this study. 

The Zimmermann telegram was prepared originally in Gorman code 7500 because that was 
the code employed for these special communications between the German Foreign Office and 
Bemstorff for direct communication via State Department channels at the time in question. 
The German hearings contain extremoly interesting testimony on this point, for the Zimmermann 
telegram episode was discussed with some detail at those hearings, and the printed record con- 
tains sufficiently interesting testimony on tho circumstances surrounding tho disclosure of tho 
text of tho telegram to warrant quotation, 45 

Delegate Dr. SchOckino. Was there — and this is a much more important matter — an investi- 
gation into tho fate of the Mexican dispatches? 

Witness Count V. Bernbtohff. Yes, an investigation did take placo in that instance. 

Delegato Dr. SchOckino. And what was the result of this Investigation, so far as your activities 
came into question? . . ' . - j ... 

« German Htarlnft, pp. 319-318; 478-481. ' r; <o .-/• ■ r • 
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; , t ... Witness Count V. Bernstorff. So far as I know, no result was accomplished by the investi- 
gation. But subsequently I came to have no doubt upon the point that all our dispatches were decoded 
by the British and placed at the disposal of the Americans. 

.!• Expert Dr. Bonn. By this, you mean to say that this dispatch was caught between Germany and 

the United States, and that the decoding was not the result of transmitting the message to Mexico from 
the United States by laud? 

j ■ Witness Count V. Beunbtorff. According to what I learned later, 1 assume that the British 

. m , •< decoded all the telegrams which came over the English cables. 

Expert Dr. Bonn. Wc shall have to go into this matter more carefully later on. 

' ’ The Chairman. Yes, but for the present we will close the matter here with this. 

' Delegate Dr. Spahn. Secretary of State Zimmermann will give us information later concerning 
the question of the box. 490 The statement which we have received from him on the point differs 
from yours, your Excellency. But he will tell us about it himself. 

So far as concerns the dispatch to Carranza, the complaint has been made that there was no 
change of code, and that the old cipher was used, which had been known for a long while; that it was in 
11 this way possible for the dispatch to be decoded. How about this? 

Witness Count V. Beiinstorff. Naturally, the code was changed much less during war time than 
• . was otherwise the case, but that was due to the fact that it was impossible to send us new ciphers. 49 

,, The last time I received new ciphers was by way of the U-boat Deutschland. * * * Twice, on 

' both the trips of the U-boat Deutschland I was sent new ciphers. 47 

* * * * * * * * * 

! .. Expert Dr. Hoetzsch. May I be permitted at this'point to ask a question concerning the ciphers 

>tl .. . and cipher keys? 

The Chairman. That would seem to be connected with the point at issue, and in any event we 
shall hardly have an opportunity later on to go into it. 

•• Expert Dr. Hoetzsch. I would like to ask Count Bernstorff to make us a brief statement covering 

. the use of the ciphers, the key to the ciphers, etc. It is well known that complaints have been made in 

, ; respect to the use of the cipher. The Count said something with regard to the matter during the 

lf : ■ first session. 

Witness Count V. Bernstorff. It is readily understood that, under the conditions which I have 
described, the ciphers were not changed as often as would have been the case under normal conditions. 
In all probability, if communications had not been interrupted, we would have received new ciphers 
every month or every other month, so that they could not have been compromised so easily. To the 
extent that my memory serves me, the only occasions upon which we received new ciphers were on the 
... two trips of the Deutschland. To the extent that it was possible to do so, we operated the available 
ciphers by means of keys; but I learned later, as I already stated in giving my first testimony, that the 
British deciphered all our telegrams. 

i ' Expert Dr. Hoetzsch. How do you explain the fact that the English were able to get such a 

knowledge of them? 

Witness Count V. Bernstorff. I am no cipher expert, but the cipher experts now state that 
there is absolutely no cipher which they cannot decipher. I do not know how right they arc in ttiis, 
but, in any event, the experts say that there is absolutely no cipher which they cannot decipher, provided 
they have before them a sufficient number of telegrams. And this result, particularly in the case of 

) the United States, was probably due to the fact that circumstances were such as to force us to make 

. , ; use of an extraordinarily large number of ciphered messages, and we often. -sent our reports and tele- 

grams in double or triple form, in the hope that in some way they should reach Germany. Conse- 
quently, the British must have had an enormous amount of material in the way of cipher dispatches 
of ours, and in this way it was possible for them to break down our various ciphers. 

Expert Dr. Hoetzsch. So that, according to your conviction, the question of treachery or care- 
lessness is not involved in the matter? 

Witness Count V. Bernstorff. I can state under oath that I do not believe that there was any 
treachery or negligence. 

The word "I tot” lifts irsferewje to the dispatch box which the Hrltlsli found nnd BoIf.ec! on l,he bout on which Her ns tor fT returner) to Oerinnny 
ih'A of rt) Mo Will'- ff-MlorfU; ft. 1.1 

** fiM U I,.-.',, i.t /* V hti fa ob'/Ot \ bf- f.vfa’ fimti tv •?•'» btOt'bfO hi M(f-n I'uyj tf‘U Uuvifitf fa i|f ■’(<({ I. I fats Ul.fi}; 

Uk/Ui AJerJiw lo WashingloJJ. Wiiy iJie Ucmaw <Joyern>oenl did not change jbe code from Wiudn nylon i»> Ai oko Oily rcniijins u robffa. The 
border wus not carefully guarded even after we entered the war. 

41 On Its first voyage, the Veuttchland docked at Norfolk on July 9, I91fl, on its second voyage, at New Loudon on November l, 1919. 
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A study of available messages, oxclianged between Bernstorff and tlio Foreign Office in 
Borlin during tlio period of strained relations indicates that Code 7500 was one of the two received 
by BornstorlT via tlio Deutschland, and this code was apparently reserved for messages of the 
highest importance. Code 13040 was nevertheless used concurrently with Code 7500 as well as 
with other codes. Code 13040 was very old; in fact it used the old German orthography and 
whereas it contained words like “vclocipcd” it failed to list such a word as “U-Boot,” except 
in a supplement, and was not sufficiently up-to-date for foreign communications. 

As to the routes really used for the transmission ol tlio Zimmermann telegram, all the evi- 
dence thus far cited indicates that two routes wero certainly employed, even if the wireless was 
not used. The first was the State Department route, and it is clear that the telegram was sent 
on January 16, 1917, via that channel. The second route, according to the statement contained 
in the cablegram from Bell to Harrison quoted above (p. 11), was via Swedish channels, and since 
Bell told Harrison that the British had succeeded only partially in decoding the message, it may 
be assumed that it too was in Code 7500. If the wireless was used, the same code was almost 
certainly used. The British in the fall of 1917 apparently saw no harm in telling Bell that the 
Germans had emplojmd Swedish channels for the Zimmermann message because the subject 
of the moment was the famous Luxburg “sink without trace” message which had been sent via 
those same channels. However, Bell was not told that the British had intercepted the Zimmer- 
mann telegram sent via State Department channels for reasons which will presently become 
clear. 

The British undoubtedly intercepted the State Department message which served, so to 
speak, as the envelope for the Zimmermann telegram, on January 16, 1917, or, at the latest, the 
next day. Were they able to decode the German code text contained within the State Depart- 
ment’s message? The answer to tins question is of great cryptographic interest. They were 
able to read it — but only partially. The evidence for this is fairly clear cut. Not only have we 
the Bell to Harrison cablegram referred to above, which specifically states that “from Berlin 
to Bernstorff it went in a code which the British had at that time only partly succeeded in 
deciphering,” but we may also note some corroborative evidenco for this statement in Hendrick’s 
version reading as follows: 48 

On the 16th of January 1917, the ever-watchful ears of the British wireless operators detected 
the characteristic spluttering which informed them that another German message was speeding through 
the air. When decoded, the British found that they possessed this Bomewhat disjointed but still 
extremely valuable document: 

"Zimmermann to Bernstorff for Eckhardt W. 158. 48 

“16th January, 1917. 

"Most secret for your Excellency’s personal information and to be handed on to the Imperial 
Minister in 7 Mexico with Tel. No. 1 * * * by a safe route. 

"We purpose to begin on the 1st February unrestricted submarine warfare. In doing so, 
however, we shall endeavor to keep America neutral. * * * ? If we should not (succeed in 

doing so) wc propose to (? Mexico) an alliance upon the following basis: 

"(joint) conduct of the war 
"(joint) conclusion of peace. 

“Your Excellency should for the present inform the President secretly (that wo oxpcct) war 
with tlio U. S. A. (possibly) (* * * Japan) and at the same time to negotiate between us and 

Japan * * * (Indecipherable sentence meaning plcaso tell the President) that * * * 

our submarines * * * will compel England to peace in a fow months. Acknowledge receipt. 

ZIMMERMANN.” 

48 Hendrick, vol. Ill, p. 330. 

48 In Admiral Hall's affidavit it is explained that in the British flies a letter followed by a number indicated the point of origin end serial number 
of the message. “B 120 ," for example, means Berlin’s message No. 120 to a given destination. While the number “168” is correct as the serial num- 
ber of the Zimmermann telegram the "W" [I. e., Washington] preceding it is an error, and should read “B” |i. e., Berlin.) { , . . 
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This somewhat confused message gives an idea of the difficulty of picking up wireless symbols 
. sent across the Atlantic — at that time — in midwinter. But there is a conspicuous discrepancy between 
this telegram and the more complete and finished one sent to Bernstorff by way of tli€ Washington 
cable office and by him relayed to the city of Mexico. The plan for dismembering the United States 
and making President Carranza a free gift of Texas, New Mexico, and Arizona does not appear in it. 
Whether this omission was the result of defective wireless work or has another explanation is not yet 
i clear. 

We have reason to doubt that the Zimmermann telegram was sent by radio. When one 
examines the text of the message as given by Hendrick and compares it with the German text 
of the original Zimmermann telegram as published in the German hearings one sees immediately 
that tliis partially decoded text quoted by Hendrick is that of the original Zimmermann telegram 
as prepared in Code 7500 and transmitted via State Department channels. The “give away" 
is contained in the opening sentence to the message: “Most secret; for Your Excellency’s per- 
sonal information and to bo banded on to the Imperial Minister * * Tin's forms the 

preamble to the actual Zixnmonnann telegram as it left the German Foreign Office. It is natu- 
rally not contained in the version which Bernstorff sent to von Eckhardt in German Code 13040 
and which the British obtained in Mexico. The lacunae in the first solution obtained by the 
British are there because the British had only partially succeeded in reconstructing Code 7500. 
Hendrick, specifically calling attention to the omission of the plan for dismembering the United 
States and making President Carranza a gift of Texas, New Mexico, and Arizona, raises the 
question as to whether this omission was the result of defective wireless work or has another 
explanation. Does ho wish us to infer that Bernstorff added this interesting feature to the 
message? How absurd! 

The real explanation is cryptographic in nature. Such names as Texas, New Mexico, and 
Arizona would not be included in making up a small code like 7500. In fact, the name of only 
one of these States— Texas — is included in the much larger code 13040. These names, if they 
occurred in a message, would have to be built up syllable by syllable by the use of several code 
groups; and unless these code groups were used frequently in other messages a cryptanalyst 
who was solving the messages by analysis would have no way of establishing the meaning of 
these groups in the Zimmermann telegram. Code 13040, as has been pointed out, retained 
decided traces of its original alphabetical arrangement, and had, moreover, been in use for a 
long time. Code 7500, on the other hand, had no trace of alphabetical arrangement, and had 
been used between Berlin and Washington for a short time only. It had been brought to America 
(cf. note 47) by the submarine Deutschland on either July 9 or November 1, 1916, and the earliest 
7500 message which the present authors have been able to find is dated November 16. In these 
circumstances the British reconstruction of 7500 had not reached the point where it was equal to 
the complete decipherment of the Zimmermann telegram. When, however, the 13040 version 
was obtained, the entire message was read without difficulty. 

When all is said and done, the decipherment of the 7500 version of the Zimmermann tele- 
gram, even to the degree given in the Hendrick version, approaches the unbelievable. This 
statement is not to be understood as in any way questioning the skill of the British cryptog- 
raphers. With the greatest skill in the world, however, cryptography is a science assisted by 
art, and is not in any sense clairvoyance. There are only about a dozen 7500 messages in the 
American files. If we assume that the British had twice that number to work with their feat 
remains astonishing; for it must always be kept in view that 7500 is a code in which one identi- 
fication gives no alphabetical clue whatever to another, and that tliis complete absence of 
alphabetization likewise makes it impossible in many cases, even where the general meaning of 
a code group is apparent, to choose among a number of synonyms any one of which will fit 
equally well. A lacuna of five or six code groups, not to mention longer ones, renders decipher- 
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ment not merely extremely rlilTiciiU, but literally impossible, for the simple reason that there are 
an infinite number of ways in which such a lacuna may ho filled. 

It may bo that Code 7500 was in uso by the Germans for other traffic than the German- 
American, and that the British, as a conscqucnco, had access to a very large number of messages. 
The employment of a code in different parts of the world is not unknown in German practice; 
we know that Codes 13040 and 1S470 were so used. In this way tho British may have mado 
considerable progress in tho solution of tho code beforo the Zimmermann telegram was sent. 490 

Nevertheless, tho information which tho British obtained from this partially solved messago 
was apparently clear enough and of sufficient importance to warrant their disclosing it to tho 
American Government at once — if tlvoy wished to. Still, they did not do so. Why? Why did 
they wait from the middle of January until February 24? One astute student 50 raises the 
pertinent question as to the motives of the British in handing Ambassador Page a month-old 
telegram: 

There is no doubt that President Wilson was profoundly shocked by this revelation of tho fact that 
one could not go to war with Germany without having the Germans fight back. It did not even occur 
to him to question the authenticity of the document or the motive for the production of a month-old 
telegram at just that moment . 51 At once the President cabled back his thanks for “information of 
such inestimable value” and his “very great appreciation of so marked an act of friendliness on the 
part of the British Government.” No suspicions crossed his mind. The cable arrived on Saturday 
evening. It was some time on Sunday that President Wilson abruptly concluded that an appeal to 
Congress for authority at least to arm American merchant ships was unavoidable. On Monday he 
went again before the joint Houses of Congress. “Since,” he told them, “it has unhappily proved 
impossible to safeguard our neutral rights by diplomatic means * * * there may be no recourse 
but to armed neutrality." 

Millis is, of course, quite correct in stating that “It did not even occur to him to question 
tho authenticity of tho document * * Tho evidence on this point, based on a study 

not only of Lansing’s Memoirs 82 but also of the communications which were exchanged between 
Lansing and Page before the text of the Zimmermann telegram was made public, on March 1, 
1917, is most conclusive. 

Let us briefly review the chronology of the ease: 

January 16, 1917: The telegram is transmitted in Code 7500 (via State Department chan- 
nels) from the German Foreign Office in Berlin to Bernstorff in Washington and is to be for- 
warded by Bernstorff to the German Minister in Mexico City. On January 17 it is received 
by the State Department, and on the 18th it is delivered to Bernstorff. ( Lansing , p. 227.) 

January 19: Bernstorff forw T ards the message to Mexico in Code 13040.“ 

Failing some such explanation the whole situation calls to mind a war-time Incident that occurred In the American Military Intelligence 
Code and Cipher Section (M. I. 8). Those entrusted with tho decipherment of cryptographic documents of one country in that section usually 
kept their own counsel and did not communicate overmuch with thoso who were busy with tho messages of another country. One day it was 
learned that a certain group was ronding messages in a code that had been a sealed book a day or so before. Later it was definitely ascertained 
that a copy of tho code in a somewhat different enciphermcot had been procured from outside. At the timo of the feat this was surmised by some 
of thoso not in the secret, and one cryptographer in discussing tho situation said emphatically, “They’re not doing any miracles around here/’ 

80 Millis, Walter, Road to War: America 1914-191 7, New York, 1935, pp. 403H04. 

« Millis' footnote: Mr. Balfour, it is true, had been careful to tell Page that the telegram bad only just been received. Actually, if one may 
bdlieve Mr. Pago’s biographer, the British intelligence sorvico had intercepted and deciphered the document oven before it hod reached Mexico 
City, and had been holding it since then for tho time when It would have tho maximum offect. 

« Op. Cit., p. 227: “About ten o’clock (morning of Fobruary 27, 1917] Polk canio into' my office and we talked over the substance of the tele- 
gram. He told mo that on its arrival {8:30 p. m., Saturday, February 24; apparently it was not decoded and banded to Polk until Monday, Feb- 
ruary 26] be bad at onco taken it to the President, who had shown much indignation and was disposed to make the text public without delay. Polk 
advised him to await my return, which ho had agroed to do.” * • • (p. 228). “I told tho President that I thought It would be unwise for the 
Department to give out tho telegram officially at this time as it would be charged that it was done to influence opinion on the bill for arming mer- 
chant vessels, but I thought it might indirectly be mado public after we had confirmed the sending of the message by Bernstorff. To this the 
President agreed.” 

83 This date is certain from tho copy of the telegram. Bernstorff says (p. 380) that “the Zimmermann telegram passed through the Embassy 
at Washington on the same day on which I received tho notification that the unrestricted U-boat war was to be declared”; and in another place 
(p. 358) be says: “On the 19th of January I received the official notice that the unrestricted U-boat campaign would begin on February 1st • • V f 
Of course, BemstorfTs phrase “passed through” is ambiguous, and does not categorically say the message was forwarded on tho very day it was 
received —it may only have been started on its way, for it required reencoding, and that would take some time. 
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February 24: Ambassador Page cables the President and the Secretary of State the English 
text of the message as received by him in London from Balfour. The message is received at 
8:30 p. ni. on that date. 

February 27: In Lansing’s absence, Polk brings the message to the attention of the Presi- 
dent, who wishes to publish it at once, but is porsuadod by Polk to await Lansing’s return. 

February 28: (1) Polk obtains a copy of the original inossago filed by Bcrnstorlf at Wash- 
ington to the Gorman Minister in Mexico City. The code toxt was not cabled to London for 
verification but the texts of throo other code messages sent by BernstorfF to German Legations 
in South America (apparently obtained from the Washington telegraph office at the same time 
the copy of the Zimmormann telegram was obtained) were sent for decipherment. The message 
forwarding these texts has already been quoted (p. 16). 

(2) Lansing communicates a paraphrased version of the text of the Zimmermann telegram 
to the Associated Press at 6 p. m., for release after 10 p. m. 

March 1: (1) The English text is published in the morning papers in the United States 
and the message is discussed in Congress, where doubts are expressed as to its authenticity . s3a 

(2) Lansing cables Page, in telegram No. 4494, at 8 p. m., as follows: 64 



Washington, March 1, 1917 — 8 p. m. 

4494. Some members of Congress are attempting to discredit Zimmermann message charging 
that message was furnished to this Government by one qf the belligerents. This Government has 
not the slightest doubt as to its authenticity, but it would be of the greatest service if the British 
Government would permit you or someone in the Embassy to personally decode the original message 
which we secured from the telegraph office in Washington and then cable to Department German 
text. Assure Mr. Balfour that the Department hesitated to make this request but feels that this 
course will materially strengthen its position and make it possible for the Department to state that it 
had secured the Zimmermann note from our own people. Matter most urgent and I hope you can 
give it your immediate attention. The text of code message secured from telegraph office here is as 
follows: 

[Here follows code message.] 

LANSING. 



(3) Page replied (11 p. m.) to Lansing’s cable of February 28, referred to above, stating 65 

tbat, 

“The question of our having a copy of the code has been taken up, but * * * I am told actual 

code would be of no use to us as it is never used straight, but with a great number of variations which 
are known to only one or two experts here,” 

March 2: (1) The telegram is published in the London papers (Hendrick, p. 324), which 
criticize the British Intelligence Service under the misapprehension that the decipherment has 
boon made in America. 

iJ ° Tho dobato on tills question takes up 13 full pages of tho Congressional Record (pp. 4(03-1609), and iiiukes most Interesting reading. 

There wore, of course, many questions as to how tho loiter, telegram, messngo, note (It was callod by various names) canto Into possession of 
the Uni tod States, and questions as to who turned it over to our authorities, and what were the mottree. Hero are some excerpts from Senator Stuno's 
remarks (p. 4503): ' 

"• • • Tills aliened loiter was made public for somo purpose. * • • I oannot and will not undertake to say what that purpose was fur- 
ther than to express the opinion thut It was given publicity to affect olthor public opinion or legislative opinion, or both, In tho United States. 
• • • Mr. President, I want to know the facts ubout this letter before being swept oil my feet, or seeing others swept otf their feet, by tho clamor 
of Jingoes. * • * lam asking only to bo informed, to bo advised whether the Information In tho possession of our Stuto Department was derived 
from one of the belligerent Governments. Tor example, did this information come from London? Was it given to us by that Government?" 

»• Fits, p. 165. 

“ For completo toxt, see Pago’s cable of March 1, 1017 (p. 10 of this paper). 
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(2) Page, replying to Lansing’s telegram No. 4494, states: M “Your 4494 followed with 
absolutely satisfactory results,” and follows this with a long message: 

London, March 2, 1017 — !, p. m. 

[Received 10:45 p. m.] 

5789. My 5784 of today. Bell took the cipher text of the German message contained in your 
4494 of yesterday to the Admiralty and there, himself, deciphered it from the German code which 
is in the Admiralty's possession. The first group, 130, indicates Bcrnstorfl’s number of telegram. 
The second group, 13042, indicates the code to be used in deciphering the cipher telegram. From 
the third group onwards, message reads as follows: 

Auswaertigcs Amt tclegraphicrt Januar 10: No. 1. Ganz geheim sclbst zu entziffern. Wir 
bcabsiclitigcn am ersten Fcbruar uneingeschraenkt U-Boot Kricg zu beginnen. Es wird vcrsucht 
werden Vercinigte Staaten von Amerika trotzdem neutral zu erhalton. Fucr den Fall dass dies nicht 
gelingen sollte, schlagen wir Mexico auf folgend Grundlage Buendnis vor. Gemeinsam Krieg fuehren, 
Fricdcnschluss. Reichlich finanziell Unterstuetzung und Einverstaendnis unsererseits dass Mexico, 
in Texas, Neu Mexico, Arizona fruehcr verloren Gebiet zurueck erobern. Regclung im einzelnen 
Euer Hochwoldgeborcnc uebcrlassen. Sie wollcn vorstchendes dem Praesident strong geheim eroeff- 
nen, sobald Kricgsausbruch mit Vereinigten Staaten feststeht und Anregung hinzufuegen Japan von 
sich aus zu sofortig Beitrachtung [Bcilraiung?] einzuladen und gleichzeitig zwischen uns und Japan 
zu vcrmittcln. Bitte den Praesident darauf hinweisen, dass ruecksichtlose Anwendung unserer U- 
Bootc jetzt Aussicht bictct, England in wenigen Monaten zum Friedon zu zwingen. Empfang be- 
st antigen. Zimmermann. 

Piinctuations arc given as in German text. I am sending dccodo into German, group by group, 
by tomorrow’s pouch. 

PAGE. 

March 3: Zimmermarsn acknowledges the authenticity of the telegram. 67 

This chronology proves the accuracy of Millis' comment on the President’s trustful nature, 
for thus far the chronology shows that the President caused the text of the Zimmermann telegram 
to be given to the press before steps were taken to authenticate it. In passing, we may note, 
however, that the Secretary of State was a bit troubled by the question of authenticity: 

The next morning [Friday, March 2] Polk brought me a brief telegram from Page saying our 
copy of the (Zimmermann] cipher message obtained from the telegraph company had been received, 
that instructions had been followed with success, and that text of deciphered messago would follow. 
While I had never doubted the authenticity of the translation sent, this corroboration by our own 
people was a relief. 88 

Returning again to Millis, and especially liis footnote raising the question as to British 
motives in producing a month-old telegram, we find comment on this important matter of delay 
in a work of authentic nature, as may be seen in the following quotation taken from Blanche 
Dugdale’s biography 69 of her uncle, Arthur Balfour: 

Ever since the middle of January, however, a piece of information had been in the possession of 
the British Government, which would move, if anything could, the vast populations behind the At- 
lantic seaboard States, who still read of the European War with as much detachment as if it had been 
raging in the moon. This was the famous telegram from Zimmermann, the German Foreign Minister, 
to the German Minister in Mexico, instructing him, if and when the United States should enter the 
war on the Allied side, to propose to Mexico an alliance which would restore to her, when peace came, 
her “lost territories in Texas, Arizona, and New Mexico.” ' 

The method by which this information had reached the British Intelligence Service made it 
impossible for some time to communicate it to the United States Government. Therefore for over a 

•• FRS, p. 158. Tlic Zimmermann telegram as It appears in Fits contains some errors which wo have not corrected. For example, the word 
Beilrachluny is followed by BeUratung in brackets with a query. Of course, neither is an authentic word. For tho correct rondoring see "Version 
II” on page 25. Incidentally, Bell’s consultation of the code book certainly showed him that the statement that tho code “is never used straight” 
(cf. p. 16) was not true. Either be did not lnlorm Page of this fact, or Page failed to mention It. 

« New York Times Current History, vol. XI, pp. 66, 236. 

" housing's Memoir), p. 229. 

» Dugdale, Blanche, E. C., Arthur Jama Balfour, 1906-1930, New York, 1937, pp. 137-138. 
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month Bal/our read in his despatches from Washington of the slow wakening of the American will to 
war, but could do nothing to hasten the process. Till — at last — information about the Mexican 
plot reached London through channels which enabled the Intelligence Service to cover up the traces 
of how it had first been got. 

Joy was unbounded in Whitehall, and the Foreign Secretary himself was unusually excited. “As 
dramatic a moment as I remember in all my life," he once said, referring to the scene in his room at 
tho Foreign Oftico on February 24, 1917, when ho handed to tho American Ambassador the sheet of 
paper containing the decoded ■ message. By tho ceremony of this act the British Government gave 
its pledge that tho communication was authentic. Nevertheless the American Nation not unnaturally 
took a little while to satisfy itself that tho telegram was not part of some gigantic hoax. It might 
have taken longer, had not the German Foreign Office, within a few days of the publication, admitted 
the message to be genuine. 

Note the very significant remark: “The method by which this information had reached 
the British Intelligence Service made it impossible for some time to communicate it to the 
United States Government. * * * Till — at last — information about the Mexican plot 

reached London through channels which enabled the Intelligence Service to cover up the traces 
of how it had first been got.” 

We cannot suppose that the British Government was merely desirous of hiding from the 
United States Government the fact that its Intelligence Service was able to decode German 
code messages, and that this was the reason for the delay. Their action in providing a decode 
of the Zimmermann telegram as sent by Bemstorff to von Eckhardt negatives that hypothesis. 
The reason for the delay must have involved a much more important secret than that, or at 
least there must have been other, more weighty considerations. 

Moreover, whenever it is found that there is much beating around the bush in making 
an explanation, there is room for wondering whether there is not something in a situation not 
apparent on the surface. For instance, let us note how Admiral Hall attempts to evade the 
answer. In November 1925 the World’s Work published Hendrick’s article on the Zimmer- 
mann telegram. In the April 1926 issue of tins magazine 80 appears an interesting editorial 
comment on the story, from winch the following is extracted: 

It was only natural that Mr. Hendrick’s chapter on the real story of the seizure of the famous 
Zimmermann telegram, which appeared in the November issue, should have created a sensation in 
all countries which had a part in the war. 

* * * ■> * * ♦ 4c 

The London correspondents of the metropolitan American dailies reported that he [i. e., Admiral 
Hall] would say nothing, but a week after the World’s Work printed the chapter of revelations tho 
Daily Mail of London did manage to squeeze an interview out of him. 

4c 4C * 4C 4c 4C * 

The British Admiralty, he explained, knew all the movements of the famous German submarines 
Deutschland and Bremen, and the British Government allowed German messages to be sent over 
British cables. What the Germans did not know was that the British possessed the German secret 
code and deciphered every message as it was sent across. 

“This one thing shows the difference between the British and Gorman mentality,” he remarked. 
“I am sure, if the position had been reversed, tho British would never have been so stupid as not to 
have suspected that the messages were being deciphered. If I had disclosed the actual wording of 
the Zimmermann telegram the Germans would have suspected something at once. I had to wait until 
we got a copy of the telegram actually sent, which was differently worded from the one from Berlin. 

“It was Bernstorff’s telegram that I exposed. The Germans actually thought that there had 
been a leakage between Bemstorff and Mexico, which was what I wanted. Right until the end of 
the war I do not think that the Germans suspected that we knew as much as we did of their intelligence 
service.’’ 




• Pp. 678-579. 
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Here we have, presumably, Admiral Hall’s explanation for the delay in communicating 
the contents of the Zimmormann telegram to the United States Government. He says: “If I 
had disclosed the actual wording of the Zimmermann telegram the Germans would have sus- 
pected something at once. I had to wait until we got a copy of the telegram actually sent, 
which was differently worded from the one from Berlin.’’ To put it charitably, this is hardly 
an adequate statement, as can be seen by comparing tho text of the telegram as sent from 
Berlin to Wasliington (as cited in the official German documents) with that sent from Wash- 
ington to Mexico City (the latter being the ,one that the British furnished Page) 60 “: 

VERSION I 

Tclcgramm Nr. 158 
Ganz geheim 

Zu Euerer Exzcllcnz ausscldieszlich persoen- 
lichen Information und Weitergabe an Kaiser- 
lichen Gesandten Mexiko auf sicherem Wege: 

“Telegram Nr. 1 Ganz geheim Selbst entziffern. 

Wir beabsichtigen, am 1. Februar uneinge- 
schraenkten U-Boot-Krieg zu beginnen. Es 
wird versuclit werden, Amerika trotzdem neu- 
tral zu erhalten. 

Fuer den Fall, dass dies niclit gelingen sollte, 
schlagen wir Mexiko auf folgender Grundlage 
Buendnis vor: Gemeinsnme Kriegfuelirung. Ge- 
meinsamer Friedensschluss. Reichliche finanzi- 
elle Unterstuetzung und Einverstaendnis un- 
sererseits, dass Mexiko in Texas, Neu-Mexiko, 

Arizona frueher verlorenes Gebiet zurueckero- 
bert. Regelung im einzelnen Euer Hochwohl- 
geboren ueberlassen. 

Euer Hochwohlgeboren wollen vorstehendes 
Praesidenten streng geheim eroeffnen, sobald 
Kriegsausbruch mit Vereinigten Staaten fest- 
steht, und Anregung hinzufuegen, Japan von 
sich aus zu sofortigem Beitritt einzuladen und 
gleichzeitig zwischen uns und Japan zu ver- 
mitteln. 

Bitte Praesidenten darauf hinzuweisen, dass 
ruecksichtslose Anwendung unserer U-Boote 
jetzt Aussicht bietet, England in wenigen Mona- 
ten zum Frieden zu zwingen. 

Empfang bestaetigen. 

zimmermann” 

eoa Most of the slight variations between the London version (markod “Version II” and taken from IIendrick t vol. Ill, pp. 345-6) and 
that given out by tho German Government (markod “Vorsion I," taken from pp. 355-6 of vol. II of tho German original of German Hear ingt) are 
due to the fact that in tho former grammatical terminations such as connected text requires arc not insortod. A few others aro due to carelessness 
or lack of knowledge of tho Gorman languago, e. g., tho final o on nochwohlgeborone. The word gemeinsam or gemefnsamer la omitted before 
Frlodensschluss. No one can possibly doubt that the Berlin and tho London vorslons represent an Identical text. 



VERSION II 

Auswaertiges Amt telegrapliiert Januar 16: 
No. 1. Ganz geheim selbst zu entziffern. Wir 
beabsichtigen am ersten Februar uneinge- 
schraenkt U-Boot Krieg zu beginnen. Es wird 
versucht werden Vereinigte Staaten von Ame- 
rika trotzdem neutral zu erhalten. Fuer den 
Fall dass dies nicht gelingen sollte schlagen wir 
Mexico auf folgend Grundlage Buendnis vor; 
Gemeinsam Krieg fuehren. Friedenschluss. 
Reichlich finanzielle Unterstuetzung und Ein- 
verstaendnis unsererseits dass Mexico in Texas, 
New Mexico, Arizona frueher verlorenes Gebiet 
zurueck erobert. Regelung im einzelnen Euer 
Hochwohlgeboren ueberlassen. Sie wollen vor- 
stehendes dem Praesidenten streng geheim er- 
oeffnen, sobald Kriegausbruch mit Vereinigten 
Staaten feststeht und Anregung hinzufuegen 
Japan von sich aus zu sofortiger Betrachtung 
einzuladen und gleichzeitig zwischen uns und 
Japan zu vermitteln. Bitte den Praesidenten 
darauf hinweisen, dass ruecksichtenlose An- 
wendung unserer U-Boote jetzt Aussicht bietet, 
England in wenigen Monaten zum Frieden zu 
zwingen. Empfang bestaetigen. Schluss der 
Depescbe. Zimmermann. 
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No, that is not the reason for the delay. Probably the reader has already guessed the reason 
or, rather, the reasons, for undoubtedly there were several. To our mind they may be listed 
as follows: 

1. To disclose the Berlin-Washington version of the Zimmermann telegram, which it will be 
recalled was sent via State Department channels, would have necessitated revealing the fact 
that the British Intelligence Service was intercepting and solving not only German code messages 
but also intercepting and perhaps solving diplomatic messages of the American Government — a 
power whose aid they were desperately seeking at the time. 

2. Even had the foregoing not served as a powerful argument against a prompt disclosure of 
the message, the fact that the solution presented several lacunae and doubtful spots would have 
detracted a great deal from the diplomatic and military value of the document. Undoubtedly, 
frantic efforts were made by the British cryptographers to fill in the lacunae — but the solution 
of a code of the two-part type, such as Code 7500, is always a slow, difficult process unless there 
is a large volume of text on which to corroborate hypotheses. This requisite volume was lacking. 
Proof that the British had not succeeded in reading entire messages in Code 7500 is neatly shown 
by the phrase “at that time” (referring to January 16, 1917, the date of the Zimmermann tele- 
gram) in the Bell to Harrison cablegram of September 17, 1917, quoted above on page 11. 

Of course, the British might have furnished the translation of the version which, accord- 
ing to Bell’s cablegram of September 17, 1917, was sent via Swedish channels. But we have, 
in the same cablegram, Bell’s statement that “it went in a code which the British had at that 
time only partly succeeded in deciphering and of which Eckhardt had no copy.” In all prob- 
ability the code used for the message transmitted via Swedish channels was Code 7500. Pos- 
sibly it was some other code. Tho sending of a message in more than one code is a capital 
crime in cryptography. True, it was a crime that we know the Germans to have committed, but 
in the present case every reason for supposing such a transgression, whether by accident or 
design, is lacking. Even if, by some remote chance, the telegram was sent from Berlin in some 
other code, that code was certainly not 13040, and hence this point is immaterial. The fact 
remains that the British could not offer a partly solved message of such vital importance 
regardless of which version was available. 

3. In a note dated April 18, 1916, following the sinking of the American vessel Sussex, the 
American Government had presented an ultimatum to the German Government couched in 
the following unmistakable language: 01 

If it is still the purpose of the Imperial Government to prosecute an indiscriminate warfare against 
vessels of commerce by the use of submarines without regard to what the Government of the United 
States must consider the sacred and indisputable rules of international law and the universally recognized 
dictates of humanity, the Government of the United States is at last forced to the conclusion that there 
is but one course to pursue. Unless the Imperial Government should now immediately declare and 
effect an abandonment of its present methods of submarine warfare against passenger and freight- 
carrying vessels, the Government of the United States can have no choice but to sever diplomatic rela- 
tions with the German Empire altogether. This action the Government of tho United States con- 
templates with the greatest reluctance, but feels constrained to take in behalf of humanity and tho 
rights of neutral nations. 

On January 9, 1917, Kaiser Wilhelm held a council at Pless, at which the irrevocable deci- 
sion was taken to stake everything on another trial of unrestricted submarine warfare, to com- 
mence on February 1. On January 16, Bernstorfi’ was notified of this decision (in telegram No. 



« FRS, p. 100. 
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157) but was directed not to inform tho American Government until the evening of January 
31. BernstorfPs words are interesting:* 12 

On January nipt, at fi o’clock in tho afternoon, I handed Mr. Laiming the official communication 
nhotil the ll-bnat war. Thin wan my Ian f political interview in America. We both knew that the end 
had come, but we did not ailmit the fact to each other. The Secretary of State contented himself with 
replying that he would submit my communication to the President. I cherished no illusions regarding 
the expected outcome of this interview, for the ultimatum of April 18, 1916, no longer allowed of any 
chance of preventing the rupture of diplomatic relations. 

If on January 31 this news enmo as a profound shock to President Wilson, who was then 
engaged in his second and most promising attempt toward mediation, it could hardly have 
taken the British unawares, for they must have had definite knowledge of the Pless decision from 
at least two sources. One was undoubtedly their partial solution of telegram 157, in which 
Bernstorff was instructed to inform the American Government of the reopening of unrestricted 
submarine warfare; the other was their solution of the Zimmermann telegram of January 19, 
which we havo seen was telegram 15S, and was tacked on to telegram 157. (See p. 15.) 
Consequently, the British must have felt quite sure as early as the. third week of January 1917, that 
the United States would soon join the Allies, if our ultimatum of April 18, 1916, meant anything at 
all .° 3 All they now had to do was to hold on for a few days or weeks longer and the United States 
would be on their sido. Sure enough, on February 3, diplomatic relations between the United 
States and Germany were sovered. 01 But as the weclcs went by there was no declaration of war, 
for tho President, in an address to Congress on February 3, stated: 06 

Notwithstanding this unexpected action of tho German Government, this sudden and deeply 
deplorable renunciation of its assurances given this Government at one of the most critical moments 
of tension in tho relations of the two Governments, I refuse to believe that it is the intention of the 
- German authorities to do in fact what they have warned us they will feel at liberty to do. I cannot 

bring myself to believe that they will indeed pay no regard to the ancient friendship between their people 
and our own or to the solemn obligations which have been exchanged between them and destroy 
American ships and take the lives of American citizens in the willful prosecution of the ruthless naval 
programme they have announced their intention to adopt. Only actual overt acts on their part can 
make me believe it even now. 

How much this waiting for some “actual overt acts” must have irked the British may be 
imagined if they irritated Page sufficiently to make him write: 60 

The danger is that with all the authority he wants (short of a formal declaration of war) the 
President will again wait, wait, wait — till an American liner bo torpedoed! Or till an attack is made 
on our coast by a German submarinel 

Something had to he done to stir up the President and the people of the hinterland beyond 
the Mississippi. 

In the country at large the situation, as Spring Itice reported that day, was “much that of a soda- 
water bottle with the wires cut but the cork unexploded.” The failure of shipping to sail had produced 
“a stoppage of trade, a congestion in the ports, widespread discomfort and even misery on the coast 
and inland, even bread riots and a coal famine.” All this, nevertheless, was not “spectacular enough;” 
the West was still against war and the President was still fighting for peace. 1 But on Saturday, the 
24th, the British themselves were able to supply something “spectacular.” Mr. Balfour deftly gave 
the uncxplodcd cork a push. 47 

M P. 379. 

«J Even Bcrnstorft, immediately on receipt of telegraph 157, replied (German Hearings, p. 1021): "War unavoidable If we proceed os contem- 
plated." A few days later, in his desperate attempts to stove off a rupture in diplomatic relations, he cabled the Foreign Office again (German 
Hearings, p. 1047): “If the U-boat war Is commenced forthwith the President will look upon this as a slap in the face, and war with the United 
Statos will ho unavoidable.” Bernstorff’s telegrams to the Foreign Office are most interesting. No one who reads them can remain unconvinced 
of his absolutely sincere desire for peace between the Unitod States and Germany. 

•' FRS, p. 100. i .. , . ', , ,- I < : 

« FRS, p. 111. 

w Hendrick, pp. 324-325, quoting from Page's diary. ■ 

« MlUh, op. cit ., p. 403. 
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The “push” was, of course, the communication to Page of the contents of the Zimmermann 
telegram. By this time the British Intelligence Service had the full text, which had been “bought 
in Mexico,” and they must have felt that the time had come to make the most of their oppor- 
tunity. They were not wrong. 

But Mr. Polk at the State Department knew of the waiting bombshell so kindly supplied by Mr. 
Balfour. The Zimmermann telegram, lie believed, would produce a blast of popular emotion that 
would sweep the armed ship bill through against everything. So did Colonel House, who had now seen 
the text, and who was urging the President to “publish it tomorrow.” So, no doubt, did the President — 
to whom it must have been plain enough that the first effect of Senator La Toilette's pacifism would be 
to deliver Mr. Wilson himself into the hands of the intransigeants. On Thursday, March 1, the head- 
lines were shouting from the morning papers: 

. GERMANY SEEKS AN ALLIANCE AGAINST US; 

ASKS JAPAN AND MEXICO TO JOIN HER; 

FULL TEXT OF PROPOSALS MADE PUBLIC 

It was a stupendous sensation. The headlines, it is to be observed, were not always precisely 
accurate. Germany had not actually sought an alliance as yet; the text of the telegram expressly 
instructed the Minister in Mexico to initiate the move only in the event that the United States should 
declare war, which the German Government would itself endeavour to prevent. It was not a proposal 
for an aggression against the United States, but merely a conventional, though rather blundering, 
diplomatic preparation against a probable American attack upon Germany. This, however, was far 
too fine a point for the hot passions of the moment; and the telegram was everywhere seized upon as 
final proof of the complete and fathomless treachery of the German. 

What made it particularly shocking, of course, was the suggestion that the Japanese (with whom 
wc were about to become allied) should be invited into the American Continent, or that the principle 
upon which many Americans had demanded the restoration of Alsace-Lorraine (because they had been 
acquired by force) should be applied to California and Texas, which we had forcibly detached from 
Mexico. Informed Americans understood perfectly well that the Allies had bribed Japan, Italy, and 
Rumania into the war with the promise of slices from the enemy carcass; but they were sincerely and 
profoundly horrified by the thought that Germany could be so base as to bribe Mexico ami Japan with 
the promise of slices from the flanks of the United States. The Zimmermann telegram became a major 
German disaster. Not its least useful aspect, moreover, was the fact that it gave the Northeastern 
fire-eaters their first direct lever upon the pacific sentiment of the Southwest. If a German triumph 
threatened the annexation of California and Texas to Mexico — ! The German Foreign Secretary’s 
innocent cablegram had exploded with its maximum cilect at precisely the point where it would do the 
Allies the greatest good. 670 

It is interesting to note, incidentally, that Millis mistakenly speaks of the projected restora- 
tion to Mexico of “California and Texas.” The Zimmermann telegram makes no mention of 
California, but says that Mexico was to “reconquer the lost territory in Texas, New Mexico 
and Arizona.” Is it possible that the Germans were reserving California as bait for Japan? 

If what Millis says is valid, if the facts which wc have presented in the foregoing pages 
really constituted the motives which caused the British to withhold from the United States 
Government so weighty a secret as was contained in the Zimmermann telegram, we can take a 
charitable view and say that the circumstances justified their course of action. Certainly wo 
must give them credit for knowing when to play their cryptographic trump cards. Which brings 
us to the additional compliment that they not only knew when to play a trump card, but also 
how. Note the dextrous manner in which they got the maximum benefit from the play without 
disclosing to their adversary whore or how they had obtained the trump! Not only that, but in 
order to make sure that the source of their information should not be disclosed, tlioy even took 
pains to insure that so far as the world outside was concerned, the credit for excellent intelligence 
work should go to another country — the United States! And to do that, they were not content 
to let natural inference take its course, but contrived with the help of British newspapers to 



«'• Millis, W. C. 
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throw blame on their own intelligence service for letting those mere novices in intelligence work — 
the Americans — bent them at a game in which they themselves (i. o., the British) were generally 
supposed to he preeminent! For in the interview already referred to (p. 24) Admiral Hall said: 

Of course; our whole object was to prevent the Germans from giving ub very much credit for intel- 
ligence. When President Wilson published the famous Zimmermann telegram containing the German 
overtures to Mexico, I was very anxious that there should be no suspicion in the German mind that wc 
had anything to do with it. 

It was then that the Daily Mail, at my request, published a stinging leader passing severe reflections 
on the British Intelligence Service. 

In a letter dated Deccmbor 1, 1927, addressed to the secretary of the Edinburgh Philosophical 
Institution, giving his regrets for not being able to bo present at the meeting on December 13, 
already referred to, Lord Balfour, Wartime Foreign Minister of the British Government said: 03 

* * * To "Room 40,” where lie |i. c. Ewing] was the leading spirit, the country owes an immense 

debt of gratitude — a debt which, at tire time at least, could never be paid. Secrecy was of the very 
essence of the work, and never was secrecy more successfully observed. 

Only one link remains still to be found before the story of the Zimmcrmann telegram can be 
regarded as complete: tho original version as filod in Berlin. As already indicated, diligent 
search has failed to locate it, and we fear that it is now too late. The State Department files in 
Washington, in Berlin, and in Copenhagen have been scoured, without success. There remains 
only one more place where it most certainly can still be assumed to be peacefully reposing: the 
World War files of the British “Room 40 O. B.” 

In a letter 69 to President Wilson, dated March 17, 1918, Ambassador Page, referring to 
Admiral Hall, wrote as follows: 

* * * Hall is one genius that the war has developed. Neither in fiction nor in fact can you 

find any such man to match him. * * * He locks up certain documents “not to be opened till 
20 years after this date.” I've made up my mind to live 20 years more. I shall be present at the 
opening of that safe * * *. 

The “20 years” arc up. Admiral Hall is now a retired officer, but ho still has the papers, 
if we arc to believe tho statements contained in a book by a recent author. 70 Relating tho details 
of the efforts on the part of the representatives of certain American claimants to establish the 
validity of their claims, Landau tells how Mr. Amos J. Peaslee, leader of the American claimants, 
visited Admiral Hall on August 27, 1925, at Hall’s London residence: 

* * * He found Hall in full sympathy with the American claimants, and so commendatory 

was Admiral Sims’s letter that he ended up their conference by saying : “Copies of the decoded German 
cables are stored away in several tin boxes in the basement. I sealed up these boxes with instructions 
that they were not to be opened up for 20 years. You have caused me to change my mind, however. I 
will open up the boxes foT you. Copy such of tho cables as you think will be useful to you. Make 
yourself at home. The servants will look after you.” His rapid and sweeping decision was typical of 
the man. Fortunately he was retired from the Navy and was, therefore, his own master. 

Hall topic Peaslee down to the basement, spread the cables before him, and took his leave to catch 
the train for Scotland. Peaslee found over 10,000 cables, radio messages, and letters which Hall had 
intercepted and decoded. Twenty-six different codes had been used in sending these messages. 
Attached to tho originate was a translation in clear, also the “recognition group,” or number of the code 
used. 

So Admiral Hall can, if he will, tell the whole story. It will be interesting to see if he docs. 
Tho time for its tolling has arrived. Ambassador Page unfortunately did not live out the 20 
years as lie promised himself to do, in order to be present when Admiral Hall finally opened his 
safe. The present authors are curious and anxious, too. Let the safe be opened! 

« Tlie (Edinburgh) Scotsman, Dec. 14, 1927. 

«« Hendrick, vol. HI, p. 361. 

w Landau, Capt. Henry. The Enemy Within. O. P. Putnam's Sons, Now York, 1937, p. 166. 
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Exhibit 320. — AFFIDAVIT OP ADMIRAL SIR W. REGINALD HALL, K. C. M. G., C. B., D. C. L., L. L. D.. 

FORMERLY CHIEF OF THE INTELLIGENCE DEPARTMENT OF THE BRITISH ADMIRALTY, 

VERIFIED DECEMBER 28, 192G, WITH ANNEXED COPIES OF GERMAN CABLEGRAMS, WIRE- 
LESS AND OTHER MESSAGES INTERCEPTED BY THE BRITISH GOVERNMENT DURING THE 

WAR 

Great Britain and Ireland, 

London, England, 

Consulate General of the U. S. of America J 

Admiral, Sir W. Reginald Hall, K. C. M. G., C. B., D. C. L., L. L. D., being duly sworn, deposes and says: 

1. I reside at No. 63, Cadogan Gardens, London, and am at present a retired officer of the British Navy 
and am a member of the British Parliament. 

2. During the recent war with Germany and her Allies I was Director of the British Naval Intelligence 
Service for the entire period from October 1914, until the Armistice in November 1919. 

3. In that capacity it was my duty and the duty of my staff to intercept and decipher, as far as possible, 
cable and wireless messages and other communications sent between German officials in Berlin and German 
officials at Embassies and Legations and elsewhere in various parts of the world. 

4. During the period from the commencement of the war in August 1914, until the Armistice in November 
1919, we intercepted a large number of such cable and wireless messages and other communications. This was 
done by tapping the cables over which the messages were being sent, by picking up the wireless messages, and 
through the capture of written communications and documents in the post and in the possession of German 
officials and agents who were apprehended by our authorities. 

5. Almost all of these communications, insofar as they were cablegrams and wireless messages, were sent 
in cipher, a number of different German ciphers being employed for that purpose. We were able to read sub- 
stantially all of the cipher messages which were intercepted, partially by reason of the fact that we succeeded in 
capturing from German submarines and other sources some of the original German cipher books, and partially 
by reason of the fact that our cipher experts were able to decipher the German ciphers wherever, as was the 
case here, a large number of different messages in the samo cipher were available for study and comparison, and 
in many instances the same message was sent through different channels in two or more different German ciphers. 

0. The annexed file of cablegrams and wireless messages and despatches marked “Exhibit A," set forth on 
pages numbered consecutively from No. 2 to No. 207, are true and correct deciphered copies of cablegrams and 
wireless messages and other despatches which were intercepted and deciphered by the Intelligence Department 
of the British Admiralty through officers working under my immediate supervision. The work was considered 
of a most highly confidential character and I exercised the closest personal contact with all its details. It was 
my sole duty and responsibility and I watched and checked the work with the greatest care to make certain that 
we were recording the true import and meaning of the German communications. Many of the original German 
ciphers in which the communications were transmitted are still in our possession. 

7. The numbers which appear in parentheses near the tops of some of the pages on which the messages 
are copied (exhibit A) are numbers of a particular system of German cipher, which numbers usually appeared 
in the body of the cables or wireless communications themselves, and were known to us as the “recognition 
groups.” For example, No. "(89734)” at page 2, No. “(5950)” at pages, 3, 5, 0,^8, 9, 10, 12, 14, 15, 17, IS, 20, 
21, 22, 23, 28, 32, 37, 38, 39, 42, 45, 49, 53, 57, 58, 05, 68, 70, 72, No. "(13040)” at pages 7, 11, 13, 16, 25, 27, 29, 
30, 31, 33, 34, 35, 41, 43, 44, 50, 52, 54, 61, 62, 63, 04, 66, 08, 71, No. “(0064)” at pages 40, 47, 30, 114, 122, 
No. “(6400)” at pages 48, 55, 56, 59, No. “(0640)” at page 60, No. “(9972)” at pages 61, 73, 05, No. “(5954)” 
at page 07, No. “V. B. 718” at page 75, No. "S. B.” at page 92, No. “(9S176)” at page 112, No. “(S7902)” at 
page 113, and No. “(19177)” at page 172, all refer to different German cipher systems. 

8. The word “Naucn," appearing at the tops of pages 69, 70, 130, 135, 217, 223, 244, 245, and 259, of exhibit 
A, refers to the German wireless station located at Naucn, Germany, from which many communications were 
despatched. Many of the other communications of which copies appear in exhibit A were also sent by wireless. 
The communications passing between Madrid and Berlin were, practically in all instances, by wireless. In 
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making copies of some of the messages, particularly during the latter part of the war, and in eases where the 
same cipher system was being employed in a series of messages, as, for example, a scries of communications to 
Washington and the wireless communications between Madrid and Berlin, the “recognition groups” were some- 
times omitted from our file copies. This accounts for the absence of cipher numbers at pages 24, 20, 52, 77, 78, - 
79, 82, 83, 87, 88, 89, 90, 91, 93, 94, 98, 104, 105, 108, 110, 115, 121, 124, 120, 128, 131, to 171, inclusive, 173 to 
210, inclusive, 218 to 222, inclusive, 224 to 243, inclusive, 246 to 250, inclusive, 200 to 206, inclusive. The 
“recognition groups,” however, appear in the original German cipher messages in every instance. The wireless 
messages which passed between Madrid and Berlin were sent in almost every ease in cipher No. “0004” or some 
combinations or modifications of that German cipher system. 

9. The dates appearing at the tops of the pages of exhibit A represent tho dates when the messages were 
intercepted, which were coincident with the dates of the sending of the messages, although in a number of in- 
stances it will be noted that the message which we picked up was one which was being relayed from one point to 
another. In such eases the date will be the date of the relay of the message, but not necessarily the date when it 
was sent from its original point of origin. These dates are indicated either by a complete statement of the month, 
day ami year, or by figures such ns “20.0.10.”, which means the twenty-sixth day of June, 1910. 

1 0. The sources and destinations of the cables are indicated by the words “From” and “To.” For example, 
on page 2 the words “From Berlin” mean that the cable or wireless message was sent from Berlin. The signature 
indicates the name of the official or department which sent the cable, wireless message or communication, as 
such signature was actually contained in the message. The words “To Washington” on page 2 mean that the 
message was sent to the German Embassy in Washington. The communications between Berlin and America, 
insofar as we intercepted them, were limited almost exclusively to communications with the German Embassy. 

11. The letters and figures appearing at the tops of some of the pages in exhibit A, such ns “B. No. 24” at 
page 2, "W. 146” at page 3, have reference to a particular scries of German numbers as they appeared in the 
contents of the communications. “B” moans a series of communications from Berlin; “W” means a series of 
communications from Washington. 

12. The message set forth at page 35 of exhibit A, numbered "B. No. 103,” dated January 26, 1915, and 
signed “Representative of General Staff Zimmerman” was a message sent from Berlin to Washington by cable 
via the Swedish Foreign Office. It was intercepted by us en route to Washington. We considered this cable of 
particular importance at the time and we furnished a copy of it in the original cipher, together with the English 
translation of it, to the American State Department through the American Embassy in London. 

13. This message, it will be observed, was sent in cipher No. "(13040).” The German cipher book covering 
this system of ciphering is in our possession, it having been captured by the British authorities in the luggage of a 
German consul named Wasmuss who was stationed at Shiraz while Wasmuss was engaged in an endeavor to 
cut a British oil pipe line. 

14. These German communications were intercepted and deciphered by the British Admiralty through the 
same system which we employed in the interception and deciphering of the well-known “Zimmermann” cable- 
gram of January 10, 1917, from Herr Zimmerman to Count von Bernstorff for transmission to the German 
Legation in Mexico, advising it of the plan to commence unrestricted warfare and proposing an alliance with 
Mexico in the event that the United States should enter the war, which cablegram we called to the attention of 
the American State Department, and which was published by the United States Government, and which Herr 
Zimmermann in a statement made in the German Reichstag admitted to be correct and authentic. Some further 
history of that cablegram will be found in the third volume of “The Life and Letters of Walter H. Page” by 
Burton J. Hendricks, at pages 331 to 364. 

1,5. The German cables, wireless messages and other communications set forth in exhibit A are a compara- 
tively small portion of a much larger collection of such messages which we intercepted during the war and which 
are still in our possession. Owing to the paramount importance of our having for the use of the British Navy tho 
information contained in the messages regarding the movement of German ships it was imperative that wo should 
avoid if possible, disclosing to the Germans the fact that we were reading their communications to this extent. 
lienee it was impossible for us at the time to make full use of all the information which was beforo us. The 
American Ambassador in London, Mr. Page, was in our constant confidence, however, regarding the German 
communications affecting America during the war, but it was necessary for all of us to exercise the greatest 
caution regarding the messages. 

10. As head of the British Naval Intelligence I also had charge of tho detention and examination of Captain 
Franz von Papen, the former Military Attache at Washington upon his arrival at Falmouth about the first of 
January, 1916. We took from Captain von Papen at that time a number of documents which were found upon 
his person and among his luggage, and which in our judgment were being carried in violation of his rights under 
the safe conduct which he had been given. Copies of Borne of these papers were published at the British Gov- 
ernment Stationery Office and presented to both Houses of Parliament as a “British White Paper,” Misc. No. 0, 
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1916 , entitled: “Selections From Papers Found in the Possession of Captain von Papen, Late German Military 
Attache at Washington, Falmouth, January 2 and 3, 1916.*’ A photostatic copy of that British White Paper is 
attached to the exhibits in this case as exhibit No. 46. I personally saw at the time and examined the original of 
these documents and know of my own knowledge that the documents of which copies appear in that British 
White Paper, of which exhibit No. 46 is a photostatic copy, are true, correct and authentic, including the records 
from Captain Von Papen’s check books. 

17. I also personally interrogated Ilorst von der Goltz at the time of his arrest by the British authorities. 
Von der Goltz was examined by the officials at Scotland Yard under my direction and at my request. He made 
certain affidavits before those officials of which copies are set forth as exhibit 53 of the exhibits of this case. I 
have examined this exhibit 53 and it accords with my recollection of the contents of the original affidavits though 
I have not examined reeeutly those affidavits which are presumably in the records at Scotland Yard unless they 
were sent to the American Government in Washington. 

18. I also had charge of the arrest and imprisonment of Franz von ltintelen by the British authorities. He 
was apprehended by us at Ramsgate on the steamer Noordam in August 1915, while he was apparently trying to 
return to Germany from the United States. He was traveling on a Swiss passport under the name of “Gasche." 
Wo put him in Donnington Hall, which is the British prison for enemy officers and he remained there until 
shortly after the United States entered the war, when we sent him to America under guard at the request of the 
American authorities and turned him over to the United States Government. 

(sd) W. R. Hall. 
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Appendix 2 

GROUP-BY-GROUP DECODEMENT OF THE ZIMMERMANN TELEGRAM AS SENT BY AMBASSADOR 
BERNSTORFF TO GERMAN MINISTER VON ECKHARDT IN MEXICO ON JANUARY 19. 1917 



130 Nr. 3 
13012 

13101 Auswaertigcs Amt 
8301 telegraph icrt 
115 voni lGten Januar 
352S colon 
416 Nr. 1 
17214 Ganz geheim 
6491 Sclbst 

11310 zu 
1S147 entziffern 
1S222 stop 
21560 Wir 
10247 beabsichtigen 
11518 am 
23677 ersten 
13605 Februar 

3494 un 

14930 cingescliraenkten 
9S092 U-boot 
5905 kt'ieg 

11311 zu 
10392 beginnen 
10371 stop 

0302 Es wird 
21290 versucht 
5161 werden 
39695 Vereinigte Staaten von 
Amerika 

23571 trotzdem 
17504 neutral 
11269 zu 
18270 crhalten 
18101 stop 
0317 Fuer den Fall 
0228 dass dies 
17694 nicht 
4473 gelingen 
22284 sollte 
22200 stop 
19452 schlagen 
21589 wir 
67893 Mexiko 
5569 auf 
13918 folgendcr 
8598 Grundlage 
12137 Buendnis 
1333 vor 
4725 stop 
4458 GcmeinBame 
5905 Kriegs 
17166 fuehrung 



•‘13851 stop 
4458 gotiicinsamcn 
17149 FriedensHChlusa 
14471 stop 
6706 rcichliclic 
13S50 finanzicllc 
12224 Unterstuetzung 
6929 und 

14991 Einvcrstaendnis 
73S2 unsererseits 
15857 dass 
67S93 Mexiko 
14218 in 
36477 Texas 
5870 comma 
17553 Neu 
67893 Mexiko 
5870 comma 
5454 Ar 
16102 iz 
15217 on 
22801 a 
17138 frueher 
21001 vcrlorenes 
17388 Gebiet 
7446 zurueck 
23638 erobert 
18222 stop 
6719 llcgclung 
14331 im 
15021 einzelnen 
23845 Euer Hochwohlgeboren 
3150 ucbcrlassen 
23552 stop 
22096 Sie 
21604 wollen 
4797 Vorstehendes 
9497 dem 
22464 Praesidenten 
20855 streng ’■ 

4377 geheim 
23610 eroeffnen 
18140 comma 
22260 sobald 
5905 Kriegs 
13347 ausbruch 
20420 mit 

39689 Vereinigten Staaten 
13732 test 

20667 steht ' 

6929 und 
6275 Anregung 



18507 hinzufuegen 
52262 Japan 
1340 von 
22049 si oh 
13339 aus 
11265 zu 
22295 sofortiger 
10439 Bcitrctung 
14814 einladen 
4178 infinitive with zu 
6992 und 
8784 gleichzeitig 
7632 zwischen 
7357 uns 
6926 und 
52262 Japan 
11267 zu 
21100 vermitteln 
21272 stop 
9346 Bitto 
9559 den 

224G4 Praesidenten 
15874 darauf 
18502 himveisen 
18500 comma 
15857 dass 
2188 ruecksichtslose 
5376 Anwendung 
7381 urBerer 
9S092 U-booto 
10127 jetzt 
13480 Aussicht 
9350 bictet 
9220 comma 1 
76036 England 
14219 in 
5144 wenigen 
2831 Monat 
17920 en 
11347 zum 
17142 Frieden 
11264 zu 
7667 zwingen 
7762 stop 
15099 Empfang 
9110 bestaetigen 
10482 stop 
97556 Zimmermann 
3569 stop 

3670 Sohluss der Depesche 
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THE ZIMMERMANN TELEGRAM OF JANUARY 16, 1917, AND ITS 
CRYPTOGRAPHIC BACKGROUND 

Among the official cryptograms which have been intercepted and translated by govern- 
mental authorities other than those for whom they were intended, the most important of all 
time, either in war or peace, is undoubtedly the one deciphered by the British Naval Intelligence 
which is known to historians as the Zimmermann telegram. In German literature it is referred to 
as the Mexico dispatch. This message, in cryptographic form, was sent on January 16, 1917, 
by Art hur 'Zimmermann , then German Minister of Foreign Affairs in Berlin, to Ambassador 
von Bemstorff, at Washington, to be forwarded to German Minister von Eckhardt at Mexico 
City. It read, translated into English, as follows: 1 

We intend to begin on the first of February unrestricted submarine warfare. We Bhall endeavor 
in spite of this to keep the United States of America neutral. In the event of this not succeeding, we 
make Mexico a proposal of alliance on the following basis: make war together, make peace together, 
generous financial support and an understanding on our part that Mexico is to reconquer the lost terri- 
tory in Texas, New Mexico, and Arizona. The settlement in detail is left to you. You will inform 
the President of the above most secretly as soon as the outbreak of war with the United States of 
- America is certain and add the suggestion that he should, on his own initiative, invite Japan to imme- 
diate adherence' and at the same time mediate between Japan and ourselves. Please call the President’s 
attention to the fact that the ruthless employment of our submarines now offers the prospect of com- 
pelling England in a few mouths to make peace. 

No account of the stirring episodes leading up to our entry into the World War can be 
considered complete without at least a reference to the one in which the Zimmermann telegram 
played the leading role. Even those who adhere to the theory that it was the bankers who 
pushed us into the conflict on the side of the Allies must mention it; while those who incline 
toward the theory that it was the German policy of "frightfulness” on sea and land which 
dragged us in against them give this message even more attention. Although today it would 
certainly be too much to say that this cryptogram, through its interception and solution by the 
British, and its forwarding by them to President Wilson, was the direct means of bringing us into 
the war, nevertheless many an informed person whose memory goes back to the exciting days 
when the contents of this sensational message were disclosed in the newspapers of March 1, 
1917, would certainly say that had he been asked of that time he would have said at least that 
it was the straw which broke the camel’s back. The importance of this incident is evidenced 
by the lengthy comments of prominent officials who were at that time in a position to judge 
its significance. The Secretary of State, the Prime Minister of Great Britain, Colonel House, 
our Ambassador to Great Britain, and many others, give this telegram a prominent place in 
their writings on the World War. For example: 

While the Armed Ship Bill wae under discussion in Congress another event occurred which caused 
the greatest excitement throughout the country and aroused the people against the German Govern- 
ment even more, I believe, than the announced policy of the submarine ruthlessness. That event was 
the publication of the so-called “Zimmermann telegram” * * *. Thus the Zimmermann telegram f 

resulted in unifying public sentiment throughout the United States against Germany, in putting the I 
people solidly behind the Government and in making war inevitable, if not popular, because the ' 

> Paper t Eclating to the Foreign Relations of the United Statu, 1917. Supplement 1, The World War, p. 147. U. S. Government Printing Office 
Washington, 1931. This book will hereinafter be referred to as Foreign Relations Series, abbreviated FRS. 
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German Government’* sinister tateat toward the UuHed States could no longer be doubted. Ttear I 
“cold-blooded proposition” of Geress&y's Secretary of Foreign Affnirs in one day acoomplished a chang* [ 
in sentiment and public opinion wteeh would otherwise have required months to accomplish. Froft. 
the time that the telegram was published, or at least from the time that its authenticity was admitted 
by its author, the United States’ entry into the war was assured, since it could no longer be doubted 
i thatdt was desired bjt thefjtoartoaa psopte.from- Maine to California and from Michigan to.TexaB. 1 

*. * '• PA \ 1' G' 1 ;' '**.( ; * •,£> a- * * * . 

It [the Zimmermann telegram] roused a great deal of indignation in the States and strongly rein- 
. .• forced: the popular. baeklng for strong measures by the President.* 



' v d WilsoB was waiting for what he called the "overt act” before he took further steps agai nst 'Gas-many; 
tl ! • but the possibiltty :of. avoiding hostilities daily diminished. * * * > . fv. 

V Misguided . German diplomacy did its utmost to strengthen the growing feeling is the United 

State* that war with Germany could ant be avoided. On February 26, Colon** House, to 

the frinfrfaH*> by .PStSK^ . F*tk *Sd informed that the B»Uw* Naval Intelligirtrce had 
ihd|Ae<W a *. .w» a * i nm« {y &<**>■ *fe>? Office to *»>n .Kckhardt, The 

Minister to Maxtsio Oty . f «*>»•# **«? &sn««ry It, the "teiagxsKSv 

announced the immbjsfnsa of *(3*«aMi«r< -smitar* *s»*J tM German Minister, ia 

case of war with the United States, to attempt te arrange a Gcriuatv-Mesieian aiiian co, on the under- 
standing that Mexico . would be assisted to reconquer New Mexico, Tfrxas, and Arizona. Zimmermann 
, , : further suggested that Carranza should approach Japan. 

> Mr. Polk fully realized ; that the publication of this telegram would blow American resentment 
v, to a white heat; It , would strengthen immensely popular support of the President in any action be 

might take against Germany .in defense of American rights on the sea. The aamc thought may have 
, led the British to pass, the,, deciphered telegram on to Washington. Wilson himself was disturbed and 
, in doubt as to whether the publication of the telegram would not bring on a crisis he could not control. 
House urged immediate publication. * * * 

The effect of publication was exactly what had been anticipated. Many persons naturally raised 
doubts as to the authenticity of the telegram; but Hanging formally assured Comrress, and Zimmermann 
, ■ himself confessed, that it was genuine. Speculation was uncontrolled as to how it had been intercepted: 

, . it was rumored that the messenger had been caught by American guardsmen on the Mexican bento?. 

’, - that a copy had been taken from von Bernstorff at Halifax; that it was in -a mysterious bos seized by 
the British on the ship which Bernstorff sailed on * 

Headrick , 8 the biographer of the war-time American Ambassador to Grant Britain, Walter, 
H. Page, says: H .-a 

The most sensational episode of . this period, however, was the publication on March 1 of a telegram 
, from Dr. Alfred Zimmermann, German Foreign Secretary, to the German Minister in Mexico, outlining 
a scheme for an alliance of Germany, Japan, and Mexico against the United States, and for the cession 
in case of victory, of Texas, New Mexico, and Arizona to Mexico. 

‘ * [Page’s diary dated March 2, 1917.] The Zimmermann (Berlin) Mexico- Japan bomb buret today j 

■•••' , ithe SKmmermann telegram to the German Minister in Mexico being in the morning papers. They gave 

i (.it out in Washington (apparently) to cause Congress to give the President authority to arm merchant 
i' ships, etc., etc., as he should, see fit, and to use the armed forces of the Nation to protect commerce and 
life. It had that effect. An enormous majority in the House last night (nearly 500 to 131 ) votedin 
favor of the resolution. I am curious to sec the effect on the country. 1 have never abandoned the 
belief that if the President were really to lead, all the people would follow. Whether he will even now' 

. lead remains to be seen. Yesterday I talked to Chinda, the Japanese Ambassador, about this Zimmer- 
mann telegram. He thought it a huge joke at first. Today Yeates Thompson confessed that it seemed 
to him a newspaper hoax I Nobody (few people surely) yet thoroughly understand the German. This 
telegram will go some distance surely to instruct the people of the U. S. A. 8 

* Loosing, Robert, War .Veotert, Bobh*, M«r$ * C-» . l*4Sanaj»H*, >®S. PP- 22S and 232. 

< Lloyd George. Btvid, War Mmoiri, p. Mi. 

« 7S* rob (nor* p*ptrt e/ Coioncl Hmue, H r-ugirscrti Most* ' n?nv Vv*». ;xas. B *A! 

* Rototek, BmUs i .. Uft «*< Uttm <t WMtt I*. PoaMsOor £ >"•. Now y-a* '»« -2iit work wiB be refims# 

to merely «* Kroirte* 

« Op. eK HI, pp, m, 324. 
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x The acrimonious discussions which the Zimmermann telegram aroused in Congress take 
up 22 pages in the Congressional Record. f Most of the debate deals with a resolution calling 
upon the President to furnish a formal statement declaring whether or not the telegram as 
published in the newspapers was authentic^! Spaco forbids extensive quotation, and the following 
two statements made in the course of the debate must suffice:’ 

Mr. Thomas. * * * Does not the Senator [referring to Senator Hitchcock] realize that the 

public mind is already in darned, that it has been inflamed by this publication [the Zimmermann tele- 
gram) like a bolt? Because of that; excited condition, which we share, inasmuch as the information 
must have proceeded from Executive sources, directly or indirectly, it iB very essential that we should 
have such information as may be necessary to enable us to meet and, if necessary, to end that public 
excitement which is now sweeping all over the country. 

* * * * * * * 

Mr. Smith. * * * Mr. President, I say that the situation thus created is far-reaching and 

. delicate, fraught with very great danger to the peace of the American people. * * * 

- Alt was of course natural that q uestion should bb raised as to the authenticity of the Zim- 

merhiann telegram. L Senator Tillman [p. 4605] gave voice to his doubts in no uncertain terms: 



/ 



/- 



V 



\A 

Mr. President,,! want to say one thing before this debate closes. I think we have wasted a great 
deal of valuable time here in discussing a lie — a forgery. I agreed with the Senator from Michigan 
[Mr. Smith] this morning when he said it was a forgery, The reason I think it is ft forgery is this: 
Who can conceive of the Japanese consorting with Mexico and the Germans to attack the United 
States? Why, Japan hates Germany worse than the devil is said to hate holy water. Japan took 
possession of Kiaochow and 9he is going to hold it. Is it possible to conceive that Japan will go to war 
with the United States in conjunction with Mexico and Germany? I think such a proposition is 
beneath oiir notice. 

• ■ The New York Times Current History for the period February 20 to May 15, 1917, deals 
thus with the Zimmermann telegram: 

An important phase growing out of our rupture with Germany and the subsequent drift toward 
war was the uncovering of an anti-American alliance- proposed by Germany with Mexico and Japan 
in the event the threatened war ensued. * * * The revelation created a profound impression 

throughout the country. The immediate effect on Congress*- was the elimination of practically all 
opposition to the proposal then pending to authorize the President to proceed at once to arm American 
merchantmen against German submarines; it also crystalized the conviction throughout the country 
that the German submarine blockade must be sternly resisted, even though it resulted in a declaration 
of war by Germany. 

... • ‘ '■•js.f 

Ambassador von Bernstorff says: 8 . 

It has frequently been asserted that the notorious Mexico telegram Jed to the war .with the United 
States. I do not believe this is correct. The telegram was used with great success as propaganda 
against us; but the rupture of diplomatic relations — as I have already pointed out— was, in view of 
the situation, equivalent in all circumstances to war. I had nothing to do with the 'Mexico telegram; 
which took me completely by surprise. It was addressed, in the usual way, direct to the legation in 
Mexico, and passed through the Embassy at Washington on tbe sarae day on which I received notifi- 
cation that the unrestricted U-boat war was to be declared.;. -.4 had neither toe right, nor was itcmjr 
duty, to hold up the telegram although I disapproved of its contents. f 

‘ V-Ml ,* r '■ ♦* ti - * . • r. lire' 

i.<;„ On December 13, 1927, Sir Alfred Ewing, who throughout the w ar wetB civilian head of the 
cryptographic bureau (popularly referred to as “Room 40’’) of the British Navi&l Intelligence 
Service, delivered an address before the Edinburgh Philosophical .Institution,- telling L of. the 

■> Cowrejriona! Record, 64t!i Compress, 2nd Session, vol. LIV, pp. 4695 and 4698, Mar. 1,1917. . '■ 

• von Bernstorff, Count Johann, \Iy Three Yean in America, Charles Scribner's Sons, New York,, 1920, p. 380. This work wiD hereinafter 
be referred to as Bantlorff. , . . .. - ■< 
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work of the Bureau. That portion «? fetee published acc«unf of his address with which we 
concerned is as follows: 9 



Besides intercepting naval tfgRiai*, the cryptographer* of Room 40 dealt successfully with m«i# 
p.. • political cipher. The isolated peeittea of' Germany ferreed her to resort to wireless, and prevented 

frequent changes of the code hook* for confidential communication with correspondents abroad: 
There was a voluminous stream of cipher correspondence with German agents in M «drid, and a good d mJ 
with North and South America as well as Constantinople, Athens, Sofia, and other traces. One group erf 
deciphered messages threw useful light In advance on the Easter Revolution In Ireland, another group 
on the intrigues of the Germans in Persia. 

Among the many political messages read by his staff was the notorious Xtrumermann telegrawi^, 
which was intercepted in the manner described in the third volume of the Pag* Letters. PrasM«?3S. 
Wilson was then hesitating on the brink of war, reluctant to plunge, clinging gainfully to the idea of 
neutrality which seemed to be almost a part of his religion. 'Hie Zimmerman* inewwsfb, which made 
a conditional offer to Mexico of an alliance against the Lnii^t States, was tfcfetipliered n& ttessa 4j? } 
It wne then comonunicatsd very e&ofidewtiaily by Lord Bttlfcor to Mr. Pag-' and ttuvn*gft - r ; vg!i 
Wilson* and was given 'erg bite t«* tits* Aenetfaut 1'reav publication was decisive In aowSeawy^i 
American opinion to thi> swaettgSy af »*» %fi tb<* etse&Mfi a bid Room 40 remained tindUtstrWL 

And finally in his famous meesagp (which is now know« as the “war message”) delivered 
in person before the Congress in joint session on April 2, 1617, President Wilson said: 16 



1 That it (the German Government) means to stir up enemies against us at our very doors the 

intercepted note to the German Minister at Mexico is eloquent evidence. 

, More than enough has been quoted to give an indication of the importance with which the 
publication of the Zimmermann telegram must be regarded in connection with a study of the 
causes leading to our entry into the war. Indirectly, because the United States is the leading 
power on the American Continent, it also helped to bring Argentina, Bolivia, Brazil, Cuba, 
and Panama into the arms of the Allies. 



, So important a cryptographic incident, therefore, warrants a most careful study by historians 
as well as by cryptographers, for the story of the incident is replete with suggestions for making 
1 the most of a cryptographic opportunity. 

Twenty years have passed since the Zimmermann telegram was blazoned on the front 
pages of newspapers throughout the world except, of course, in Germany and Austria. But 
the British Government, which was the principal actor in the incident, has still not lifted the 
impenetrable curtain of mystery behind which her able cryptographers work, so that we shall 
have to draw conclusions from accounts from other sources if we are to study the facts con- 
cerning her interception and solution of the famous message. We shall pass over several purely 
apocjfryphal accounts which appeared at the time. 11 

It is amusing to note, in passing, that one of the reasons why the Kaiser was extremely 
cool to Ambassador Bemstorff, who was received by the Kaiser only 6 or 7 weeks subsequent 
to Bemstorff’s return to Berlin after the rupture of relations, was the monarch’s belief that the 
Zimmermann telegram had been taken from among the papers which BemBtorff carried with 
him on his return home on the Friedrich VIII in February 1917. The ship was detained at 
Halifax for 12 days and every nook and cranny was searched. A box of dispatches which had 
been placed aboard the vessel by the Swedish Minister was found by the British authorities and 



• As reported In Tin (JEiHnburti) Scattmaa and Tit (London) Tima (or December 14, 1927. Incidentally, the Editor of Tie Scott man, in 
landing 81 r Alfred, said of the Zimmermann telegram that It "was Instrumental In bringing America into the war.” 

■ EH8, pp. 195-203. Also, In his Flat Dot AtUrtm an June 14, 1617, In citing the numerous provocations which, he explained, farced ns Into 
the war, the President said: “They tried to Incite Motive to take up arms against us and to draw Japan into a hostile alliance with her— and that 
not by Indirection but by direct suggestion from the Varetgh office In Berlin " 

11 The most far-tottfced of these was to the effect Us« the massage was found by tom .'.oldiers of Company ( 2. Pirn leHasry, on the person of 
a spy whom thayhad captured while he waa attampttng to crew the southern twrdor tow Mr aesr siw ;ws nt Prs*n» on kebmary 21 , 

See The New York Than Current Hittort, period April 1917-June 1617, rvl XI fiver iwr' » aofl V ‘J nattier 1 ? fm&t Europe (1838), pg>. 
62-43. contains • wholly erroneous version of tb» episode. 
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the contents of some of them were published. The English papers represented the case as if a 
box of dispatches had been taken from Bernstorff. But the Zimmermann note was not among 
them. 1 * v . 

The first lifting of the veil of secrecy surrounding the interception and solution of the 
Zimmermann telegram oc curred in 1925 , when the November issue of World’s Work brought the 
final installment of Hendrick’s The Life and Letters of Walter H. Page. This account, from 
which a passage has already been cited, still forms the principal Bource of our information on 
the subject. A second account, not so detailed as the first, but containing important data, was rx . 
published in 1933 in Lansing’s War Memoirs, also already mentioned. Another account appears ; 
in a book 18 by a professed German ex-spy. But sinoe it is based almost entirely upon the 
Heasdiiok version, and because there are cogent reasons for discounting much of the contents of 
the book as a whole, it will be largely disregarded in this paper. In addition to all sources men- 
tioned, reference will be made to official records of the Department of State. '■ >;■ 

' The first links in the story may be seen in the following two telegrams: w -• < ; 4 ; 

• '» X r,ii i X if 

(!) . , ‘ ... . , • 

London, February' #4, 1017. 

Rac’d 9 s. m. 

... Sbcbbtabt or State, Washington . ’ 

5746, February 24. 

In about three hours I shall send a telegram of great Importance to the President and Secretary 
of State. ■ 

• - PAGE. 



- (Ms. 



(2) ;■* • ' 

i The Ambassador in Great Britain (Page) to the Secretary of State] • ‘ 

- • [Telegram) 

' London,. Febroury S4> lOlf— '1 p. m. 

•“ Rac’d 8:30 p. m. ■ ■ 

5747. My 5746, February 24, 8 a. m. For the President add the Secretary of State. 

Balfour has handed me the text of a cipher telegram from Zimmermann, German Secretary of 
. State for Foreign Affairs, to the German Minister to Mexico, .which, was sent.; via Washington and 
relayed by Bernstorff on January 10. You can probably obtain a. copy of j tbe textrela^edlSy 
atorff from the cable office in Washington. The first group Is the number of the telegram '* 0 , 130, and 
the second is 13042, indicating the number of the code used. The last group but two is 97558, which 
fs Zimmerm aim’s signature. I shall send you by mail a copy of the cipher text ‘and of thedecbde Into 
German and meanwhile I give you the English translation as fohows: (Then follows the- English text 
of the telegram as given above, p. 1.) ’ .. • ; : *•>*■«> .<•••; .••'« y- A •••%*:;* }•»!• •’ 

The receipt of this information has so greatly exerelaediheBrltiBh Government that thoy have 
lost no time in communicating it to me to transmit to, you, in order that our Government may be able 
without delay to make such disposition as may be necessary in 'view of the threatened Invasion olro 
territory.’ • •• • 1 '-:;i tlitiA." i. *• ’-^u V-’T: 

. Early in the war,’ the British Government obtained possession of ft copy of the German cipbereode 
used in the above message and have made it their business i to obtain copies of Bernstorff# cipher 
telegrams to Mexico, amongst others, which are sept :back , to, London and deciphered here. .This 
accounts for their being able to decipher this telegram from the German Government to their rejwe- 



*• NntforuxlveraamnUuno, iff 1 9. UrUerruchungsawuchvu titer die WeMrUffSveramftoctiiiehi^Ue In 6 serf® of tfl f&ttect?/ from OctO&erJW, 

1919, to April 14, 1920, a committee appointed by the Gmnan National Oo»rtttoant ‘ Assembly to inquire into tbe . r«5»nsibflity tor’ ths^wmir 
bald ■bearings to Berlin. The reports of two subcommittees together with the stenographic minutes 41 one of thaw subcommittees and snppJsnients 
thereto have been translated and published by the Carnegie. Endowmenl tor International Yeaca as vob. 1 and 2 of Official Ocrwten Dwatswtthi 
Relating to Uu World War. These two volumes ere a veritable mine of Important Information They will hereafter bo itdeneS U} ta Oeraep 
J/earlne*. The statement above ta taken from p. 311. •.. * '■ " ; . ?V. n'l i V .it. ‘‘■h tj 

“ von Blntefen, Capt. Franz, The Dark Invader. The Macmillan Co., New York, 1838. 

» The flrst Is taken from Htnirkk, vol. Ill, p. 332; the second, from FB8, p. 14T. 

><• This Is not the number of the telogram, but the code equivalent of the number (*). 
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.^ntative in 



"I; if,*' 



!'y ■ 



■om January 19 until now in their receiving the mformatSga. 
^ This system has guarded 'secret and to only divulged now to you by the Br^h 
1 * Government in view of the ettraordfcary circumstance* and their friendly feeling toward the Unito® 
States. They earnestly request tte» you will keep the source of your information and the British 
Government** method of olrtei*fe&g?t profoundly secret, but they put no prohibition on the publicasi^b 
.oi Zinunenuann’s telegram iteolf- «- .-■•• 

The eopiea of this ai*d other telegranjs were not obtained in Washington but wi-re bought in 
I' have thanked Balfour for the service hie Government has rendered us end suggest that a 

Li '_jr Ai'iiL 'J.'GLf a A. I. u i. _ 1 is *_x 



•V* 



„ , our Government to him would be beneficial. 

if> information 'has hot yet been given to the Japanese Goverameot;-bd&?I 

think It not ufilikely that, whendt. reaches them the; may make a public statement on it in ordetft&i^Hir 



m) 
Is? . j 



up (atusdr position, regarding the United- Statesi and proge their good faith to their Allies; 

Vj; . - * \ i'.V: ..., ; 1 .- .' r • ■ y,-[ • 'fit 

We .shall ;n©$ oonc^ ourselves with tbe steps taken by the Ptemdeat and.Sws^fewiy^i 
State Lousing, culminating^ the publication by the Associated Press of the text of the tdtgiw^ 
Our interest will be eoa©sw6*iled tW.3»ifeute det&us of the maimer in which the aaesa#^ 
was intercepted and eolvsdby rib* Bm-teh. 

The Hendrick acecuftb, otmmlutteiy after the preceding two telegrauis quoted above, 
continues: “ .. f .. ) 

The manner in which the British had acquired this message is disclosed in Page’s telegram. It 
was “bought in Mexico." That is, the British Secret Service had obtained it evidently from some 
.yu;,.\ / ! approachable person inrthe- Mexican capital— a practice which, it appears from Page’s comumni cation, 
had been going on for* some time. An interesting additional fact is tliat this is not the only way in 
;• -which the British obtained this priceless treasure. The German Government was so determined to 
make this Mexican alliance that it did not depend upon a single route for transmitting the Zimmer- 
mann message to von Eckhardt. It dispatched it in several other ways. For one it used the wireless 
route from Nauen, Germany, to Sayville, Long Island. 

In’ the early days, of the war, the. American Government prohibited the use of this Sayville line 
except under American supervision; how little this prohibition interfered with the Germans is shown 
i,v ;“y the use they made of the Long Island station for this, the most fateful message sent to America 
during the war. ,* ,*■* , In the British Admiralty this Nauen-Sayville "thoroughfare was known as 
the “main line”; it was.the most direct and consequently the one most used tor sending German dis- 
•i., .. . . patches to the United States. , 

b ! Hendrick cites no authority for the statement that the Zimmermann telegram was trans- 
mitted by radio firom Nauen tb Sayville and there is reason to doubt that this was the ease, as 
y^beMme apparent wimn the matter is carefully considered in the light of other evidence. 

,.« . A few hours after .the, outbreak of die war the British, who have always recognized the 
importance of controlling communication channels as well as sea lanes, took immediate steps 
to isolate Germany from the rest of the world that lay beyond the oceans, by cutting and- diverting 
to her own service the two German cables across the Atlantic Ocean. This left Germany 
only m^irect channels of commumcation with her Ambassador at Washington, 'Hiese channels 
w ere four in number. The firist, by radio between a station in Germany and two stations in 
the United .States, was known to and supervised by our Government; the second, by cable from 
Germany via Berlin, Stockholm, Buenos Aires, Washington, was secret, and though there is 
positive evidence that from the very first days of its use it was known to the British, it was 
unsuspected and unknown to our Government until long after we had entered the war; the 
third , via Berlin,' Copenhagen, Washington, was a very special method used only occasionally, 
with the knowledge and cooperation of the American State Department; the f ourth , involving 



the insertion of secret text in drdiaary news dispatches, was a channel which was of course un- 
known to our Government, until long after the war wae over, when it was disclosed by Bern- 

>Vvi., U-..»4v I 
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storff himself. u Since we are not concerned with this channel of co mmuni cation we shall have 
no more to say about it than is given in footnote 15. ■ 

We shall consider first the communications passing by radio between the German station 
atNauen and one or the other of two radio stations on United States territory, at Sayville, 
Long Island, and Tuckerton, N. J. These stations had been erected by German enterprise 
for direct communication with Europe; they were, however, partly financed by French capital; 
and the legal objections which the French raised immediately upon the outbreak of the War 
soon resulted in closing both of them. Later our Government, after long negotiations with 
the German Government, took over the stations and exercised a censorship over them. The / 
steps leading to the imposition of that censorship need not concern us; the fact is that the.Ger- j j 
mans were unable to use the stations until April 1915 “ and then only under supervision, in \ j 
that messages sent by Bornstorff to Nauen had to be submitted to our censor before they could ' J 
be transmitted and messages received from Nauen, addressed to Bemstprff, were carefully scruti- 
nized before they were handed over to him. The purpose of this censorship was, of course, to 
preserve our neutrality. Messages exchanged via these radio stations were, as a rule, sent in 
a code known as “Englischer Chiffre Nr. 9972”, two copies of which had been deposited with 
our censor. This is established by the following letter: 17 



Kaisebliche Deutsche Botschaet, 
German Embassy, Washington. 



«*' April 20, 1915. 

The Imperial German Embassy presents its compliments and has the honor, with reference to 
the correspondence with Honorable Robert Lansing in regard to the sending of wireless messages iu 
cipher by means of the radio stations at Tuckerton and Sayville, to transmit to the United States 
Department of State herewith, in two copies, the key to that cipher against kind acquittance for making 
further directions. 

(Signed) J. Bebnstobff. 

; v As stated above, all messages forwarded by radio by Bemstorff had to be sent to our censor 
through the State Department and these messages were regularly accompanied by a formal letter 
couched in the following terms: 

The Imperial German Embassy presents its compliments to the United States Department- of 
. State and has the honor to enclose herewith a wireless cipher message, in duplicate, to the Foreign Office 
i at Berlin for kind transmission to the Tuckerton station. Duplicate copies of the (plain text) message 
are likewise enclosed. •" , ' 



u Bemstorff, p. 154: "My reports as a matter o! fact were somewhat infrequent and always abort, as wo had toput all oar massages Into cipher, 
and Ms was not always possible. In explanation ol tbe inevitable Incompleteness of my communication: wltb the Foreign Office, I may remark 
that the telegrams ot the Wolff and Trans-Ocean Bureaus were regarded as the main sources ol Information for either side, and that I made use 
of various arrangements ot words, to which the Foreign Office alone bad the hey, for the purpose of making my own views easily distinguishable 
In these telegrams.’’ Another interesting corroboration of the use of this method Is to be found In the Hall affidavit. (See footnote 20.) Among 
the telegrams accompanying tbe affidavit Is one (p. 122) dated April 8, 1915, from Bemstorfl to tbe Foreign' Office. It contains the following para- 
graph:;. , , , i ■ 

“tvr this reason I suggest that the Wolff Bureau should be Instructed for the present to forward Immediately all Kloesslg’s telegrams to the 
Foreign Office: > It la advisable that all should be sent, because telegrams going from here are- In code, anil therefore the recognition edgnU agreed 



on by carter telegrams Intended tor you might easily be lost. For motives of economy KlaesaJg uses the KJt^ansche Bureau In (auAmertoin.town), 
for such telegrams, as in this way It Is possible to use code with regard to the English censorship/' ’ ... '"V, 

- -i» R 480, German Hearings. -V * ■"*' r : ’ 



, u.The letter is in the files of tbe 8tate Department. In bandwriting on its lower left hand coruer appears tl»-fpllowlng; ,, TwO (ipher books 
handed to Lieutenant Noyes, U , 8. Navy, April 20, 1915.” In telegram 79 dated April HI, 1915, Bernstarff Informed the’ Foreign Office that two copies 
of Code 8973'wera delivered to the State Department. He says (Bemstorff, p, 88): “In these negotiations we bod to oordsnt ourselves with pointing 
out that whereas our enemies could pass on military information to their Governments by means of ooded cablegrams, we should be aonffim.d,to the 
use of the wireless stations. Finally we cams to an agreement wltb the American Government that they should have £ copy of the oode which, 
we used tor the wireless telegrams. In this way their contents were kept secret from the enemy but not from the Washington Government. This 
course we only agreed to as a last resource a s it was not suitable for handling negotiations in whiehthe American Government was concerned.”, 
How naive Bernstarff was In respect to his idea that the messages In Code 9972 were thus kept secret from the enemy will be seen In a abort time. 





/ 

l/ 
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, . Thus hot only did the United StAtes have the cotie in which the messagas were prepaid 
but messages in that code, when sent by Bemstoeff to the State Department for transmissh«s 4 
were accompanied by their plain teste so that the eensor could verify the latter if he desir ed. 1 ’ 

,n - ' That the scrutiny of tbescmeaa&gea was not a mere formality is attested by the fact thfei, 
the files of the State Department show several cases in which the Department held up and refuse 
to transmit telegrams which, on being examined, were not perfectly clear, or which were even m 
slight degree questionable as regards our neutrality. In this connection Bernstorff says: 18 

'* - Aa has already been mentioned, all our wireless messages were read by the American Govwnmv#; 

.departments and it had often-. occurred that objection had been raised. _r. ; 

On one occasion, upon the very urgent' request Of the German Ambassador, the Seowtarf 
of State agreed to permit Bernstorff to receive a radio me ssage from Berlin to Tuckert<*a pres- 
pared, not in Code 9972, but in a code of wKI cETno c opy had been deposited . This special cir- 
cumstance caused to address a letter”«S”T»mipiy 28, 1917, to" William Phillips, ths«s!$ 

Under Secretary of State. *f$& : ksitesr. found in the files erf the State Department, contains fey 
following paragraph: 

I presume that the wirwtess was addressed and forwanttsd direct to the imperial Foreign Offioe. 
As I have asked for an immediate wireless reply, my Government may answer in the same way and 
in a code not decipherable by the Censor at Tuokerton. In a former somewhat similar case when 
by mistake the wrong code was used, the telegram reached me only after several days’ delay. There- 
. "fore, and as the answer to my yesterday’s message will be extremely urgent, I should be particularly 
grateful. to you,, if you could, at your earliest convenience, have the Censor at Tuckerton and at the 
Navy Department instructed to let, in tills exceptional case, the reply to rny message pass as quickly 
as possible. 

It is obvious that if scrutiny of messages had been a mere formality Bernstorff would hardly 
have gone to the trouble of begging so humbly for the permission to which reference is made. 
Parenthetically it may be stated that if the Germans’ purpose in using a code for these radio 
messages was to keep their contents from their enemies, they might well have saved them- 
selves all the trouble they took, for Code 9972 was extremely simple in uonstruction and was 
solved by the British without difficulty. This is proved by a telegram that appears in a public 
record which is replete with valuable information, namely, the documents published by the 
German-American Mixed Claims Commission, which was established in 1922. Among these 
documents is an affidavit dated December 28, 1926, by Admiral Sir W. Reginald Hall, wartime 
chief of the intelligence department of the British Admiralty. 20 This affidavit is accompanied by 
a large number of messages which were intercepted and read by the cryptographic bureau of the 
British Admiralty. Among these decoded messages is a translation of one of these Nauen-Sayville 
messages accompanied by the following footnote: 21 - . 

[British] Depaktmental Note. — This is the first message in cipher 9972 which has been, read. 
This cipher iB employed in messages passing between Berlin and the German Embassy, Washington. 

In view of the strict supervision that was exercised over this Nauen-Sayville radio route it 
appears strange that the Zimmermann telegram should have been transmitted in this way. 
sS^We come now to the second communication channel that was used by the German Govern- 
ment to communicate with Bernstorff, the route via Berlin, Stockholm, Buenos Aires, Washing- 
ton. This channel was made available by the good offices of the Swedish Foreign Office and its 
representatives abroad. Hints as to the use of this channel may be found in Bernstorff. For 

» Of emirs* the convenience of oar censor had a part la tb» mtarUno of a code is tbe English language. The «xl«, however, was not compiled 
tor that propose. It eras eJaoady on hand and bad been used Ss? the purpose °f transmitting English material. 

»• Btcmtorff, p 230. 

* Hereafter tbs Hall affidavit will be referred to as Hall, ft appears eo Claim acts' Exhibit S3) of the dvouwtM* published by the Mined Olsfau 
Commission, and b reprinted as Appendix 1 to this paper. 
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example, on page 65: “We had to fall back exclusively on the wireless stations, when, as fre- 
quently happened, we were unable to make use of the circuitous routes via neutral countries.” Ba 
Again on page 149: “Telegraphic communication between the German Government and the 
Embawtf at Washington was carried out by a circuitous route, which made it extremely slow.” 
Tfc«e» is in the State Department files a telegram dated September 10, 1917, from American 
Ambassador Morris, at Stockholm, to the Secretary of State, which reads: 

Today had conference with British Minister who informs me as follows: In the summer of 1915 
when Great Britain sent a commission to Sweden to negotiate regarding importation into Sweden the 
Swedish Government protested against Great Britain delaying in London official telegrams addressed 
, by Swedish Government to Swedish Legation, Washington. British Minister received cable instruc- 
tions to inform Swedish Government that delay was due to the fact that the British Government was 
ia possession of positive knowledge 256 that the Swedish Legation, Washington, had transmitted to the 
German Government through the Foreign Office Stockholm, message from Count Bemstorff. 'Swedish 
Minister for Foreign Affairs admitted that such message had been sent so transmitted but gave British 
. Minister formal assurance that this would not occur again. 

What was the nature of the “positive knowledge” that the British Government possessed? 
Undoubtedly it was based upon decoded German telegrams, as is evidenced by the following 
telegram which appears among those in Admiral Hall’s affidavit: ** 

From BUENOS AIRES 

To BERLIN B. A. 67 

(transmitted) 19th June 1915 
(5960) and (13040)“* 

I. Telegram No. 72 is missing. 

II. Please send cypher telegrams for WASHINGTON in such a way that they can be reeyphered 
' ' here, otherwise the Swedish facilities for wiring will be compromised and presumably withdrawn from us. 

LUXBURG. 

Note the date of this message. It is good evidence that the British knew of this method, but 
there is also sufficient additional evidence in Admiral Hall's affidavit, if one studies the points 
between which the telegrams included in the affidavit were sent. The fact that a large number 
of the messages in the Hall affidavit were sent via Stockholm-Buenoe Aires, is clear proof that 
the British were carefully watching this route and reading the telegrams transmitted over it. 

It ia quite clear from this evidence and from the quotations cited above that Hendrick 
places too much emphasis upon the variety of routes which he says the Zimmermann telegram 
traveled, as though only this telegram had received special treatment. It is apparent that the 
transmission of important messages by more than one route was a usual procedure with Bera- 
utorff. For example, he states: 84 “With the utmost possible speed I sent the following telegrams 
about my interview with Mr. House, by three different routes to Berlin.” f 

Hendrick says: ® ... 

The fact seems to be that the Swedish Court was openly pro-German; that popular opinion in 
Sweden similarly inclined to the German side; and, by January, 1917, the Swedish Foreign Office had 
become almost an integral part of the German organization. In many capitals German messages 
r were frequently put in Swedish cipher and sent to Swedish Ministers in other countries and by them 
B f J delivered to their German colleagues. Herr Zimmermann,’ in his desire to make certain that his Meat- 
us Kallw oars. r . 

'<*» Italic* In original- ' A ' ' _ ' 

68. V «:. v ■’! 

»• “(6050) and (13040)" 1* the British designation ot the code used by the Germans In sanding the message. Code 5950 ana on encipherment of 
13040, and a message sent In that code bad, accordingly, to be transposed Into code 13040 before ft was reed. (See pp. 4-14 oJ Mendelsohn, Charles I., 
Studies In German Diplomatic Coin Employed -During the World War. Technical Paper of the Signal Intalligenoe Service. Washington, 1837.) , ' ; 
m Bemstorff, p. 373. 

• Headrick, vol. Ill, p. 338, 
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«.j can telogr€Ut»;4b<rai4i-!fwiob WMfctDftioih again fell back upon the assistance of hi* Swedish confrsss*. 

- ; He^»§itt^^n^a^§i.toHt^ ^wcii^ Mhii8te* to Berlin; ibis functionary sent it to Stockholm, Swe*s$g 
, : ..JttoifX thia point it wps cabled to Bpcnoe Aires. Aijjisntiaa, and from that city cabled in turn to 

/ ^Ingtohr Tie Jeuh&y.'WM a rouMMbottt'one, covering about ten thousand miles. Yet nothing t 
• L j^*serit throii^h tfieiffir'br _ under the sea seemefito escape the watchful attention of the British] 

- •*•’>! f - ‘> ^fntellrg^noe, and thS^8wfe«Bsfi tneseagte was captured almost at the same moment as that one which ’ 

going by the V • . i.r* t; 

A ; b ! It asrto be noted that According 1 to Hendrick “German messages were frequently put. 
Bwedishf' cipher a nd asnttoSwediah Ministers - * * *” and he implies that the British wad 
th e Swedish code. 5 ';; ^ !/!^' J ’* ,/ ,/ '*Z ' \ 

f . ISfow if ^ouW fee-eSsy' ; that the British obtained and read messages in,; 

code, for itheir intercept service pretty well covered the earth. It is, however, 
unlikely that-fchs Gemmas would give the Swedes the text of a message to be put mto dwed&h 
code for transmiswon - -Why reveal their secrets to rite Swedish Government? It wm m mi# 
easier merely to ask Stockholm to forward a message in German code — precisely as they asked 
the Americans to do-M, as we shall soon see. Not only, however, do probabilities point 'away 
from any idea that a Swedish code was used, but we have two pieces of evidence on Hub matter 
the authenticity of which cannot be questioned. „ ’ d 

On September S, 1917, the State Department published the text of three code, messages 
sent by the German chargS d’ Affaires at Buenos Aires to the Foreign Office at Berlin. These 
telegTfims' became notorious as the Luxburg or “sink without trace” messages. They were 
furnished by the British.,' for the American cryptographic bureau had as yet hardly been or- 
ganized ,at that tinie... The files of the State Department contain several messages in connection 
with this, episode. Among 4 t]b,em is one dated September 18, 1917, to Bell (Secretary, American 
Embassy, 'London) from Harrison (Secretary in the Diplomatic Service, assigned to the Depart- 
ment, later — 1922— Assistant Secretary of State), in which Harrison transmitted the dates and 
initial groups 1 ' of 22 messages sent from the Swedish Foreign Office, Stockholm, to the Swedish 
Legation*, Buenos Aires and asked: “Please let me know os soon as possible if British authorities 
have copies of all these messages, if they have been successfully treated, and if so telegraph con- 
tents at earliest possible moment.” On September 19, Bell replied as follows: “Numbers '4, 5; 
T1. 16.17. 18. and 22 are in Swedhh code and undecipherable here.” 

SPMwwver, we have a directsfcatement of the war-time British Cryptographic Bureau on this 
f pdmt^After America’s entry into the war, th e British gave the American Govemmen t aLpaftial 
I fe<^yo^h^G .enh ftn cod e-lmb.?m..as.,C.odeJ,3.04 i 0.,jwith'ffirec.tion8iox:its^use. These directions con- 
| taihahe express statements that Ge rman messages sent bv Swed i sh officials were in enciphered 
German _code,- i; e. the original code groups were subjected to a process of systematic alteratiori) 
and that the transfer, or retransfer, from Swedish to German hands was made at Buenos Aires. 
The method of encipherment employed to disguise the messages upon their transfer was of sue! 
nature , as not completely to remove certain resemblances to German Code 13040. These 
resemblances aroused the suspicions of the British cryptographers, and detailed study followed. 
Once the nature of the disguise was learned, its usefulness was lost, and the Germans might 
have spared themselves the trouble of disguising the code when they gave their messages to 
Swedish officials for forwarding. >• . 

, We have seen, that the British Government once informed the Swedish Government that 
/ it was '“in possession of positive knowledge that the Swedish Legation, Washington, had trans- 
mitted to the .German Government through the Foreign Office, Stockholm, message from Count 
Bemsfcorffr” ’That was “in the summer of 1915/’ The fact that the practice was not stopped 
for 2 years or more, though the British must have been fully aware of it, speaks for itself. The 
British authorities must have realized soon after this protest, which » as no doubt made early in 
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thecryptoP^pye war, that the information they were gleaning from the study of these messages 
'was too valuable to lose, even taking into account the fact that the messages were of considerable 
use to their enemies. It is more than likely that the information was at least as useful to the 
British as it was to the Germans themselves. In some cases there is no doubt that it was even 
more useful. 

\ Finally, there is another important telegram in the files of the State Department on this 
subject. It is dated September 17, 1917, and was sent by Bell to Harrison. The first para- 
graph is of great interest. It reads as follows: 

. .. r, I am now able to inform you Zimmerman’s telegram to Eckhardt instructing him to induce 
Mexico to attack us was forwarded through Swedish channels. It had to be sent through Bernstorff 
for his information, but as Sweden had given up transmitting German telegrams direct to the United 
Siites after the British protest in 1915, it was sent through Swedish channels to BuenOB Aires and 
"•there turned over to Luxburg who repeated it to Bernstorff. The latter retransmitted it to Eckhardt. 
:F¥dm Berlin to Bernstorff it went in a code which the British had at that time only, partly succeeded 
in deciphering and of which Eckhardt had no copy. Bernstorff had to repeat it to Mexico therefore 
... ■ :■ in another code known to the German Minister there and incidentally to the; British and it, is of this 
message that we obtained a copy. . s , 

. Of certain portions of this telegram we shall have more to say later, as they are of extreme 
.interest from the cryptographic viewpoint. At this point we sh^. merely indicate that there 
f isgood reason to believe that the British authorities did not tell Bell the whole .story .when 
f ^they gave him the information which is contained in the foregoing telegram. Who blame 
them for, withholding their most precious secrets? .» . 

.. n r: We come now to the third and most interesting of the several channels available to 
GermanForeign Office in communicating with Bernstorff in Washington— the Berlin-Copen- 
hagan- Washing ton route used with the cooperation of the American State, Department,.. We 
shall, quote from the Hendrick narrative: 28 

The German Government forwarded this dispatch to Washington In still another way. Indeed, 

■ . -t < 'v ( , , • the most remarkable incident in this remarkable transaction remains to be told. Evidently the Ger- 
man .Foreign Office feared that transmission by wireless and cable transmission to Buonps Aires^- 
by grace of the Swedish Government — might fail them. The prohibition the American Govern- 
ment had placed upon the use of wireless from Nauen to Sayville, ’Long Island,’ might naturally cause 
apprehension as to the delivery of messages sent by this route. Tbe cable line from Stockholm to 
Buenos Aires and thence to Washington and Mexioo was a roundabout ODe,,and a 
•iM V,' . .; raitted thatway might conceivably fail to reach its destination. .f, ; • T\ ' 

The dispatch of this telegram, however, was at that moment the most important business before 
;■*■»• the German Foreign Office and its safe arrival in the city of Mexico must be assured at any $6st. 

, . There was one method that was absolutely sure, though the fact that this should: have occurred to 
Zimmermans must be regarded as one of the most audacious and even reckless strokes of the war. 
Humor of any kind the Germans seldom displayed at crises of this sort, yet themeohaniain adopted 
to make certain that this plot against the American people would safely land on BernstbrfTs desk 
evinces mu unmistakable gift — even though an unconsoioue ono-^or the^ardoiflc;"- ’- 
' The transaction reflects so seriously upon the methods of the State Department that it would 
'• probably never have seen the light had the Germans not made it public themselves. In 1919-20 
... the,. German Constituent Assembly held an elaborate Investigation^ ,jhto Jkpe responsibility fo*. the.war. 

’ In tiff s 'the Zifnmermann telegram played its part.' Among its published documents, is a note which 
. ... '•'■•’-''reynals otie route by which this document found its way ’across the AtlAht£8:^ ! '!ft says: f "';” ' . 

it "Instructions to Minister von Eckhardt’ were to be taken 'by fetter hy ! ' ^ay of ' Washington 

. «;■ , . by U-boat on the 15th of January; since the U-boat DeuUchktnddid not; start ..on her outward trip, 

{ . V ; t these instructions were attached on January 16th to telegrt^ No.,,157^ and through the.. offices 

of the American Embassy in Berlin telegraphed to Count Bernstorff.liy .of the State Depart- 

■ ’* ' ment in Washington." * ’ T,'*' 

’• ' dbtn ' j*y,?? r ¥:%piXl 

. » Hendrick, voL m, pp. 888-341. . i <■!>.!•■ **-*.; ’ • • . ' . ,. 

« Hendrick’s footnote: See Vol. II, p, 1337: “Official German Documents Relating to tbe World War:” ” Translated under the supervision St 
ttejCsnMgie Endowment for International Peace. [This work is referred to in the present paper as Oemgn.f/sarfaps,] . . t r , 
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What this ZKS&C* is ibat the Gvrman Foreign Office need the American Government as an fcrsswd 
. f for the tranfjniwton-.e# a doeusrifflst that e«3taii>ed a plot against its own territorial integrity. * 

... ;< The German Government, many times in the course of the war, used the good offices of the A<to$y- 

ican State Departxaent for transmitting messages to Ainh&ssador BernstorfT. Germany had noe^a 
communication with the United States; the wireless was unreliable and not always available; 
sionally, therefore, the Germans would request Washington to serve in thi» capacity. As ail wiSi 
messages touched England before starting across the Atlantic, the consent of the British Govera*a«*t 
• ' Was necessary, before the favor could be performed. That, the British graciously permitted the^^- 

rnans to use their oable facilities may possibly have seemed, at the time, an act savoring of the 
nanimous; the fact, however, that the British possessed the German cipher and read ail these «»•*«. 
*' sages as they sped through England creates the suspicion that they may have regarded this as a 

■■■■> . ; of obtaining valuable information. fh\ 

Hendrick makes it appear that obtaining permission to use the American State 
ment facilities was » rather simple matter and that many messages were sent by the Slate 
Department for the Germans in this way, without realization on the part of State Department 
officialdom of the possibly serious con**qucfices that might ensue. That this is far from the 
truth Swill appear later. His statement, too, that “As all such messages touched England 
before starting across the Atlantic, the consent of the British Government was necessary before 
the favor could be performed" is meaningless when one considers .the matter. It is obvious 
first Of all that had the American Government been so naive as to ask the British Goverh- 
’ ifiefit's consent to such a procedure the latter would certainly have refused. It is likewise obvious 
that when BernstorfT wanted to send a code message to the Foreign Office in Berlin, the State 
Department could not simply address a telegram to the American Ambassador, Gerard, in plain 
language asking him to “Forward the following code message to the German Foreign Office.” 
"The British would naturally not pass such messages even though the greatest neutral country 
asked such a favor. Such a procedure is not a diplomatic possibility in time of Wajfr If not 
in plain language, the forwarding by the State Department of German code messages had ^ to 
be .done through the intermediacy of State Department code. Assuming that official messages 
of the American Government to her ambassadors and ministers in Eufope were not subjected 
to any study whatsoever by the British Cryptographic Bureau (which is difficult to believe), 
it is possible that this practice might not have been detected immediately by the British. Blit 
the manner in which the messages were actually drawn up was such that the discovery of the 
practice should and must have been particularly easy if American messages were even hastily 
scanned. Here is an example of the plain text of such a message, copied from the files of the 
State Department: 

• ■ . * . • 

Amlegation 

Copenhagen 
Forward Berlin 
3803 

Deliver to German Foreign Office the following message from Ambassador Bernstorff. 

(Add German Cipher.) 

LANSING. 

Lacking a copy of the telegram as actually filed for transmission, the form the code message 
took when filed cannot here be indicated; but we have on this point the positive statement of 
Mr. David A. Salmon, then as now Chief of the Division of Communications and Records of 
the State Department, to the effect that the code groups of the German, c o de message were not 
reencoded in State Departmer^ code, or changed in any way whatever: they were merely 
added to tEe preamble requesting the forwarding of the message. This preamble waa in code — 
American State Department code. Now the code groups of the American code were most 
commonly in letters, while those of the German code were in figures." Furthermore, the 

** In a few oases State Department oode messages consisted of flgur*t»w£* the istf^ nwt w&vartsMy 5-digit group*, Oeraain 

oode massages as stated further m, peos&ed of 3, 4, and 5-digit groups. 
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code groups of the German code were characterized by being composed of three, four, and five 
digits, whereas in most codes of even those days all of the code groups uniformly contained five 
letters, or five .figures. Hence the subterfuge was sure to be detected almost immediately by 
the British. Still they made no protest. Why? The answer must surely be obvious: they 
were glad to have access to this leakage of valuable information, and to lodge a protest would at 
once dry it up at the source. 

Whereas Hendrick makes it appear that our State Department handled many messages 
for the Germans, Lansing in his account of the matter makes it appear as though the trans- 
mission of the Zimmerman telegram via State Department channels was an isolated incident , 
or at least that this method of communication was placed at the disposal of Bemstorff only 
toward the end of the period of strained relations. Quoting Lansing: 29 

At eleven-thirty I went to the White House and for an hour discussed with the President the 
substance of the [Zimmernmnn] telegram and the way to use it. The President said that he had been 
wondering how Bemstorff got the message from Berlin, and that the closing of secret lines of eom- 
. V>, ► munication with his government made him a little uncertain as to its authenticity. 

I told him tliat I thought it could be easily explained, my opinion being that it was done in the 
. following manner: During the early part of January Count von Bemstorff, at the instance of Colonel 
House, had been laboring with Ms government to obtain concrete terms of peace. The Ambassador 
‘ ' had complained of his inability to communicate secretly and therefore freely with Berlin, which he 

; ! ‘ considered essential in order to accomplish his purpose. In view of this reasonable statement we 

) had consented very reluctantly to sen d [that is, in a cipher, of which the Departm ent did not have 

■]'. the key [ messages for him through our Embassy! 5 ® ' nTTiTwe did several times. , permitting the German 

. ! Foreign Office to reply in the same way. On January seventeenth an exceptionally long message 

(some one thousand groups) came through from Berlin. On the eighteenth this message was delivered 
to the Ambassador. On the nineteenth the telegram from Bemstorff to Mexico was filed. From 
-y? ( these facts I drew the conclusion that in the long secret message delivered to him on the .eighteenth 

fj ;:<• . was the message for the German Minister besides other orders as to what to do in case of a severance 

' ! b of diplomatic relations .* 1 ,• . S 

The President two or three times during the recital of the foregoing exclaimed “’Good Lord!” 
and when I had finished said he believed that the deduction as to how Bemstorff received his orders 
was correct. He showed much resentment at the German Government for having imposed upon our 
kindness in this way and for having made us the innocent agents to advance a conspiracy against - 
this country. 

Carpful study of available records shows that while this channel of communication was 
used on.more than a single occasion, it was used not nearly so freque ntly as He ndrick im plies, 
and that its-emplo.vm ent was confined to periods of strained relations. 1 1 The first was on June 2, 
1915, shortly after the sinking of the Lusitania, which occurred on May. 7, 1915. Of this period 
Bemstorff says: 83 » v*: r 

> • ’ -fit is certain that if I had not at this stage of the Lusitania crisis had my interview with the Preri- 

,• y ; • ■ ■ -dent, relations would have been broken off and war between the United, States and Germany must 
inevitably have followed. * * * During our conversation, howevet,- tjie,, President offered for the 

. first time to permit me to dispatch a cipher telegram through the State Department, to be sent on 
Bv^the American Embassy in Berlin.** . « • : | ” ’’ ' 

•. -• Y. .. 

» 227 . 

“ Bnteketwl matter ao In original. * ' *•**• • *" • ••• ■ ■ ' f 

1 - “ A footnote at this point contains substantially the same matter as Is given to our extract-trim Hendrick given On p.U, regarding the way 
In which the Zlmmermann telegram was to have been sent by the submarine DeatidUand. . ; - . , 

. n Betpstorff, p. lSl and p. 1M. *’ '■ ? '»■ ‘ '■"■■■- .... t 

“ This statement Is not strictly correct, for there exists in the files of the State Department a letter dated' November 12, 1414, from Bemstorff 
to Secretary Bryan enclosing a message which Bemstorff asked Bryan to send to the Qerman Foreign Offioe. This message was in the Gorman 
oode, 13040, and, as Bemstorff told Secretary Bryan, asked “instructions from my Government for the purpose of publicly Indorsing the Belgian 
relief plan.” Attached to tho letter is the text of the code message which we have decoded and find to be as described by Bemstorff. TUs message, 
incidentally, was in the same code <13040) as the Zimmerman n telegram la the form In which the latter was forwarded by Bemstorff to Mexico 
Oity. ■ - 1 A- • • .• 
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payed fcbe way for several more during, the 6&me 



\ . , . This initial instance 
as ^evidenced by Bernstorff; 54 

.’■?••>/. 'if ^ From this hme enwards [that to about July 21, 1916] Mr. Lansing agreed -with me 1 that, nfck 
•j - ifeguiar thing, I should fee permitted, Whatever .ftegotiations were going on, to send cipher dispatatfes 
L' . 'jiii ^Oi^y Government through the channels at the State Department and the American Embassy fc 
Berlin. It wifi be remembered that a similar privilege had been granted me at the time of the Lum^tid 
incident. , f 

. Butyjleet one jump to tlie conclusion that the State Department was cardess.in piaeaxg 
its facilities at the disposal $f Itjjte Germans and Regarded the matter as being without pcsJlj^r 
bility nf serippa reperod®ipia^let it lje noted thatpfr, Lansing not only realized the fu4 ? im|fe- 
cations of the unusual procedure but a lso refused toT ransm it a message on at lea$t one oceans 
op the ground that there appeared “to be no particular urgency for the transmission i'p 
measage ori, account of iatlrKr of the subjects mentioned.” It must also be noted ftit ihe 
SfcateDeparfcment tranxrnHted messages not only for the German Government, btts ahafr fpr 
the Austj3ta»n,a8 is 'Mgwd bya telegram dated February 4, 1917, from Lansing to Ambassador 
Pi^^ld at-'Viennal*^^ ! • 

‘^^ DespitC the qn^tnmftble propriety of this procedure on the part of our diplomatic officials, 
it-ihljsasy to underetand why President Wilson and Mr. Lansing made the State Department 
route available in the circumstances that then existed. For, with their complete control of 
cable facilities, the Allies were able, to transmit any information they pleased without censor* " 
ship 4 Of any sort -by ahy other Government, while the Central Powers, having no cables, were 
forced'td use radio, and even then had to submit their messages to a censorship exercised by 
foreign powers. . . 

j i^It may possibly be supposed that the Zimmormam telegram was transmitted by radio 
from Nauen direct to Mexico, inasmuch as there was a powerful station at Chapultepec. But 
the evidence is fairly clear against such an hypothesis. The Chapultepec station was hardly in 
w&kSyjg: 'order' by October 1918 as can be seen from the following message: 87 

,.u; From: .Madrid . ... ..«• • 

■- ..V Tot ‘Berlin . ; 

No. i220 
Oct. 8, 1918 

* 1 ' JAflNKE reports from Mexico without date: Cipher telegrams 6 and 7 cannot' be deciphered. 

’ Please send thrice each time.' A wireless station has been erected. I am now trying to get into 
communication with Nauen. * * * '< *'gi v *' 

Jahnke was a secret agent of the German Admiralty who worked in the United States' and 
Mexico. His t elegrams were sent by von Eckhardt, the jGerman Minister at Mexico City; to 
Buenos Aires fo ri relay ~to "B erlin! While the"fbregbing message 8tTtes"TKat“‘ < Jahnke reports 
froSTMexico without date’ 7 we can fix the date of the report as not earlier than June 1 ®, 1918, 
because cipher telegram No. ‘7, mentioned in that report as being indecipherable, was sent on 
June 9. 88 While it is possible to imagine that messages might have been transmitted from 
-Nauen in the hope that they could be heard in Mexico City, yet the fact that as late as the middle 
of 1918 Jahnke was evidently having a great deal of trouble in receiving signals (note that be 
asksi that signals be sent thrice each time) makes it extremely unlikely that a year and a half 
before then the Germans would have tried to get the Zimmermann telegram to Mexico City 
by sueh an uncertain route. - 

WUi ■ ' .*i , . 

Bwnjtorfl, p. 188 . 

. MWVSSi pp. ® end 87.‘ .4 5 ■ 

. > .*IS8| p. Ill, contains tbs (oilowiHg message: "He [Aurtrian Ambassador] pram ted two messages to bs sent through pea to bls Oewsmmant,, 
which wen terwsrdad last night In department’s 1818, February 3, 7 p, a . and WHS. Fob reify a. 8 {•. an Oac mats message, out 152}, February 1. 

4 p. ns., was sent at Ms request Ibis monitor” 

« Ban Affidavit, ft. 284. 

*> HaD Affidavit, p. 244, 
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V We come- now to a study of the code used for the Zimmermann telegram itself: The tele- 
grmt- earned the number 158 and was appended to telegram No. 157 which' was sent through 
State Department channels. 8 ® If, therefore, lacking telegram 158,. we could ascertain what 
code waa usedfor telegram No. 157 we would have at least a clue as to what code was used for 
the Zimmermann telegram. But even this clue is lacking, for, despite most diligent Bearch, in 
which there was full cooperation from the Chief of the Division of Communications and Records 
in the State Department, we have thus far been unable to locate the original of telegram No. 157 
in the fUes of the State Department. However, telegram No. 157 was only one of & series ex- 
changed .between the German Foreign Office and Bemstorff via the State Department, and 
fortunately there do exist at least several other messages belonging to this latter series in those 



• . v AJl the8e mes8ages are of vital importance in a study of the strained relations immediately 

pjn^ding the break between Germany and the United States which formally took place on Febru- 
ary^; 1917, when Bemstorff was handed his passport. . They are all in a code which is known 
as 7600, as was acertained by a study of the messages in question in connection with their plain 
texts,' as published in the official report of the German hearings. 4 ®* 

; Sifice tKe'Berhstorff messages just mentioned were sent in Code 7500, the probabilities are 
■^eiy ;high that telegrams Nos. 157 and 158 were also in Code 75QO. But the Zimmermann 
telegram as given to Ambassador Page by the British was the decoded version of a message 
not in Code 7600 but in Code 13040. This code, 7500, is what is known to cryptographers as a 
“tworpart” or “cross-referenced” code. The two parts comprise (1) a Bet of 10,000 phrases in 
alphabetical order and numbered from 0000 to 9999, the numbers being entirely disarranged, 
i.;.e., .wthout any numerical sequence; (2) the same phrases fitted with the same numbers as 
with- the numbers in sequence and the phrases disarranged. The first part, 
withtthe phrases in alphabetical order, is used for encoding— -for. sending a message; the second 
partywith thehumbers in sequence, is used for reading a message which has been sent 'by means 
of the numbers. The advantage of a code of this nature is that the identification of any code 
group by an. outsider will yield no alphabetical clue to the. meaning oCi^ bthei* code group 
: ^||^j^>riuntericany in its neighborhood. Thus, 1256 might, in an English code of : , the kind 
described, signify "day,” 1257, “book,” and 1258, “shoe.” The reconstruction of a .code of this 
nature by analysis is necessarily a much slower process than the building upof a code book 
ia which the alphabetical order of the phrases corresponds to the numerical sequence of their 
codeigroup equivalents — wherein, for example, 1256 signifies “date>” 1257 “day/’ 1238 “daze,” 

• ' jm * *. v- ) ■•/r.'-i' fbt • 

jc ' kC^de, 75Q0, which as stated was a two-part code, was one .of, a. series.pf such codes which 
.th^^CrafiXMiiB employed. The code indicator for one of these oodes unifonnly consists of two 
£%uficant- digits followed by two 0’s. The two significant digits always* show an : arithmetical 
difference of 2. A skeleton reconstruction of Code 9700 and one of 5300 are in the Government 
fil^V -Cbde: 8600 was used by German officials '.in South Amwca during^the 'wax& ^Cbie 6400 
‘aiaoimga in use during the war. The existence of &s code -known?«& 4200swas predicted- because 
of; existence of the others, and was later confirmed from- aiFrench rource. 4 ® 8 ; .- ''■ • •• -■>£«: •'- 
€5odei'i3040 was an old German diplomatic eode of^thesipartiallyidisarrafiged' type; The 
alphabetic vocabulary is broken up into fractions and these’ again into smaller fractions before 
the numeral code groups are attached. By this process the original alphabetical- sequence of 

» German Hearings, p. 1337. •; '' ' % n > W'*-- ■ 

“ Some of these messages are BernstorS’e Nos. 154 and 15fl of November SI; 104 of Deoember I; 1W of December i, 1818; 212 of Jannsfy ldj SB 
of Jnnoary 21; 228 and 229 of January 23; and 239 of January 27. 1917. r ‘ vs e'JI" * 

*** See Mendelsohn. Charles J„ An Encipherment of the German Diplomatic Code 7 500, Technical Paper of theSIgnal Intelligence' Service,' 1838. 
«•* See Boucard, Robert. Article In Grinpoire, Paris, Feb, 5, 19S7. 
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the words and phrases id Oidy paitid^Sesto'oyBdt In the case of 13040 the method of dividw&f 
the vocabulary into fractions was such as to ksve vers- generous traces of the alphabetic!# 
arrangement and proportionally to facilitate the process of decipherment. Once begun) *&#. 
decipherment of such a code becomes progressively easier as more groups are identified; 

£wX? : - When Ambassador Page sent his telegram containing the English text of the ZimmenhsasO 

0 message, he said: 41 • •:•.« rr*i»v* 1 ? \>i: <. 

' '"*•■ I fcbail (fed by IfiAil a topy Of the cipher text and of the decode into Geriwati 

iTh^he Wste sent fi^i^'toft^hn bh Mirnh 2, but of course could not have toadied Waahin0d$g 
ittlfess thAh’ h tiefeek In the meahfeme, 8tili Worried about the authenticity of the !te!egfiu& 
tekhd* fof a^ebp^bf thiHjbrinan code, 1 as is evidenced by the following teSfegtorth?® 

...; j - t „ Washington, February 28, 1917— ~8 p> m. * 

V 11 K ' 449& Your 5t4Y; Pehnilry 24—1 p. m. Please endeavor to obtain copy of German code trass*. 

' ' v Mrl Baifoor, liecede kewagea and telegraph translations. All three messagea-ato- d»t«£ 

f ■ Jtu»4ary i7. *Cgned BfcfibStWlf,' ifid addressed to She Gentian Legations at Bogota, PortJ-£a-3ft , il*^ 

, . : add Santiago, Chile, mgwwriv'sly. 

[Here follow code MHwagw.] 

. . . ■ Effort will be made to secure copies of all German cipher messages as far back as posstble and II 

the Department wore id possession of the code there would be a great saving of time and expense, 
ip.; ' ' Ooatsjntk Of rttbASagek dMsodrtl here wotlld of course be eotnmhnicated to the British Qovfertiirtfebt. ‘‘ ' ! 
«T; .C '-‘fl > PubliCAH© K <tf 4(l«Mskernlh'nn [’g tetegraiii : to Mexico tomorrow. ' ' ■■ V- i'-< * 

A ii .i-.-ov'f - .;■ .v-.i \ ■ LANSINQi :h 

. P»g« replied; 44 • ,, * ; ; . ' >.* . 

Vfi'tdyk.'-'h* " , : j / , Lokvou, March 1, 1917-^U.p, n±.\ - (>■ 

•-S t r W - ' [Received March 2, 12:30 a. ,n).). - { 

’ , YpUt 4493, February 28—8 p. m. The three messages were deciphered to-day and are practically 
7 w : Mehtlod. They codtafd instructions td the three legatiP&s to use a certain variation Of the' tflpher eode, 

b;:;/: •»•? whfed communicating with Berlin. The one to Santiago was to be repeated to other miwiohrt fn SOuth 
,, America. The question of our having a copy of the code has been taken up, but there appear to be 
,,,- .. -serious difficulties. .1 am told- actual code would be of no use to us as it wag never used straight, h^t 
with a great numbeT of variations which are known to only one or two experts here. They can not 
be spared to go to America. If you will send me copies of BfernstorfTJ's cipher telegrams, the British 
authorities Mil gladly decipher thetn as quickly as possible giving toe copies ah fast as deciphered. 

I could telegraph tetts or summaries In matters of- importance and send the others by pouch, Neither 

■ Spring Rioe nor Gaunt knoW anything about this matter. •' 

........ . PAGE. , ,£ 

Mr. Page's informant 'was misinformed or was misleading, Mr. Pago. The code used is^ 
described by Mr. Page in his original announcement concerning the Zimmermann telegram:?*'' 

•■...■ The first £rb‘dp is the number of the telegram, 130, [sc. in the German numbering alid d&tliigcode, 
i -V Irt Which the group -130 means “Number 3”; the Zimmermann telegram was therefore mCs 8 age i .hl 0 w 3 
; Washington to Mexico- City 1, and the second is 13042, indicating the number of the code used. 

,. .. ,, v The last group but two is 97556, which is Zimmermann’s signature. ... . , t 

This description tallies exactly with the copy of the telegram as secured by Mr. Polk froth 
the Washington telegraph office. (See frontispiece.) The message was in straight unenciphered 
German code, and could be read by aiiy one in possession of both the telegram and the Code 
boOk. Not only was the Zimmermahn telegram as sent from Washington to Mexico* City in 
thie unenciphered 13040 code, but a whole multitude of messages between Washington and 
Berlin were sent in the same way. 



u Bee message quoted on p. B. 

O fHB, p. MS. 

« FRS, pp. 137 -U 8 . 

« Sat siesaact quoted on p. 8. 
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Admiral Sir Reginald Hall, in hie affidavit before the Mixed Claim* Commission, Said of 
this 6bd<s (Cfeimimt’s Exhibit 320, p. 776): 

i ?* The German cipher book covering this system of ciphering is to our possession, it having been 

-! captured by the British authorities in the baggage of a German consulnamed Wasmuss who was 

stationed at Shiraz while Wasmuss was engaged in an endeavor to out a British oil pipe line. 

; It seems unlikely that a German consul engaged in an expedition to cut a pipe line should 
carry a diplomatic code book in his baggage. Moreover, the British copy of 13040 is frag- 
mentary, and gives every evidence of having been gradually reconstructed in a cryptographic 
bureau through the decipherment of messages. A glance at the copy given by the British to 
thcUnited States after America’s entrance into the war will demonstrate this fact. This copy 
contains about half the vocabulary, but is not a transcript of part of the code book, since it 
cbmjris^^hie words arid phrases from all the pages. Some of the* identifications, too, are 
market! doubtful. An actual copy of a code book would certainly hot exhibit missing and 
doubtful sections. . . • ’ , 

‘‘ •'•'•On the other hand Admiral Hall’s recollection was probably only partly at fault. The 
British may very well have found in Wasmuss’ baggage not a copy of a code book but a copy of 
one or more telegrams with the code text accompanied by the cdtTnspdnding cleat. From this 
start they would then proceed to build up the Code book. As already indicated, the nature of 
the fttrufcture ofCode 13040 is such that a comparatively small amount of decoded material 
together with a number of telegrams in code will enable skilled cryptographers to, reconstruct 
the book.' ,.r.- 

... How did; the British Obtain the 13040 version of the Zimmennann Telegram? Page was 
told rthat it was • "* * * bought in Mexico.” While the British, for.; obvious reasons, 

insisted Upon the Mexican source of the message; we may have our own 1 opinion as to whether 
or not they procured another copy from the files of the Western Union Telegraph Office in 
Washington. ^ 

^oilbiring questions now may be raised^ri t h^ he- h o pe jd^fiadin g- accurate answers: 
Whyrwas' ithe Zimmermann telegram originally sent from 1 Berlin to Washington 'in Code 7500 
*fed not in Code 130407 What routes were really used for its transmission? If several routes 
^10 really' u^d,’ when did the telegram first reach Bemstbrff? Why did Bemstorff forward it 
in aaabther code? When did the British first intercept the message, if it was sent by; more than 
one-toute? Were they able to decode it at once, and if so, why did they wait more than a month 
before communicating its contents to Ambassador Page for forwarding ^to: Washington? And 
which version did the British Government hand Page, the one ih Code 7500 or tbe'one in Gode 

J3&40? ' The fuiswers to these questions are vital points in this ^ 

: ,Jf1he Zimmennann telegram was prepared originally, in German code ?5pb ; beca^,ihat was 

tW.eode^employed for these special communications between ,thn German Foreign Olfice and 
Besnatorff for r direct communication via State Department chanirtfe at the time itt'question. 

' 'I^ GenJ^ h^rihgs^ntoih extremely interesting testimony bn thik jpbint, fcr the ZhSUHermann 
telegtoin episode was dismissed with some detail at those .fea'rings, the prihted rbcbrd con- 

tains sufficiently interesting testimony on the circumstances stirrounding the, disclosure of the 
text of the telegram to warrant quotation. 4 * - ^ i ,r\ „*> 

- ‘ ■' Delegate Dr. SchOckinci. Was there—- and this is a touch lirPre important an Investi- 
gation into the fate of the Mexican dispatches? ' '• 

Witness Ooxsin V. Bebxstobfs. Yes, as investigation did, take place fat that instanced e, • 
Delegate Dr. ScHtiCKiNG. And what was the result of this Investigation, so far as your -activities 
came into question? • 

- •’ ’ • =&;■ - f’i '5v •* }.;’ >? 7 p$- :. •>>.• V. 1 ' 

# Qtrman IkvtoQ*, PP, ttft-835; 478-481. = * s 

*• 'j, : • •• ? ». ? : * 4 -Sv J. «/•*> .. . ■ 
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Witness CotsT V. BesNsroBF*. 8 o far- as I know, no result was accomplished bythe invaaiti- 
gation. But s ub seaaentiy I came to have no doubt upon li.c point that all our dispatches were decr ie d 
by the British and placed at the disposal of the Americans ~~™~— ~ 

Expert Dr. Bow. By this, you mean to say that this dispatch was caught between Germany and 
the United States, and that the decoding was not the result of transmitting the message to Mexico from 
the United States by land?' 

Witness Count V. BsRjteTOH*’?. According to wliat 1 learned later, I assume that the British 
decoded all the telegrams which came over the English cables. 

Expert Dr. Bonk. We shall have to go into this matter more carefully la. tor on. , 

1 The Chairman . Yes, but for the present we will close the matter here with this. ' f ’ S!v ^: ' 

Delegate Dr. Spabk. Secretary of State Zimmermann will give us information later tjM M fBji 



the question of the box. 4 ** The statement which we have received from him on the point, differs 
from yours, your Excellency; But he will tell us about it himself. vjtiL-jfW* 

So far as concerns the dispatch to Carranza, the complaint lias been mode that there was .no 
change of code, and that the old cipher was used, which had been known for a long while; that it waftin 
" this way possible tor 4tse dispatch to be decoded. How about this? 

Witness Count V. BsaswroRrv. Naturally, the code was changed much less during war ttf&* ®a*» 
wm otherwise the ease, but that was due to the fact that it was impossible to send us new ciphers. •* 
.. , . The last .time 1 received new ciphers was by way of the U-boat Deutschland. * * * Twicer on 

( ■ both the trips of the U-boat Deutschland I was sent new ciphers.*’ 



.*• ... a * • * * * * * • . 

' .Expert Dr. Qostzscb. May I be permitted at this point to ask a question concerning the oiphers 
, .... and cipher keys?. , 

The Chairman. That would seem to be connected with the point at issue, and in any event We 
shall hardly have an opportunity later on to go into it. 

' ' Expert Dr. Hobtsbch. I would like to ask Count Bernstorff to make us a brief statement covering 
/ the use of the ciphers, the key to the ciphers, etc. It is well known that complaints have. been made ini 

■ , respect to the use of the cipher, The Count said something with regard to the matter during , tha 

first session. , 

Witness Count V. Brrnstobff. It is readily understood that, under the conditions which I have 
/' described, the ciphers were not changed as often as would have been the case under normal Conditions. 

/ ■ In all probability, if communications had not been interrupted, we would have received-new ciphers 

/■ every month or every other month, so that they could not have been compromised so easily. To the 

extent that my memory serves me, the only occasions upon which we received new ciphers were ow the 
two trips of the Deutschland. To the extent that it was possible to do so, we operated the available 
ciphers by means of keys ; stated in gjying jnyJ k^ 

British.deciphered all our tejegraros w . 

/ Expert Dr. Hobtzscs. How do you explain the fact that the English were able to get such a 

\/ knowledge of them? . > <*5 

Witness Count V. Bbbnstobff. I am no cipher expert, but the cipher experts now state that 
there is absolutely no cipher which they cannot decipher. I do not know how right they are in .this, 
but, in any event, the experts say that there is absolutely no cipher which they cannot decipher, provided 
/ they have before them a sufficient number of telegrams. And this result, particularly in the case of 

/ the United States, was probably due to the fact that circumstances were such as to force us to make 

J use of an extraordinarily large number of ciphered messages, and we often sent our reports and tele- 

grams in double or triple form, in the hope that in some way they should reach Germany. Conse- 
quently, the British must have had an enormous amount of material in the way of cipher dispatches 
of ours, and in this way it was possible for them to break down our various ciphers. 

Expert Dr. Hobtzsch. So that, according to your conviction, the question of treachery or care- 
lessness is not involved in the matter? - 'fi 

Witness Count V. Bernstorff. I can state under oath that I do not believe that there was any 
treachery or negligence. 

**• The word "box” has reference to too dispatch has which the British bond and seized on the boat on which Bernstorfl returned to Germany 
attar severance of diplomatic relations. (Seep. 4.) 

» Bemstorff's lest answer is disingenuous. The mutton Is about the code used from Washington to Met too CUy. the answer U about the code 
from Berlin to Washington. Why the German Government did nut change the code from Washington to Mexico City remains a rWhOe. The 
border was not carefully guarded even aftec we entered the war. 

« On its first voyage, the DmtscAland docked at Norfolk on July 9, 1916, oo its second voyage. »t New London on November l, ttU. 
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A etudy ol available messages, exchanged between Berne torff and the foreign Office in 
Berlin during the period of strained rela tions indicates that Code 7500 wasone of the two received 
by Bemstorff via the Deutschland , and this code was apparently reserved for messages of the 
hipest iinportance. Code 13040 was nevertheless used concurrently with Code 7500 as well as 
,wrth other codes. Code 13040 was very old; in fact it used the old German! orthography and 
whereas it contained words like “velociped” it failed to list such a word as “U-Boot,” except 
in .ft Supplement, and was not sufficiently up-to-date for foreign co mmuni cations. 

, As to the routes really used for the transmission ol the Zimmermann telegram, all the evi- 
dence thus tar cited indicates that two routes were certainly employed, even if the wireless .was 
not uted. The first was the State Department route, and it is clear that the telegram was sent 
oo January 16, 1917, via that channel. The second route, according the statement contained 
in the cablegram from Bell to Harrison quoted above (p. 11), was via Swedish channels, and since 
Bell told Harrison that the British had succeeded only partially in decoding the message, it may 
be assumed that it too was in Code 7500. If the wireless was used, the same code was almost 
certainly used. The British in the fall of 1917 apparently saw no Harm in telling, Bell that, the 
Germans, had employed Swedish channels for ihe Zimmermann message because the subject 
of the moment was the famous Luxburg “sink without tra ce” message which had been sent via 
those same channels. Howover, Bcfi'wasloot told that the British had intercepted the Zimmer- 
mann telegram sent via State Department channels for reasons which ydll presently become 

cW- . , . ’ ’-..v - ; 

, . The British undoubtedly intercepted the State Department message which served,. so to 
speak, as the envelope for the Zimmermann telegram, on January 16, 1917, or, at the latest, the 
p$xt day. Were they able to decode the German code text contained within the State Depart- 
ments message? The answer to this question is of great crypfcographio interest. ITiey were 
ahn to read it— but only partially. The evidence for this is fairly clear cut. N’ot.only have 
the. Bell to Harrison cablegram referred to above, which specifically states 
t^ Be^torff it went in a code which the British had at that time oply . partliy’ succeeded in 
deciphering, but we may also note some corroborative evidence, for, <ni8..sta^e>nen.<| in DenMc^B 
version, reading as follows: 48 , v . 
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,• On the 16th of January 1917, the ever-watchful ears of theBritish; wireless operators detected 

v ..the characteristic spluttering which informed them- that another Germao message was speeding, through 
the air. . When decoded, the British found that they possessed this, somewhat disjointed, but still 
extremely valuable document: ’’ ' ’ ' •*’ ' "■ , V'l , i 

“Zimmermann to Bernstorff for Eckhardt- W-.158>*' A - : ‘ '■> 1 

■■ >,:, 4 

“ “Most secret for your Excellency’s personal information and' to Be'l&hded on to the Imperial 
, /z *_ •/Minister in ? Mexico with Tel. No. 1 * *• *\ by. s'safe- route; fl’Ji, 

«We purpose to begin on the 1st February unresti^ted submarine, warfare.; - In doing go, . 
^^ti^^f^bowever, we shall endeavor to keep America neutral. ,lf we^slmuW'n^tj.fiucoeed ir 

I a 'T . doing.so) we propose to (? Mexico) an alliance upon the foDowing basis: L , 

in * • Tpt. v ' _ “(joint) conduct of the war . f*? 1 ~ ‘ iUh ‘ ’ . 

“ i *•'<'*' “(joint) conclusion of peace. - J - V‘ ; - »-.< ■ 4t« l'i . 

idua* “Your Excellency should for the present inform the 'Presldent-secretly ..-(that' we expect)! war 
with the U. S. A. (possibly) (* * * Japan) and at thp-a^i^ 'tuue to negotiate betw.eeia-.us.and 
Japan * * * (Indecipherable sentence meaning, please tell ,th^. President) , that 
, , , our submarines * * * will compel England to peace in a few months. Acknowledge receipt. 

ZIMMERMANN.” • 

■ ■ ■ ■» ■ '— * ’ Y? „-V 4 . * X-Zy’i..’ * ‘54* * - j 1 r > 

“ Hendrick, vai. Ill, p. 336. < , •; 4 , 

« In Admiral Hall's affidavit ft is explained that la the British fllee a lettar tancvred bva iinmber tridkadid dm paint at origln t^il aarfal nhalbtt 
of the message. “B 120 ," lor example, means Berlin’s message No. 120 to a given destination, . While the number "lS8".fe correct. u.thi sertalxtusn- 
ber al th* Zimmermann telegram the "W" (i. e., Washington] preceding It b an error. and sbouWread VB” (i. e., Berlin.) > - , , - , 

• • 'J-J-fi l i J e.r' ?■> Wiris., • 
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This somewhat oonfmed message gives as idea of the difficulty of picking up wireless symbols 
sent across the Atlaotte — at that time — in midwinter. Bu i there is a conspicuous discrepancy between 
this telegram and the more' complete and finished one scot to Bernstorfif by way of the Washington 
cable office and by him relayed to the city of Mexico. The plan for dismembering the United States 
. and making President Carranza a free gift of Texas, New Mexico, and Arizona does not appear in it. 
Whether this omission was the result of defective wireless work or has another explanation is not yet 
dear. 

We have reason, to doubt that the Zimmermann telegram was sent by radio. When one 
examines the text of the message as given by Hendrick and compares it with the German text 
of the original Zimmermann telegram as published in the German hearings one sees immediately 
that this partially decoded text quoted by Hendrick is that of dTe^if^d"Zimnu)rmanij ' telegrani 
as prepared in Code 7600” and transmitted via State Department channels. The "give adray” 
is contained in the opening sentence to the message: “Most secret; for Your ExceBtt&cy'* per- 
sonal information and to be handed on to the Imperial Minister * * V’ This form the 
preamble to the actual Zimmermann telegram as it left the German Foreign Office. It is Rate- 
rally ndt contained in the version which Bematorff sent to von Eckhardt. in German Code 13040 
and which the British obtained in Mexico. The lacunae in the first solution obtained by the 
British are there' because the British had only partially succeeded in reconstructing Code 75001 
Hendrick,; specifically calling attention to the omission of the plan for dismembering the United 
States and making President Carranza a gift of Texas, New Mexico, and Arizona, raises the 
question as to whether this omission was the result of defective wireless work or has another 
explanation. Does he wish us to infer that Bemstorff added this interesting feature to the 
message? How absurd! 

The real explanation is cryptographic in nature. Such names as Texas, New Mexico, and - 
Arizona would not be included in making up a small code like 7500. In fact, the name of only 
one of these States— Texas — is included in the much larger code 13040. These names, if they 
occurred in a message, would have to be built up syllable by syllable by the use of several code 
groups; and unless these code groups were used frequently in other messages a cryptanalyst 
Who was solving the messages by analysis would have no way of establishing the meaning of 
these groups in the Zimm ermann telegram. Code 13040, as has been pointed out, retained 
decided traces of its original alphabetical arrangement, and had, moreover, been in use for a 
long time. Code 7500, on the other hand, had no trace of alphabetical arrangement, and had 
been used between Berlin and Washington for a short time only. It had been brought to America 
(cf. note 47) by the submarine Deutschland on either July 9 or November 1, 1916, and the earliest 
7500 message which the present authors have been able to find is dated November 16. In these 
circumstances the British reconstruction of 7500 had not reached the point where it was equal to 
the complete decipherment of the Zimmermaim telegram. When, however, the 13040 version 
was obtained, the entire message was read without difficulty. 

When all is said and done, the decipherment of the 7500 ve rsion of the Zimmermann tele- 
gram , even to the degree given in the He ndrick ver sion, ...ap proaches th e un believab le. This 
statement is not to be understood as in any way questioning the skill of the British cryptog- 
raphers. With the greatest skill in the world, however, cryptography is a science assisted by 
art, and is not in any sense clairvoyance There are only about a dozen 7500 messages in the 
American files. If we assume that the British had twice that number to work with their feat 
remains astonishing; for it must always be kept in view that 7500 is a code in which one identi- 
fication gives no alphabetical clue whatever to another, and that this complete absence of 
alphabetization likewise makes it impossible in many cases, even where the general meaning of 
a code group is apparent, to choose among a number of synonyms any one of which will fit 
equally well. A lacuna of five or six code groups, not to mention longer ones, renders decipher- 
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meat not merely extremely difficult, but literally impossible, for the simple reason that there are 
an infinite number of ways in which such a lacuna may be filled. 

It may be that Code 7500 was in use by the Germans for other traffic than the Germari- 
American, and that the British, as a consequence, had access to a very large number of messages. 
The employment of a code in different parts of the world is not unknown in German practice ; 
we know that Codes 13040 and 18470 were so used. In this way the British may have made 
considerable progress in the solution of the code before the Zimmermann telegram was sent. 4 *® 

Nevertheless, the information which the British obtained from this partially solved message 
was apparently clear enough and of sufficient importance to warrant their disclosing it to the 
American Government at once — if they wished to. Still, they did not do so. Why? Why did 
they wait from the middle of January until February 24? One astute student w raises the 
pertinent question as to the motives of the British in handing Ambassador Page a month-old 
telegram: 
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There is no doubt that President Wilson was profoundly shocked by this revelation of the fact that 
one could not go to war with Germany without having the Germans fight back. It did not even occur 
to hhn to question the authenticity of the document or the motive for the production of a month-old 
telegram at just that moment . 41 At once the President cabled back his thanks for “information of 
such inestimable value” and his “very great appreciation of so marked an act of friendliness on the. 
part Of the British Government.” No suspicions crossed his mind. The cable arrived on Saturday 
evening. 1 It was some time on Sunday that President Wilson abruptly concluded that an appeal to 




■V- 4 A 2 , :l®fifJA Congress for authority at least to arm American merchant ships was unavoidable. On Monday he 
' went again before the joint Houses of Congress. “Since,” he told them, “It has unhappily proved 
ivt - ' impossible to safeguard our neutral rights by diplomatic means * ' ' * * there may be no recourse 

but to armed neutrality.” 

Millis ia, of course, quite correct in stating that "It did not even occur to him to question 
‘ authenticity of the document * * The evidence on this point, based on a study 

not only of Lansing’s Memoirs M but also of the communications which were exchanged between 
Lansing and Page before the text of the Zimmermann telegram was made public, on March 1, 
1917, is most conclusive. 

Let us briefly review the chronology of the case: 

January 16, 1917: The telegram is transmitted in Code 7500 (via State Department chan- 
n«J») from the German Foreign Office in Berlin to Bemstorff' in Washington and is to be for- 
warded by Bemstorff to the German Minister in Mexico City. On January 17 it ia received 
by the State Department, and on the 18th it is delivered to Bemstorff. ( Lansing , p. 227.) 
January 19: Bemstorff forwards the message to Mexico in Code 13040.® • : 

“* Fulling some such explanation the whole situation calls to mind a war-time Incident that occurred lu the American Military Intelligence 
Code and Cipher Section (M. I. 8). Those entrusted with the decipherment ol cryptographic document* of one country In that section usually 
kept their own oounsel and did not communicate overmuch with those who were busy with the messages of another country." One day It was 
teamed that a certain group was reading messages in a code that had been a sealed book a day or so before. ' Xeter it was definitely ascertained 
that e eopt of the code in a somewhat different encipherment had been procured from outside: At the tithe of the ft at this win surmlaed by some 
oft3g*» not In the secret, and one cryptographer is discussing the situation said emphatioeHy, : “ They > re got dolngah y mb acta around lyre. 1 ** 
“MllBs, Walter, Read to War: America 19H-I917, New York, 1985, pp. 408-404. . ~~ 'TSTT' " : •> 

footnote: Mr. Balfour, it Is true, had been careful to tell Page that the telegram had only Just heed rttetvad. Actually, If erne may 
heHsv* Mr. Pace's biographer, the British Intelligence service bad Intercepted and deciphered the document’ even before It had reached Mcrioo 
City. and had been holding It since then for the time when It would have the maximum effect: ■--** ' ’ • " 

u Op. Cit , p. 227: “About ten o'clock (morning of February 27, 19177 Folk came into' my Office and we talked' over the substance of the tele- 
gram. He told me that on Its arrival (8:31) p. m„ Saturday, February 21; apparently It was not'deooded and bahdM to Polk until Monday; Feb- 
ruary 38) he had at once taken it to the President, who had shown much indignation and was disposed to make the text public without delay.'" Polk 
advised him to await my return, which he had agreed to do.” * * * (p. 228). “I told the President tliat I ttaeught it would be unwfae for the 
Department to give out the telegram officially at this time as it would he charged that it was done to Influence opinion on the bill for arming mer- 
chant vessels, but I thought It might indirectly be made public after we had confirmed the sending of the message by Bernstorff. To this the 
President agreed.” 

w This date la certain from the copy of the telegram. Bemstorff Bays (p. 380) that "the Zlmmertnann telegram passed through the Embassy 
at Washington on the same day on which 1 received the notification that the unrestricted U-boat war was to be declared”; and In another place 
(p. SS8) he says: “Od the 19th of Januery I received the official notice that the unrestricted U-boat campaign would begin on February 1st • • 

Of course, Bemstorff's phrase “passed through” Is ambiguous, and does not categorically say the message was forwarded on the very day it was 
received— it may only have been started on its way, for it required raencodlng, and that would take some time. 
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February 24 : Ambassador Pagecahles fehe President and the Secretary of State the Eng&gh 
text of the message as received by him in London from Balfour. The message is received at 
8;30p.mi;'«nithat date, vi-i; /'//' j * 

V j February 2.7; In Laa^pg’s ^bsehea,. Polk bpaga the message to the attention of the Presi- 
z ' dent, who .wishes to puhlbh it At onoa, but is persuaded by Polk to await Lansing’s return. 

/ . February <28: , (1) Polk obtains a copy of the original message filed by Bemstorff *t Wash- 

t' ■ ington to the Genpan Minieter in Mexico City. Th e code text was not cabled to L ondon f^r 
verification b ut the texts of three other. code messages sent by Bemstorff to German Legations 
in Southjisinmca (apparently obtained /from (he Washington telegraph office at the fiMpne tinje 
; the copy of ;tl^.Zimmerinann ;teiegram was obtained) were sent for decipherment. Tt» message 
fomarding-these texts has already been quoted (p. 16). • 

/ Uv ' (2),;Laii3ing communicates a paraphrased version of the text of the Zimuiermann tehsspram 
V / to the Associated Press at 8 p. m., for release after 10 p. in. 

/ Marph i: (1). The Engbah t^t is published in the morning papers in the United 9 Sk$» 
J and the messsgeiis discussed in Congress, where doable are expressed as to its authenticity.*** 
• (2) Laaoaing cables Page, i» telegram No. 4494, at 8 p. m., as follows: M 



‘ , J ’ ‘ Washington, March I, 1917-^S p. m. 

4494. Some members’of Congress are attempting to discredit Zimmermann message oharging 
/ that ; message was furnished to this Government by one of the belligerents. This Government has 

/ not the slightest doubt as .to its .authenticity, but it would be of the greatest service if the British 

\J . J *' . Government' would permit you or someone in the Embassy to personally decode the original message 

- ( Which we secured from the telegraph office in Washington and then cable to Department German 

'• j text. Assure Mr. Balfour that the Department hesitated to make this request but feels that this 
course will materially strengthen its position and make it possible for the Department to state that it 
.- ’‘had scoured the Zimmermann note from our own people. Matter most urgent and I hope you can 
- -v -. it give it, your immediate attention. The text of code message, secured from telegraph office her® is as 
, follows:/. « v , ., . .... 

, [Here follows oode message.] 1 ■ . 

’ ' '* . . LANSING. 

(3) Page replied (11 p. m.) to Lansing’s cable of February 28, referred to above, stating* 8 
that, ■ 




, -• “The question of our having a copy of the code has, been taken up, but * * * Lam told actual 

. code would be of no use to us as it is never used straight, but with a great number of variations which 
L '/are known to only one or two experts here.” 

March 2: (1) The telegram is published in the London papers (Hendrick, p, 324), which 
criticize the British Intelligence Service under the misapprehension that the decipherment has 
been made in America. . 



»• Tl» debate on this question takes up li lull pages ofthe Congressional Beoord (pp. 4692-4606), and makes most Interesting reading. 

, Tilers were, of course, mas; questions as to bow the letter, telegram, message, note (It was called by various names) came Into possession of 
the United States, and questions as to who turned it over to our authorities, and what were tie mctrns. Here an aome excerpts from Senator Stone's 
remarks (p. «83): •„ , 

... • » This alleged letter was made public for some purpose. • • • Ioannot and will not undertake tossy wbst tbst purpose waifur- 
; that than to express the opinion that it was given publicity to affect either public opinion or legislative opinion, or both, in the United States. 

Mr. President, I want to know the facts about this letter before being swept off my feet, or seeing others swept off their feet, by the clamor 
of Jingoes. * * * I am asking only to be Informed, to be advised whether the Information in tbe possessions our State Department was derived 
from one of the belligerent Governments. For example, did this information come from London? Was It given to us by tbst Government?" 

“ FES, p.U4 . 

. “ For complete text, see Page’s cable of March L 1917 (p. 1 * of this paper). ■ t- 



•? 

‘Seri-- 



fi t * 



JijU&fc . j £&.' WiV - {wt.ri Vr‘. s % 









REF ID : A4 91080 






(2) Page, replying to Lansing’s telegram No. 4494, states: M “Your 4494 followed with 
absolutely satisfactory results,” and follows this with a long message: 

London, March 8, 1917 — 4 P- m - 
[Received 10:45 p. m.] 

5789. My 5784 of today. Bell took the cipher text of the German message contained in your 
4494 of yesterday to the Admiralty and there, himself, deciphered it from the German code which 
is in the Admiralty’s possession. The first group, 130, indicates Bernstorff’s number of telegram. 
The second group, 13042, indicates the code to be used in deciphering the cipher telegram. From 
the third group onwards, message reads as follows: 

Auswaertiges Amt telegraphiert Januar 16: No. 1. Cans geheim selbst zu entziffern. Wir 
beabsichtigen am ersten Februar uneingeschraenkt U-Boot Krieg zu beginnen. Ee wird versucht 
werden Vereinigte Staaten von Amerika trotzdem neutral zu erhalten. Fuer den Foil class dies nicht 
gelingen sollte, schlagen wir Mexico auf folgend Grundlage Buendnis vor. Gemcms&m Krieg fuehren, 
Friedenschluss. Reichlich finanziell Unterstuetzung und Einvcrstaendriis unBererseits dass Mexico, 
m Texas, Neu Mexico, Arizona frueher verloren Gebiet zurueck erobern. Regelung im einzeliien 
Euer Hochwohlgeborene ueberlassen. Sie wollen vorsteheudes dem Praesident strong geheim eroeff- 
nen, sobald Kriegsausbruch mit Vereinigten Staaten feststeht und Anregung hinzufuegen Japan von 
sich aus zu sofortig Beitrachtung [Beitraiungf] einzuladeu und gleichzeitig zwischen uns und Japan 
zu vermitteln. Bitte den Praesident darauf hinweisen, dass ruecksichtlose Anwendung unserer U- 
Boote jetzt Aussicht bietet, England in wenigen Monaten zum Frieden zu zwingen. Empfang be- 
staetigen. Zimmermann. 

Punctuations are given as in German text. I am sending decode into German, group by group, 
by tomorrow’s pouch. 

PAGE. 

March 3: Zimmermann acknowledges the authenticity of the telegram. 57 

This chronology proves the accuracy of Millis’ comment on the President’s trustful nature, 
for Ulus far the chronology shows that th e President caused the text of theZhna mennann, .telegram 
to be. given to the press bejore st eps were taken tcT^t^nticate Tt l In passing, we may note, 
however/that the Secretary of State was a bit troubled by the question of authenticity: 

The next morning [Friday, March 2] Polk brought me a brief telegram from Page saying our 
copy of t he [Zimm ermann] cipher message y^ln ed.iipaiJH^teleiqiyi^hj ippiipao y. JvMLhMBjqygriyefl. 
tTiat 1 n st r ucTi o n h had been followed with success, and that text of deciphered message would follow. 
While I had never doubted the authenticity of the translation sent, this corroboration' by our own 
people was a relief.” 

■ Returning again to Millis, and especially his footnote raising the, question as to British 
motives in producing a month-old telegram, we find comment on this important matter of delay 
in a work of authentic nature, as may be seen in the following quotation taken from Blanche 
Dugdale’s biography 68 of her uncle, Arthur Balfour: 

Ever since the middle of January, however, a piece of information had been in the possession of 
the British Government, which would move, if anything could, the vast populations beldnd the At- 
lantic Beaboard States, who still read of the European War with as much detachment as if it had been 
raging in the moon. This was the famous telegram from Zimmermann, the German Foreign Minister, 
to the' German Minister in Mexico, instructing him, if and whep the Ufcited States should enter the 
war on the Allied aide, to propose to Mexico an alliance which would restore to her, when peace came. 

, 'her “lost territories in Texas, Arizona, and New Mexico.”. , , 

, The method by which this information had reached the British Intelligence Service, made it 
impossible for some time to communicate it to the United States Government. Therefore for over a 

' “ FHS, p. Ida. The Zimmermann telegram as It appears In FRS contains some errors which we have not corrected. For example, the word 

BeitmeMwns Is followed tiy Batralung in brackets with a query. 01 course, neither Is an aothentk) word. For the correct rendering see "Version^ 
n" on page 23. Incidentally, Bell’s consultation ol thq.code.hook.certalnly showed him that the statement that the code "Is never usedstralsiit’\ 
fef»pe j 16) was not true. Either he did not inform Page of this fact, or Page failed to mention it. “ . \^ 

IHsrew' York TimesT Current History, vol. XI, pp. 66, 236, * . 

** Lanalng’s Memoirs, p. 229. 

* Dugdale, Blanche, E. C., Arthur James Balfour, 1906-1930, New York, 1037, pp. 137-138. • 
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, ..moati) Balfour read-la Ms despatches from Wellington of the slow wakening of the American wilt to 
war, but could do noticing, .to .hasten the process. Till — at last — information about the Mesfean 
plot reached London through channels which enabled the Intelligence Service to cover up the taBR-es 
of how it had first bean got. 

Joy was unbounded In 1 Whitehall, and the Foreign Secretary himself was unusually excited. “As 
dramatic a moment as I . remember in all my life," he once said, referring to the «cene in his room at 
, , the Foreign Offioe oa February: 24, 1917, ..whan be handed to the American Ambassador the sheet of 

paper containing the decoded message. By the ceremony of this act the British Government gave 
its pledge that the communication was authentic. Nevertheless the American Nation not unnaturally 
took a little while to satisfy itself that the telegram was not port of some gigantic hoax. It might 
have taken longer, had not the German Foreign Office, within a few days of the publication, admitted 
v, . the message to be genuine. . , ... • 

Note the very significant ‘remark: “The method by which this information had reached 
the British Intelligence Service made it impossible for some time to communicate ft to the 
United States Government. * * * Till — at last — information about the Mextean glot 
. reached London through channel* which enabled the Intelligence Service to cover up the trace# 
of how it had first been got.’* 

We cannot suppose that the British Government was merely desirous of hiding from the 
\) V United States Government the fact that its Intelligence Service was able to decode German 
[\ code messages, and that this was the reason for the delay. Their action in providing a decode 
of the Zimmermann telegram os sent by Bemstorff to von Eckhardt negatives that hypothesis. 
The reason for the delay must have involved a much more important secret than that, or at 
least there must have been other, more weighty considerations. 

Moreover, whenever it is found that there is much beating around tbe bush in making 
an explanation, there is room for wondering whether there is not something in a situation not 
apparent on the surface. 'For instance, let us note how Admiral Hall attempts to evade the 
answer.' 1 I n November 1925 the World's Work published Hendrick’s article on the Zimmer- 
mann telegram. In the April 1926 issue of this magazine 80 appears an interesting editorial 
comment on the story, from which the following is extracted: 

It was only natural that Mr. Hendrick’s chapter on the real story of the seizure of the famous 
Zimmermann telegram, which appeared in the November issue, should have created a sensation in 
all countries which had a part in the war. 

• * * * * • * 

The London correspondents of the metropolitan American dailies reported that he [i. e., Admiral 
• Hall] would say nothing, but a week after the World's Work printed the chapter of revelations the 
. ■ 'Daily Mail of London did manage to squeeze an interview out of him. 

* * * • * • * 

The British Admiralty, he explained, knew all the movements of the famous German submarines 
Deutschland and Bremen, and the British Government allowed German messages to be sent over 
British cables. What the Germans did not know was that the British possessed the German secret 
code and deciphered every message as it was sent across. 

"This one thing shows the difference between the British and German mentality,” he remarked. 
“I am sure, if the position had been reversed, the British would never have been bo stupid as not to 
have suspected that the messages were being deciphered. If I had disclosed the actual wording of 
the Zimmermann telegram the Germans would have suspected something at once. I had to wait UDtil 
we got a copy of the telegram actually sent, which was differently worded from the one from Berlin. 

"It was Bemstorff’s telegram that I exposed. The Germans actually thought that there had 
been a leakage between Bemstorff and Mexico, which was what I wanted. Right until the end of 
5 the war I do not think that the Germans suspected that we knew as much as we did flf their intelligence 
service.” 

• P*. 578-479. 
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Here we have, presumably, Admiral Hall’s explanation for the delay in communicating 
the contents of the Zimmermann telegram to the United States Government. He says: “If I 
had disclosed the actual wording of the Zimmermann telegram the Germans would have sus- 
pected something at once. I had to wait until we got a copy of the telegram actually sent, 
which was differently, worded from the one from Berlin.” To put it charitably, this is hardly 
an adequate statement, as can be seen by comparing the text of the telegram as sent from 
Berlin to Washington (as cited in the official German documents) with that sent from Wash- 
ington to Mexico City (the latter being the one that the British furnished Page) ma : , 




VERSION I 






IN- 



VERSION II 



Telegramm Nr. 158 . i . ' * 

V VERSION II 

Zu Euerer Exzellenz ausschlieszlich persoen- 

Ud«n Information und Weitergabe an Kaiser- Auswftertiges telegraphiert Jarniar 16: 
lichan Gesandten Mexiko auf sicherem Wege: Nq G&nz geheim 8elbst zu entziffern . Wir 

“TeJegram^Nr. 1 Ganz geheim Selbst entziffern. beftbgichtig e n ^ ersten Februar uneinge- 
, JTir beabmchUgen, am 1. Februar unemge- 8chrae nkt U-Boot Krieg zu beginnen. Es wird 
schraenkten U-Boot-kneg zu beginnen. Es veraucht werden v ere imgte Staaten von Ame- 
wird veraucht werden, Amenka trotzdem neu- ^ trotzdem neutral zu erhalten. Fuer den 

fcral bo erhalten. Fall dass dies nicht gelingen sollte schlagen wir 

Fuer den Fall, dass dies rncht gelingen sollte, Mexico auf folgend Grun aiage Buendnia vor; 
schlagen. wir Mexiko auf folgender Grundlage Gemeinsam Krieg fuehren. Friedenschluss. 
Buendnia ypr: Gememsame Kgegfuehxung. Ge- ReicUic h/finanzieUe Unter8tuetzung und Ein- 
mea^amer Fnedenssckluss. Reichhche finanzi- ven;taen(inisui]l8 erereeite dass Mexico in Texas, 
eUe v Unteretuetzung und Emverataendms un- New Mexico, Arizona frueher verlorenes Gebiet J 
sererwHte, does Mexiko m Texas, Neu-Mexiko, zurueck erobert Regehmg im einzelnen Euer 
Aiizqqa. frueher verlorenes Gebiet zurueckero- Hochwohlgeboren ueberlassen. Sie wollon vor- 
brart. Regelung im emzelnen Euer Hochwobl- 9tehendes dem Praesidenten streng geheim er- 

gcqoren ueberlassen. oeffnen, sobald Kriegausbruch mit Vereinigten 

Kuer Hochwohlgeboren wollen vorriekendea Stftafcen fest8tehtimd Anragung hinzufuegen 

Praesidenten streng geheim eroeffnen, sobald j von sich aus zu sofortiger Betrachtung 
Kriegs ausbruch mit Vereinigten Staaten fest- einzulBden ^ gleichzeitig . zwischen uns und 
sjiKCuna -Aimigung hmzufuegen, Japan von j zu vermitteln . Bitte den Praesidenten 
eich aus zu sofortigem Beitntt emzuladen und darauf Mnwd8ttl dass ruecksichtenlose An- 
gleiehzeitig zwischen uns und Japan zu ver- wendung U-Bootejetzt Ausaicht bietet, 

, . . England in wenigen Monaten zum Frieden zu 

. Praesidenten darauf hmzuweisen, dass zwin ^ en Empfang bestaetigen. Schluas der 
rueeksichtslose Anwendung unserer U-Boote D he Zimmermann. : 
jet^j^oacicht bietet, England mwemgen Mona- . „ ?; i; . 

ten zunl Frieden zu zwingen. * .'v-s- ■ m-u ' 

Empfang bestaetigen. • . ?«•••. , " 

ZIMMERMANN” , • ; 

no* Most of tho slight variations between the London version (marked '‘Version II" and' taken from Hendrick, vol. H X, pp. .-34ft 4) and 
that given out by the German Government (marked "Version I." taken from pp. oof-f o f vol. II of the Gens an original of German Hearing*) era 
due to the fact that In the former grammatical terminations such as connected teat requires are not inserted. A few others are due to carele s s nes s 
or lack of knowledge of the Gorman language, e. g., the foal e on Hochwohlgeboren*. The word gemetoann or gemei n sam er Is omitted before 
IM eflensach luss No one can possibly doubt that the Berlin and the Loudon versions represent an Identical text. 



Auswaertiges Amt telegraphiert Januar 16: 
No. 1. Ganz geheim selbst zu entziffern. Wir 
beabsichtigen am ersten Februar uneinge- 
schraenkt U-Boot Krieg zu beginnen. Es wird 
veraucht werden Vereinigte Staaten von Ame- 
rika trotzdem neutral zu erhalten. Fuer den 
Fall dass dies nicht gelingen sollte schlagen wir 
Mexico auf folgend Grundlage Buendnia vor; 
Gemeinsam Krieg fuehren. Friedenschluss. 
Reichlich/fihanzieUe Unteratuetzung und Ein- 
verstaen dnis unserereeite dass Mexico in Texas, 
New Mexico, Arizona frueher verlorenes Gebiet 
zurueck erobert. Regelung im einzelnen Euer 
Hochwohlgeboren ueberlassen. Sie wollon vor- 
stehendes dem Praesidenten streng geheim er- 
oeffnen, sobald Kriegausbruch mit Vereinigten 
Staaten festateht und Anregung hinzufuegen 
Japan von rich aus zu sofortiger Betrachtung 
einzuladen und gleichzeitig zwischen uns und 
Japan zu vermitteln. Bitte den Praesidenten 
darauf hinweisen, dass ' riieckrichtenlose An- 
wendung unserer U-Boote jetzt Aussicht bietet, 
England in wenigen Monaten zum Frieden zu 
zwingen. Empfang bestaetigen. Schluas der 
Depesche. Zimmermann. • • 
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' Nb, that is not the reason f or tho delay. Probably the reader has already guesaed the reason 
or^ rather, • the reasons, fof ' widohbtedly there wwe several. To our mind they may be listed 

, 1 v Tp’ disclose the Be^^WtsShington version of the Zimm errnann telegram, which it wiS be 
recalled watf %ent via State Department channels, would have necessitated revealing the fact 
that tho British lntelligence Service was intercepting and solving not only German code messages 
but'^sO interoeptihg and perhaps solving diplomatic messages of the American Government**® 
power who^ aidsthby w^ deBpemtoly .fleiek^ at the time. 

2. Even had the foregoing not served as a powerful argument against a prompt disclosure of 
the message, the fact that the solution presented several lacunae and doubtful spots would have 
detracted a great deal from the diplomatic and military value of the document. Undoubtedly, 
frantic efforts were made by the British cryptographers to fill in the lacunae— -but the solution 
of a code of the two-part type, such as Code 7500, is always a slow, difficult process untes? there 
is a large volume of text on which to corroborate hypotheses. This requisite volume was fedtieQg, 
Proof that. the British had not succeeded in reading entire messages in Code 7500 is neatly shown 
by' the phTOae “at that time” (referring to January 16, 1917, the date of the Zimmermann tele- 
gram) in the Bell to Harrison cablegram of September 17, 1917, quoted above on page 11. 
.. ij Of course, the British might have furnished the translation of the version which, accord- 
ing to Bell’s-, cablegram of ^September 17, 1917, was sent via Swedish channels. But we have, 
in the saine cablegram,. Bell's statement that “it went in a code which the British had hi that 
time only partly succeeded, in, .deciphering and of which Eckhardt had no copy.” In all prob- 
ability the code used for. the, message , transmitted via Swedish channels was Code 7500.- ’Pos- 
sibly' it was some other code^,: The sending of a message in more than one code is a^Capit&F 
c rime fin cryptography. True y it was a. crime that we know the Germans to have committed, but 
in the ‘present; case every reason for supposing such a transgression, whether by accident or 
design, b lacking. Even if, by some remote chance, the telegram was sent from Berlin in some 
other code,, that code was certainly not 13040, and hence this point is immaterial. The fact 
remains that the British could not offer a partly solved message of such vital importance 
regardless of which version was available. : 

3. In a note dated April 18, 1916, following the sinking of the American vessel Sussex,' the 
American Government had presented an ultimatum to the German Government couched' in 
the^following unmistakable language: 61 

1 ‘ ■ If it is stiU the purpose of the Imperial Government to prosecute an indiscriminate warfare against 

• •! ! vessels of commerce by -the use of submarines without regard to what the Government of the Uuiied 
, , States must consider the sacred and indisputable rules of international law and the uni versally recognised 

.dictates of humanity, the Government of the United States is at last forced to the conclusion that there 
'is .but one course to pursue. Unless the Imperial Government, should now immediately declare and 
■ ' effect an abandonment of its present methods of submarine warfare agjUnst passenger and freight- 
‘ carrying vessels, the Government of the United States can have no choice but to sever diplomatic rela- 
tions with the German Empire altogether. This action the Government of the United States con- 
templates with the greatest reluctance, but feels constrained to take in behalf of humanity' add the 
rights of neutral nations. . • ... ; 

On January 9, 1917, Kaiser Wilhelm held a council at Pless, at which the irrevocable deci- 
sion was taken to stake everything on another trial of unrestricted submarine warfare, to com- 
mence on February 1. On January 16, Bemstorff was notified of this decision (in telegram No. 




B'fBS, p. 10ft. 
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157) but wa» directed not to inform the American Government until the evening of January- 
31. Berne torff’s words are interesting. 62 '>■ 

'<“■■* On January 31st, at 5 o’clock in the afternoon, I handed Mr. Lansing the official communication 
about the U-boat war. This was my last political interview in America. We both, knew that the end 
*, . had come, but we did not admit the fact to each other. The Secretary of State contented himself with 

replying that he would submit my communication to the President. I cherished no illusions regarding 
the expected outcome of this interview, for the ultimatum of April 18, 1916, no longer allowed of any 
chance of preventing the rupture of diplomatic relations. 

If on January 31 this news came as a profound shock to President Wilson, who was then 
engaged in his second and most promising attempt toward mediation, it could hardly have 
taken the British unawares, for they must have had definite knowledge of the Pless decision from 
at least two sources. One was undoubtedly their partial solution of telegram 157, in which 
Bemstorff was instructed to inform the American Government of the reopening of unrestricted 
submarine warfare; the other was their solution of the Zimmermann telegram of January 19, 
which we have seen was telegram 158, and was tacked on to telegram 157. (See p. 15.) 
Consequently, the British must have jell quite sure as early as the third week of January 1917, that 
the United States would soon join the Allies, if our ultimatum, of A-pril 18, 1916, meant anything at 
off: 63 . All they now had to do was to hold on for a few days or weeks longer and the United States 
would be, qn their side. Sure enough, on February 3, diplomatic relations between the United 
States and Germany were severed. 8 * But as the weeks went by there was no declaration of war, 
for the President, in an address to Congress on February 3, stated: 88 ■ ■ : • 

Notwithstanding this unexpected action of the German Government, this sudden and deeply 
, deplorable renunciation of its assurances given this Government at one of the most critical moments 
of tension lb the relations of the two Governments, I refuse to believe that it Is the intention of the 
‘ German authorities to do in fact what they have warned us they will feel at liberty to do./ I cannot 
/ / bring myself to believe that they will indeed pay no regard to the ancient friendship between their people 

tod our own or to the solemn obligations which have been exchanged between them and destroy 
American ships and take the lives of American citizens in the willful prosecution of the ruthless naval 
' , programme they have announced their intention to adopt. Only actual overt acts on their part can 

- . make me believe it even now. V , V- 

y.v- at- •• .• •• •*.» -tfr 

.How much: this waiting for some “actual overt acts” must have irked the British maybe 
i«fei^»ed if they irritated Page sufficiently to make him write: 68 * 1 : : 

The danger is that with all the authority he wants (short of a formal declaration of war) the 
President will again wait, wait/wait — till an American liner be torpedoed! ' i Or tlll ahAttack Is made 
' « 'C® our coast by a German submarine I •. ,m... 

! Sbroetlmjg had to be done to stir up the President and the people of ‘the hmterian&bdyond 

tihes MiMiMimi: . ' ■’ ‘Hi ■■ . •• 



" *’//. In the country at large the situation, as Spring Rice reported that, day^,was : '?inuch that of a.soda- 

wafer bottle with the wires cut but the cork unexploded.” The failure of shaping to sail had produced 
• • - ; 1 >• '“a stoppage of trade, a congestion in the ports, widespread discomfort and aven rnisery on tbe coart 
•* v and inland, even bread riots and a coal famine.”. ■ All this, nevertheless, was;notsf?spectacular enough;*' 
...the West was still against war and the President.was still fighting lor peachy I)ut on Saturday,., the 
24th, the British themselves were able to supply something “spectacular,” Mr, Balfour deftly gave 
the unexploded cork a push.” , , ’ ' [ " ' ' , 

4 .-; ^ . 

« Even Bernstorfl, Immediately on receipt of telegraph 157, replied (German Hearings, p. 1021): “Wef unavoidable if we proceed as contem- 
ple ted." A few days later, in his desperate attempts to stave off a rapture Is diplomatic relations,: he cabled the Foreign OtBoe again (German 
Hastings, p. 1047): "If the U-boat war is commenced forthwith the President will look upon, this as a slap in the &oe, and war with the United 
States will be unavoidable." Bernstorff’s telegrams to the Foreign Office are most Interesting.. No one who’ reeds them can remain unconvinced 
of.hls absolutely sincere desire for peace between the United States and Germany.' '/ /. : <- vf : : ..... 

"FE8, p.106. .. ... v.; v .... i 

• FHS, p. 111. ' " ' ' ’ 

» Headrick, pp. J24-325, quoting from Page's diary. ... .A. 

w MKUi, op. c# p. 403. 
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1 The ‘'push ’ 1 was, ©Gfcoorse, the coBOHiuhicatkm to Page of the contents of the Ziromermsettn 
telegram. By this time the British Intelligence Service had the full text, which had been “bought 
in Mexico,” and they must have felt that the time had come to make the most of their oppor- 
tunity. They were not wrong. 

^ Bt|t Mr. Polk al the State Department knew of the waiting bombshell so kindly supplied by Hr. 

' ‘;Tlie 'Ziffi-maraiarin telegTam, he believed, would produce a blast, of popular emotion Hs»t 

• would sweep. the armed ship bill through against everything. So did Colonel li ouse, who had now nMw 

. the text, and who was urging the President to “publish it tomorrow.” So. no doubt, did the Presides* - 
: ; whomit mtist hare beeoiplain enough that the first effect of Senator La Foltette’s pacifism would be 
; ' ■ tp. deliver Mr. WQeon himself Into the hand? of the intransigeants. On Thursday, March 1, tbe heswi- 

’ lines were shouting from the morping; papers: ; 

. ; GERMANY SEEKS AN ALLIANCE AGAINST US; . ' ■ ,J 

v ASKS JAPAN AND MEXICO TO JOIN HER; 
a v. FULL TEXT OF PROPOSALS MADE 







1 .?•> !•" , It was a stapendous sensation. The headlines, it is to Ire observed, were not always 

- v. ; accurate. Germany had. not actually sought an alliance as yet; the text of the telegram expressly 

t , . instructed the Minister in Mexico to initiate the move only in the event tliat the United States should 

, declare war, which, the, German. Government would itself endeavour to prevent. It was not a proposal 

for an aggression against the United States, but merely a conventional, though rather blundering, 
" diplomatic preparation against’ a probable American attack upon Germany. This, however, was far 
■>’- "too fine a point fdr’thehot passions of the moment; and the telegram was everywhere seized upon as 
final proof pf . the complete and fathomless treachery of the German. .vA 

■ . What made it particularly shocking, of course, was the suggestion that the Japanese (with whom 
1 ' we were about to become allied) should be invited into the American Continent, or that the principle 

upon, which many Americans had demanded the restoration of Alsace-Lorraine (because they had bepn 
acquired by force) should be applied to California and Texas, which we had forcibly detached’ from 
Mexico. Informed Americans understood perfectly well that the Allies had bribed Japan, Italy, and 
Rumania into the war with the promise of slices from the enemy carcass; but they were sincerely and 
profoundly horrified by the thought that Germany could be so base as. to bribe Mexico and Japan with 
the promise of slices from the flanks of the United States. The Ziinmermafin telegram became a major 
German disaster. Not its least useful aspect, moreover, was the fact that it gave the Northeastern 
fire-eaters their first direct lever upon the pacific sentiment of the Southwest. If a German triumph 
threatened the annexation of California and Texas to Mexico — ! The German Foreign Secretary’s 
innocent cablegram had exploded, with its maximum effect at precisely the point where it would do the 
Allies the greatest good A 70 

,r .j It is interesting to note, incidentally, that Miliis mistakenly speaks of the projected restora- 
tion to Mexico of “California and Texas.” The Zimmerxnann telegram makes no mention of 
California, but says that, Mexico was to "reconquer the lost territory in Texas, New Mexico 
and Arizona.” Is it possible that the. Germans were reserving California as bait for Japan?, 

If what Miliis says is valid, Hf the facts which we have presented in the foregoing pages 
really constituted the motives wHicF caused the British to withhold from the United St ates 
Government so weighty a secret as was contained in the Zimmermann telegram, we can taker 
charitable view and say that the circumstances justified their course of action, 
must give them credit for knowing when to play their cryptographic trump cards. Which brings 
us to the additional compliment that they not only knew when to play a trump card, but also 
how. Note the dextrous manner in which they got the maximum benefit from the play without 
disclosing to their adversary where or how they had obtained the trump! Not only that, but in 
order to make sure that the source of their information should not be disclosed, they even took 
pains to insure that so far as the world outside was concerned, the credit for excellent intelligence 
work should go to another country — the United States! And to do that, they were not content 
to let natural inference take its course, but contrived with the help of British newspapers to 

«• MUIls, W. C. 
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throw blame on their own intelligence service for letting those mere novices in intelligence work — 
the Americans — beat them at a game in which they themselves (i. e., the British) were generally 
supposed to be preeminent! For in the interview already referred to (p. 24) Admiral Hall said: 

Of course, our whole object was to prevent the Germans from giving us very much credit for intel- 
ligence. When President Wilson published the famous Zimmermann telegram containing the German 
overtures to Mexico, I was very anxious that there should be no suspicion in the German mind that we 
had anything to do with it. 

It was then that the Daily Mail, at my request, published a stinging leader passing severe reflections 
on the British Intelligence Service. 

Ia a letter dated December 1 , 1927, addressed to the secretary of the Edinburgh Philosophical 
Institution, giving his regrets for not being able to be present at the meeting on December 13, 
already referred to, Lord Balfour, Wartime Foreign Minister of the British Government said: 48 

* * * To “ Room 40,” where he [i. e. Ewing] was the leading spirit, the country owes an immense 

debt of gratitude — a debt which, at the time at least, could never be paid. Secrecy was of the very 
essence of the work, and never was secrecy more successfully observed. 

Only one link remains still to be found before the story of the Zimmermann telegram can be 
regarded as complete: the original version as filed in Berlin. As already indicated, diligent 
search has failed to locate it, and we fear that it is now too late. The State Department files m 
Washington, in Berlin, and in Copenhagen have been scoured, without success. There remains 
only one more place where it most certainly can still be assumed to be peacefully reposing: the 
Wtidd War files of the British “Room 40 0. B.” 

In a letter 98 to President Wilson, dated March 17, 1918, Ambassador Page, referring to 
Admiral Hall, wrote as follows: 

* * * Hall .ib one genius that the war has developed. Neither in fiction nor in fact can you 

find any such man to match hirn. * *• * He locks up certain documents “not to be opened till 

20 years, after this date.” I’ve made up my mind to live 20 years more. I shall be present at the 
opening of that safe *..**• - - 

The “20 years’' are up. Admiral Hall is now a retired officer, but he still has the papers, 
• if we are to believe the statements contained in a book by a recent author. 70 Relating the details 
of the efforts on the part of the representatives of certain American claimants to establish the 
validity oi their claims, Landau tells how Mr. Amos J. Peaslee, leader of the American claimants, 
yiaited Admiral Hall on August 27, 1925, at Hall’s London residence: 

" , . * * * He found Hall in full sympathy with the American claimants, and so commendatory 

‘ '' was Admiral Sims’s letter that he ended up their conference by saying: “Copies of the decoded German 
cables are stored away in several tin boxes in the basement. I sealed up these boxes with instructions 
. that they were not to be opened up for 20 years. You ha Ye caused me to change my mind, however. I 
Will open up the boxes for you. Copy such of the cables as you think will be useful to you. Make 
yourself at home. The servants will look after you.” His rapid and sweeping decision was typical of 
the man. Fortunately he was retired from the Navy and was, therefore, bis own blaster. 

HaU took Peaslee down to the basement, spread the cables before him, and took his leave to catch 
the train for Scotland. Peaslee found over 10,000 cables, radio messages]' and letters which Hall had 
intercepted and decoded. Twenty-six different codes had been used in sending these messages. 
Attached to the originals was a translation in clear, also the “recognition group,” or number of the code 
used. 

So .Admiral Hall can, if he will, tell the whole story. It will be interesting to see if he does. 
The time for its telling has arrived. Ambassador Page unfortunately did not live out the 20 
years as he promised himself to do, in order to be present when Admiral Hall finally opened his 
safe. The present authors are curious and anxious, too. Let the safe be opened! 

« The (Edinburgh) Scotsman, Deo. 14. 1927. ’ ’ ' 

« Hendrjck. vot III, p. 361. . -. ' 

■ Landau, C»pt. Henry. Tha-Enemg Within. O. P. Putnam's Sons, New York, 1937, p. ISS. 
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Exhibit 8J»^Af^Am Or ADMIRALS W. REGINALD; MALI., C. M. G.. C. B., D. C. L-, L. L. 

rotiMsatft department of the British admiralty, 

VERIFIED DECEMBER 28, 1926, WITH ANNEXED COPIES OK GERMAN CABLEGRAMS, WIRE- 

LESS AND OTHEB MESSAGES INTERCEPTED BY THE BRITISH GOVERNMENT DURING THE 

'#Atf -V 1 

: 1 N;. » '• t'l'O.vWftl "hf. .• ; 

Goisat Bnrrkat *m> IAsland, ■ 

London, Enoeakd, ; . . 

CONSULATE Ge»SHAX Of THE C„ 8. O* A*r ERICA 

Admiral, Sir W. Regiaald EaH, C, M. O., C. B., D. C. L., L. L. D., being duly sworn, depose? Aa&«$5 

1. 1 reside at No. 68, C&dogan Gardens, London, and am at present a retired officer of the British. Navy 
andama member of theBritiah Parliament. 

‘>.*3; During the recent-war with Germany and her Allies I was Director of the British Naval Intelligence 

Seryioefpr the entire; period! from October 1914, until the Armistice in November 1912 *i‘A 

.. 3. In that capacity was my duty and the duty of my staff to intercept and decipher oe far as possible, 
cable and wireless messages and other communications sent between German officials in Berlin and Germap 
officials at Embassies and’ Legations and elsewhere in various parts of the world. , ' /*' ' f 

4. During tho period from the commencement of the war in August 1914, until the Armistice in November 
1919, we intercepted a large number of such cable and wireless messages and other communication*. • This was 
done by tapping the cablee oyer which the messages were being sent, by picking up the 
through the capture of written oomtauniratiuna and documents in the post and iD the possession of German 
.bfccials and agents who tkew ai^A^hsaHted by our authorities. . ' 4 _ 

' ' 6. Almost all of these communications, insofar as they were cablegrams and wireless messages, were sent 

in cipher, a number of different German ciphers being employed for that purpose. We were afte to read sub- 
stantially all of the cipher messages which were intercepted, partially by reason of the fact that tre succeeded in 
capturing from German submarines and other sources some of the original German cipher booitSrimd partially 
by reason of the fact, that our cipher experts were able to decipher the Gejrman ciphers wbijesver, as was The 
case here, a large number of different messages in the same cipher were available .for study and comparison, and 
in many instances the same messa ge was sent t hrou gh different chan ncjgjn two or m ore iiff^Jont^Gen nan cipher s. 

6. The annexed file of MiblegraHSTand wireless messages and despatches xnarkcd ^^Sibit A,*’ set forth on 
pages numbered consecutively from No. 2 to No. 207, are true and correct deciphered etjpies of cablegrams and 
wireless messages and other despatches which were intercepted and deciphered by iho intelligence Department 
of the British Admiralty through officers working under my immediate supervision. The work wag considered 
ol a, most highly confidential character and I exercised the closest persona! contact with all its details. It was 
my sole duty and responsibility and I watched and checked the work with the greatest care to make certain that 
we were recording the true import and meaning of the German communications. Many of the original German 
ciphers in which the communications were transmitted are still in our possession. 

7. The numbers which appear in parentheses near the tops of some of the pages on which the messages 
are copied (exhibit A) are numbers of a particular system of German cipher, which numbers usually appeared 
in the .body of the cables Ot .wireless communications themselves, aud were known to us as the “recognition 
groups.” ‘ For example. No. '"(89734)” at page 2, No. “(5950)” at pages, 3, 5, 6. 8, 9, 10, 12, 14, .15* 17, 18, 20, 
21,' 22, 23, 28, 32, 37, 38, 39, 42, 46, 49, 53, 57, 58. 85, 68, 70, 72. No. “(13040)” at pages 7, 11, ft, ft, 25, 27, 29, 
30, 31, 33, 34, 35, 41, 43, 44, 50, 52, 54, 61, 62, 63. 64, 66, 68, 71, No. “(0064)” at pages 40, '4?" 80, 114, 122, 
No. “(6400)” at pages 48, 55, 56, 59, No. “(0640)” at page 60. No. “(9972)' ’ at pages 61, 73, 95, No. “(6954)’’ 
at page 67, No. “V. B. 718’' at page 75, No. “8. B.” at page 92, No. “(98176)” at. page 112, No. ”(87962)” at 
page 113, and No. "(19177)” at page 172, ail refer to different German cipher systems. 

8. The word “Nauen,” appearing at the tops of pages 69, 76, 130. 135, 217, 223, 244, 245, and. 256, of exhibit 
A, refers to the German wireless station located at Nauen, Germany, from which many communications were 
despatched. Many of the other communications of which copies appear in exhibit A were also sent by wireless) 
The communications passing between Madrid and Berlin were, practically to all instances, by wireless. In 

(30) ■ 
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making copies of some of the messages, particularly during the latter part of the war, and in cases where the 
same cipher system was being employed in. a series of messages, as, for example, a series of communications to 
Washington and the wireless communications between Madrid and Berlin, the "recognition groups” were some- 
times omitted from our file copies. This accounts for the absence of cipher numbers at pages 24, 28, 52, 77, 78, 

70, 82, 88, 87, 88, 89, 90, 91, 93, 94, 98, 104, 105, 108, 110, 115, 121, 124, 126, 128. 131, to 171, inclusive, 173to 
216, inclusive, 218 to 222, inclusive, 224 to 243, inclusive, 246 to 256, inclusive, 260 to 266, inclusive. The 
"recognition groups," however, appear in the original German cipher messages in every instance. The wireless 
messages which passed between Madrid and Berlin were sent in almost every case in cipher No. "0064” or some 
combinations or modifications of that German cipher system. 

9. The dates appearing at the tops of the pages of exhibit A represent the dates when the messages were 
intercepted, which were coincident with the dates of the sending of the messages, although in a number of in- 
stances it will be noted that the message which we picked up was one which was being- relayed'from one point to 
another. In such cases the date will be the date of the relay of the message, but not necessarily the date when it 
waseent from its original point of origin. These, dates are indicated either by a complete statement of the month, 
day and year, or by figures such as "26.6.16.”, which means the twenty-sixth day’of June, 1916. 

TO. The sources and destinations of the cables are indicated by the words “From” and "To.” For example, 
on page 2 the words “From Berlin” mean that the cable or wireless message was sent from Berlin. The signature 
indicates the name of the official or department which sent the cable, wireless message or communication, sb 
such signature was actually contained in the message. The -words "To Washington” on page 2 mean that the 
message was sent to the German Embassy in Washington. The communications between Berlin and America, 
insofar as we intercepted them, were limited almost exclusively to communications with the German Embassy. . 

11. The letters and figures appearing at the tops of some of the pages in exhibit A, such as “B. No. 24” at 

page 2, “W. 146” at page 3, have reference to a particular series of German numbers as they appeared in the 
contents of the communications. "B” means a series of communications from Berlin; “W” means a series of 
communications from Washington. , - 

12. The message set forth at page 35 of exhibit A, numbered "B. No. 103,” dated January 26, 1915, and 

signed “Representative of General Staff Zimmerman” was a message Bent from Berlin to Washington by cable f 

via the Swedish Foreign Office. It was intercepted by us en route to Washington. We considered this cable of 

particular importance at the time and w e furmsheda copy ;of _it mJE^rngi^ 

translation of it. to the Amedcan^tate Depantjnan.tTJijaugh-the-Axneiacan..Embas8v. in-London. 

18. This message, it will be observed, was sent in cipher No. “(13040).” The German cipher book covering 
this system of ciphering iB in our possession, it having been captured by the British authorities in the luggage of a 
German consul named Wasmuss who was stationed at Shiraz while Wasmuss was engaged in an endeavor to 
out a’ British oil pipe line. 

14. These German communications were intercepted and deciphered by the British Admiralty through the 
saute system which we employed in the interception and deciphering of the well-known “Zimmermann” cable- 
gram of January 16, 1917, from Herr Zimmerman to Count von Bernstorff for transmission to the German 
Legation in Mexico, advising it of the plan to commence unrestricted warfare and proposing an alliance with 
Mexico in the event that the United States should enter the war, which cablegram we called to the attention of 
the American State Department, and which wds published by the United States Government, and which Herr 
Zimmermann in a statement made in the German Reichstag admitted to be correct and autheDtio. Some further 
history of that cablegram will be found in the third volume of “The Life and Letters of Walter H. Page” by 
Burton J. Hendricks, at pages 331 to 364. 

. T5; The German cables, wireless messages and other communications 'set forth in exhibit A are a compara- 
tively small portion of a much larger collection of such messages which we intercepted during the war and which 
are still In our possession . Owing to the paramount importance of our having for the use of the British Navy the 
information contained in the messages regarding the movement of German ships it was imperative that we should 
avoid if possible, disclosing to the Germans the fact that we were reading their communications to this extent. 

Hence It was impossible for us at the time to make full use of all the information Which was before us. The 
American Ambassador in London, Mr. Page, was in our constant . con fidence, however, regarding the . German 
communication s, affecting America during the war, but it was necessary for all of us to exercise the greatest 
caution regarding the messages. ' ' ' 

16.' As head of the British Naval Intelligence I also had charge of the detention and examination of Captain 
Franz von Papen, the former Military Attache at Washington upon his arrival at Falmouth about the first of 
January, 1916. We took from Captain von Papen at that time a number of documents which were found upon 
his person and among his luggage, and which in our judgment were being carried in violation of his rights under 
the safe eonduct which he had been given. Copies of some of these papers were published at the British Gov- 
ernment Stationery Office and presented to both Houses of Parliament as a “British Whit® Paper,” Misc. No. 6, 
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1916, entitled: “Selections Pro® Papers Found in the Possession of Captain von Papen, Late German Military 
Attache >at Washington, Falmouth, January 2 and 3, 1916;’’ A photostatic copy of that British White Paper is 
attached to the exhibits in thiscaee os exhibit No. 40. 1 personally saw at the time and examined the originals of 

these documents and know of my own knowledge that the documents of which copies appear in that British 
White Paper, of which exhibit No. 46 is a photostatic copy, are true, correct and authentic, including the records 
from Captain Von Papen’s check books. 

17. I also personally interrogated Horst von der Goltz at the time of his arrest by the British authorities. 
Von der Goltz was examined by the officials. at Scotland Yard under my direction and at mv request. He made 
certain affidavits before those officials of which copies are Bet forth as exhibit 53 of the exhibits of this case. I 
have examined this exhibit 53 and it accords with my recolleotion of the contents of the original affidavits though 
I have not examined recently those affidavit* which are presumably in the records at Scotland Yard unless they 
were sent.to the American Government In Washington. 

18. I also had charge of the arrest and imprisonment of Franz von Rintelen by the British authorities. He 
was apprehended by, us at Ramsgate on the steamer Noordam in August 1915, while he was apparently toying to 
return to Germany from the United States. He was traveling on a Swiss passport under the name of "Gaaohe.”. 
We put hint in Donnington BU11, which is the British prison for enemy officers and he remained then* ssatft 
shortly after the United State* entered the war, when we sent him to America under guard at the requwt uff 42te 
American authorities and turned him over to the United States Government. 

• (sd) W. R, Haxl. 
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Appendix 2 



GROUP-BY-GROUP DECODEMENT OF THE ZIMMERMANN TELEGRAM AS SENT BY AMBASSADOR 
BERNSTORFF TO GERMAN MINISTER VON ECKHARDT IN MEXICO ON JANUARY 19, 1917 



130 


Nr. 3 


13851 


13042 




4458 


13401 


Auswaertiges Amt 


17149 


8501 


tclegraphiert 


14471 


115 


vom 16ten Januar 


6706 


3528 


colon 


13850 


416 


Nr. 1 


12224 


17214 


Ganz geheim 


6929 


6481 


Selbst i 


14991 


11310 


zu 


7382 


18147 


eutziffern 


15857 


18222 


stop 


67893 


21560 


Wir 


14218 


10247 


beabsichtigen 


36477 


11518 


am 


5870 


23677 


ersten 


17553 


13605 


Februar 


67893 


3494 


un 


5870 


14936 


eingeschraenkten 


5454 


98092 


U-boot 


16102 


- 5905 


krieg 


15217 


11311 


zu 


22801 


10392 


beginnen 


• 17138 


10371 


stop 


21001 


0302 


Es wird 


■ 17388 


21290 


. veraucht 


7446 


— 5161 


werden 


23638 


39695 


Vereinigte Staaten 


von 18222 




Amerika 


6719 


23571 


trotzdem 


14331 


17504 


neutral 


15021 


11369 


zu 


23845 


18276 


erhalten 


3156 


18101 


stop 


23552 


0317 


Fuer den Fall 


22096 


0228 


dass dies 


21604 


17694 


nicbt 


4797 


4473 


gelingen 


9497 


22284 


sollte 


22464 


22200 


stop 


20855 


19452 


schlagen 


4377 


21589 


wir 


23610 


67898 


Mexiko 


18140 


5569 


auf 


22260 


13918 


folgender 


5905 


8598 


Grundlage 


13347 


12137 


Buendnis 


20420 


1333 


vor 


39689 


4725 


stop 


13732 


4458 


Gemeinsame 


20067 


5905 


Kriegs 


6929 


17166 


f uehrung 


5275 



stop 

gemeinsamen 

Friedcnsschluss 

stop 

reichliche 
•finanzielle 
Unterst uetzung 
und 

Einverstaendnis 

unsercrseits 

dass 

Mexiko 

in 

Texas 

comma 

Neu 

Mexiko 

comma 

Ar 

iz 

on 

a 

frueher 

veriorenea 

Gebiet 

zurueck 

erobert 

stop 

Regelung 

im 

einzelnen 

Euer Hocbwohlgeboren 

ueberlassen 

stop 

Sife 

wollcn 

Vorstehendes 

dem 

Fraesidenten 

streug 

gcheiin 

eroeffnen 

comma 

sobald 

Kriegs 

ausbruch 

mit 

Vereiuigten Staaten 

fest 

steht 

und 

Anregung 

o 



18507 hinzufuegen 
52262 Japan 
1340 von 
22049 si ch 
13339 aus 
11265 zu 
22295 sofortiger 
10439 Bei tret ung 
14814 einladen 
4178 infinitive with zu 
6992 und 
8784 glcichzeitig 
7632 zwischen 
7357 uns 
6926 und 
52262 Japan 
11267 zu 
21100 vermitteln 
21272 stop 
9346 Bitte 
9559 den 

22464 Praesidenten 
15874 darauf 
18502 hinweiscn 
18500 comma 
15857 dass 
2188 ruecksichtslose 
5376 Anwendung 
7381 urserer 
98092 U-boote 
16127 jetzt 
13486 Aussicht 
9350 bietet 
9220 comma 
76036 England 
14219 in 
— -5144 wenigen 
2831 Monat 
. 17920 en 
11347 sum 
17142 Frieden 
11264 zu 
7667 z win gen 
7762 stop 
15099 Empfang 
9110 ' bestaetigen 
10482 stop 
97556 Zimmermann 
3569 stop 

3670 Sehluss der Depesche 
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30 April 1959 

This document is re-graded "CONFIDENTIAL" UP 
of DGD Directive 5200.1 dated 8 July 1957, 
and by authority of the Director, National 
Security Agency. 




Paul S. Willard 
Colonel, AGO 
Adjutant General 





Se*«J the following telegram. subject fo th* 
M berk hereof, which ore hereby agreed 



GERMAN LEGATIO! 
MEXICO CITY 



3528 416 17214 6491 11310 

11518 23677 13605 3494 14936 

jf r *' ,h r" •>’ - ? •: J *' ? •,*. A 

0371 0302s 21290 5161 39695 



17149 



15021 23B45 



1 13732 20667 

11265 22295 

6926 52262 1126 



18140 22260 5905 13347 

5275 18507 522^2 1340 



6992 8784 7 



Photograph of the Zimmermann telegram as filed in Washington by Ambassador Bernstorff for transmission to 

Mexico City (cf. pages 5, 16, 22). 
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THE ZIMMERMANN TELEGRAM OF JANUARY 16, 1917, AND ITS 
CRYPTOGRAPHIC BACKGROUND 

Among the official cryptograms which have been intercepted and translated by govern- 
mental authorities other than those for whom they were intended, the most important of all 
time, either in war or peace, is undoubtedly the one deciphered by the British Naval Intelligence 
which is known to historians as the Zimmermann telegram. In German literature it is referred to 
as the Mexico dispatch. This message, in cryptographic form, was sent on January 16, 1917, 
by Arthur Zimmermann, then German Minister of Foreign Affairs in Berlin, to Ambassador 
von Bernstorff, at Washington, to be forwarded to German Minister von Eckhardt at Mexico 
City. It read, translated into English, as follows: 1 

We intend to begin on the first of February unrestricted submarine warfare. We shall endeavor 
in spite of this to keep the United States of America neutral. In the event of this not succeeding, we 
make Mexico a proposal of alliance on the following basis: make war together, make peace together, 
generous financial support and an understanding on our part that Mexico is to reconquer the lost terri- 
tory in Texas, New Mexico, and Arizona. The settlement in detail is left to you. You will inform 
the President of the above most secretly as soon as the outbreak of war with the United States of 
America is certain and add the suggestion that he should, on his own initiative, invite Japan to imme- 
diate adherence and at the same time mediate between Japan and ourselves. Please call the President’s 
attention to the fact that the ruthless employment of our submarines now offers the prospect of com- 
pelling England in a few months to make peace. 

No account of the stirring episodes leading up to our entry into the World War can be 
considered complete without at least a reference to the one in which the Zimmermann telegram 
played the leading role. Even those who adhere to the theory that it was the bankers who 
pushed us into the conflict on the side of the Allies must mention it; while those who incline 
toward the theory that it was the German policy of ' ‘frightfulness” on sea and land which 
dragged us in against them give this message even more attention. Although today it would 
certainly be too much to say that this cryptogram, through its interception and solution by the 
British, and its forwarding by them to President Wilson, was the direct means of bringing us into 
the war, nevertheless many an informed person whose memory goes back to the exciting days 
when the contents of this sensational message were disclosed in the newspapers of March 1, 
1917, would certainly say that had he been asked at that time he would have said at least that 
it was the straw which broke the camel’s back. The importance of this incident is evidenced 
by the lengthy co m ments of prominent officials who were at that time in a position to judge 
its significance. The Secretary of State, the Prime Minister of Great Britain, Colonel House, 
our Ambassador to Great Britain, and many others, give this telegram a prominent place in 
their writings on the World War. For example: 

While the Armed Ship Bill was under discussion in Congress another event occurred which caused 
the greatest excitement throughout the country and aroused the people against the German Govern- 
ment even more, I believe, than the announced policy of the submarine ruthlessness. That event was 
the publication of the so-called “Zimmermann telegram” * * *. Thus the Zimmermann telegram 

resulted in unifying public sentiment throughout the United States against Germany, in putting the 
people solidly behind the Government and in making war inevitable, if not popular, because the 

1 Papers Relating to the Foreign Relations of the United States, 1917. Supplement 1, The World War, p. 147. U. S. Government Printing Office 
Washington, 1931. This hook will hereinafter he referred to as Foreign Relations Series, abbreviated FRS. 

(i) 
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German Government’s sinister intent toward the United States could no longer be doubted. The 
“cold-blooded proposition” of Germany’s Secretary of Foreign Affairs in one day accomplished a change 
in sentiment and public opinion which would otherwise have required months to accomplish. From 
the time that the telegram was published, or at least from the time that its authenticity was admitted 
by its author, the United States’ entry into the war was assured, since it could no longer be doubted 
that it was desired by the American people from Maine to California and from Michigan to Texas. 2 

* * * * * * * 

It [the Zimmermann telegram] roused a great deal of indignation in the States and strongly rein- 
forced the popular backing for strong measures by the President.* 

******* 

Wilson was waiting for what he called the “overt act” before he took further steps against Germany, 
but the possibility of avoiding hostilities daily diminished. * * * 

Misguided German diplomacy did its utmost to strengthen the growing feeling in the United 
States that war with Germany could not be avoided. On February 26, Colonel House was called to 
the telephone by Frank Polk and informed that the British Naval Intelligence had received and 
deciphered a sensational telegram from the German Foreign Office to von Eckhardt, the German 
Minister in Mexico City. Signed by Zimmermann himself and dated January 16, the telegram 
announced the imminence of unrestricted submarine warfare, and instructed the German Minister, in 
case of war with the United States, to attempt to arrange a German-Mexican alliance, on the under- 
standing that Mexico would be assisted to reconquer New Mexico, Texas, and Arizona. Zimmermann 
further suggested that Carranza should approach Japan. 

Mr. Polk fully realized that the publication of this telegram would blow American resentment 
to a white heat; it would strengthen immensely popular support of the President in any action be 
might take against Germany in defense of American rights on the sea. The same thought may have 
led the British to pass the deciphered telegram on to Washington. Wilson himself was disturbed and 
in doubt as to whether the publication of the telegram would not bring on a crisis he could not control. 
House urged immediate publication. * * * 

The effect of publication was exactly what had been anticipated. Many persons naturally raised 
doubts as to the authenticity of the telegram; but Lansing formally assured Congress, and Zimmermann 
himself confessed, that it was genuine. Speculation was uncontrolled as to how it had been intercepted: 
it was rumored that the messenger had been caught by American guardsmen on the Mexican border; 
that a copy had been taken from von Bernstorff at Halifax; that it was in a mysterious box seized by 
the British on the ship which Bernstorff sailed or.' 

Hendrick , 5 the biographer of the war-time American Ambassador to Great Britain, Walter 
H. Page, says: 

The most sensational episode of this period, however, was the publication on March 1 of a telegram 
from Dr. Alfred Zimmermann, German Foreign Secretary, to the German Minister in Mexico, outlining 
a scheme for an alliance of Germany, Japan, and Mexico against the United States, and for the cession 
in case of victory, of Texas, New Mexico, and Arizona to Mexico. 

[Page’s diary dated March 2, 1917. j The Zimmermann (Berlin) Mexico-Japan bomb burst today, 
the Zimmermann telegram to the German Minister in Mexico being in the morning papers. They gave 
it out in Washington (apparently) to cause Congress to give the President authority to arm merchant 
ships, etc., etc., as he should see fit, and to use the armed forces of the Nation to protect commerce and 
life. It had that effect. An enormous majority in the House last night (nearly 500 to 13!) voted in 
favor of the resolution. I am curious to see the effect on the country. I have never abandoned the 
belief that if the President were really to lead, all the people would follow. Whether he will even now 
lead remains to be seen. Yesterday I talked to Chinda, the Japanese Ambassador, about this Zimmer- 
mann telegram. He thought it a huge joke at first. Today Yeates Thompson confessed that it seemed 
to him a newspaper hoax I Nobody (few people surely) yet thoroughly understand the German. This 
telegram will go some distance surely to instruct the people of the U. S. A.* 

' Lansing, Robert, War Memoirs, Robbs, Merrill & Co., Indianapolis, 1935, pp. 225 and 232. 

1 Lloyd George, David, War Memoirs, p. 634. 

• The Intimate Papers of Colonel House, Houghton Miffin Co., New York, 1926, p. 451. 

• Hendrick, Burton J., The Life and Letters of Walter H. Page, Doubleday Page & Co., New York, 1926. Hereinafter this work will be referred 
to merely as Hendrick. 

• Op. cit, vol. Ill, pp. 321, 324. 
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The acrimonious discussions which the Zimmermann telegram aroused in Congress take 
up 22 pages in the Congressional Record. Most of the debate deals with a resolution calling 
upon the President to furnish a formal statement declaring whether or not the telegram as 
published in the newspapers was authentic. Space forbids extensive quotation, and the following 
two statements made in the course of the debate must suffice: 7 

Mr. Thomas. * * * Does not the Senator [referring to Senator Hitchcock] realize that the 

public mind is already inflamed, that it has been inflamed by this publication [the Zimmermann tele- 
gram] like a bolt? Because of that excited condition, which we share, inasmuch as the information 
must have proceeded from Executive sources, directly or indirectly, it is very essential that we should 
have such information as may be necessary to enable us to meet and, if necessary, to end that public 
excitement which is now sweeping all over the country. 

******* 

Mr. Smith. * * * Mr. President, I say that the situation thus created is far-reaching and 

delicate, fraught with very great danger to the peace of the American people. * * * 

It was of course natural that question should be raised as to the authenticity of the Zim- 
mermann telegram. Senator Tillman [p. 4605] gave voice to his doubts in no uncertain terms: 

Mr. President, I want to say one thing before this debate closes. I think we have wasted a great 
deal of valuable time here in discussing a lie — a forgery. I agreed with the Senator from Michigan 
[Mr. Smith] this morning when he said it was a forgery. The reason I think it is a forgery is this: 
Who can conceive of the Japanese consorting with Mexico and the Germans to attack the United 
States? Why, Japan hates Germany worse than the devil is said to hate holy water. Japan took 
possession of Kiaochow and she is going to hold it. Is it possible to conceive that Japan will go to war 
with the United States in conjunction with Mexico and Germany? I think such a proposition is 
beneath our notice. 

The New York Times Current History for the period February 20 to May 15, 1917, deals 
thus with the Zimmermann telegram: 

An important phase growing out of our rupture with Germany and the subsequent drift toward 
war was the uncovering of an anti-American alliance proposed by Germany with Mexico and Japan 
in the event the threatened war ensued. * * * The revelation created a profound impression 

throughout the country. The immediate effect on Congress was the elimination of practically all 
opposition to the proposal then pending to authorize the President to proceed at once to arm American 
merchantmen against German submarines; it also crystalized the conviction throughout the country 
that the German submarine blockade must be sternly resisted, even though it resulted in a declaration 
of war by Germany. 

Ambassador von Bernstorff says: 8 

It has frequently been asserted that the notorious Mexico telegram led to the war with the United 
States. I do not believe this is correct. The telegram was used with great success as propaganda 
against us; but the rupture of diplomatic relations — as I have already pointed out — was, in view of 
the situation, equivalent in all circumstances to war. I had nothing to do with the Mexico telegram, 
which took me completely by surprise. It was addressed, in the usual way, direct to the legation in 
Mexico, and passed through the Embassy at Washington on the same day on which I received notifi- 
cation that the unrestricted U-boat war was to be declared. I had neither the right, nor was it my 
duty, to hold up the telegram although I disapproved of its contents. 

On December 13, 1927, Sir Alfred Ewing, who throughout the war was civilian head of the 
cryptographic bureau (popularly referred to as “Room 40”) of the British Naval Intelligence 
Service, delivered an address before the Edinburgh Philosophical Institution, telling of the 

’ Congressional Record, 64th Congress, 2nd Session, vol. LIV, pp. 4596 and 4598, Mar. 1, 1917. 

5 von Bernstorff, Count Johann, My Three Years in America, Charles Scribner’s Sons, New York, 1920, p. 380. This work will hereinafter 
be referred to as Bernstorff. 
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work of the Bureau. That portion of the published account of his address with which we are 
concerned is as follows: 9 

Besides intercepting naval signals, the cryptographers of Room 40 dealt successfully with much 
political cipher. The isolated position of Germany forced her to resort to wireless, and prevented 
frequent changes of the code books for confidential communication with correspondents abroad. 
There was a voluminous stream of cipher correspondence with German agents in Madrid, and a good deal 
with North and South America as well as Constantinople, Athens, Sofia, and other places. One group of 
deciphered messages threw useful light in advance on the Easter Revolution in Ireland, another group 
on the intrigues of the Germans in Persia. 

Among the many political messages read by his staff was the notorious Zimmermann telegram, 
which was intercepted in the manner described in the third volume of the Page Letters. President 
Wilson was then hesitating on the brink of war, reluctant to plunge, clinging painfully to the idea of 
neutrality which seemed to be almost a part of hiB religion. The Zimmermann message, which made 
a conditional offer to Mexico of an alliance against the United States, was deciphered in Room 40. 
It was then communicated very confidentially by Lord Balfour to Mr. Page and through Page to 
Wilson, and was given by him to the American Press. Its publication was decisive in converting 
American opinion to the necessity of war. But the curtain which hid Room 40 remained undisturbed. 

And finally in bis famous message (which is now known as the “war message”) delivered 
in person before the Congress in joint session on April 2, 1917, President Wilson said: 10 

That it (the German Government) means to stir up enemies against us at our very doors the 
intercepted note to the German Minister at Mexico is eloquent evidence. 

More than enough has been quoted to give an indication of the importance with which the 
publication of the Zimmermann telegram must be regarded in connection with a study of the 
causes leading to our entry into the war. Indirectly, because the United States is the leading 
power on the American Continent, it also helped to bring Argentina, Bolivia, Brazil, Cuba, 
and Panama into the arms of the Allies. 

So important a cryptographic incident, therefore, warrants a most careful study by historians 
as well as by cryptographers, for the story of the incident is replete with suggestions for making 
the most of a cryptographic opportunity. 

Twenty years have passed since the Zimmermann telegram was blazoned on the front 
pages of newspapers throughout the world except, of course, in Germany and Austria. But 
the British Government, which was the principal actor in the incident, has still not lifted the 
impenetrable curtain of mystery behind which her able cryptographers work, so that we shall 
have to draw conclusions from accounts from other sources if we are to study the facts con- 
cerning her interception and solution of the famous message. We shall pass over several purely 
apochryphal accounts which appeared at the time. 11 

It is amusing to note, in passing, that one of the reasons why the Kaiser was extremely 
cool to Ambassador Bemstorff, who was received by the Kaiser only 6 or 7 weeks subsequent 
to Bernstorff’s return to Berlin after the rupture of relations, was the monarch’s belief that the 
Zimmermann telegram had been taken from among the papers which Bemstorff carried with 
him on his return home on the Friedrich VIII in February 1917. The ship was detained at 
Halifax for 12 days and every nook and cranny was searched. A box of dispatches which had 
been placed aboard the vessel by the Swedish Minister was found by the British authorities and 

9 As reported in The ( Edinburgh ) Scotsman and The ( London ) Times for December 14, 1927. Incidentally, the Editor of The Scotsman , in 
lauding Sir Alfred, said of the Zimmermann telegram that it “was instrumental in bringing America into the war.” 

10 FRS, pp. 195-203. Also, in his Flag Day Address on June 14, 1917, in citing the numerous provocations which, he explained, forced us into 
the war, the President said: “They tried to incite Mexico to take up arms against us and to draw Japan into a hostile alliance with her— and that 
not by indirection but by direct suggestion from the Foreign Office in Berlin.” 

11 The most far-fetched of these was to the effect that the message was found by four soldiers of Company O, First Inlantry, on the person of 
a spy whom they had captured while he was attempting to cross the southern border into Mexico, near the town of Progress on February 21, 1917. 
See The New York Times Current History, period April 1917-June 1917, vol. XI. Even so recent a work as Gunther’s Inside Europe (1936), pp. 
92-93, contains a wholly erroneous version of the episode. 
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the contents of some of them were published. The English papers represented the case as if a 
box of dispatches had been taken from Bernstorff. But the Zimmermann note was not among 
them. 12 

The first lifting of the veil of secrecy surrounding the interception and solution of the 
Zimmermann telegram occurred in 1925, when the November issue of World’s Work brought the 
final installment of Hendrick's The Life and Letters of Walter H. Page. This account, from 
which a passage has already been cited, still forms the principal source of our information on 
the subject. A second account, not so detailed as the first, but containing important data, was 
published in 1933 in Lansing’s War Memoirs, also already mentioned. Another account appears 
in a book 13 by a professed German ex-spy. But since it is based almost entirely upon the 
Hendrick version, and because there are cogent reasons for discounting much of the contents of 
the book as a whole, it will be largely disregarded in this paper. In addition to all sources men- 
tioned, reference will be made to official records of the Department of State. 

The first links in the story may be seen in the following two telegrams: 14 



( 1 ) 



Secretary of State, Washington. 
5746, February 24. 



London, February £4, 1917. 
Rec’d 9 a. m. 



In about three hours I shall send a telegram of great importance to the President and Secretary 
of State. 



PAGE. 



* * * * * * * 

( 2 ) 

The Ambassador in Great Britain (Page) to the Secretary of State 

ITelegram] 

London, Febraury £ 4 > 1917 — I p. m. 

' Rec’d 8:30 p. m. 

5747. My 5746, February 24, 8 a. m. For the President and the Secretary of State. 

Balfour has handed me the text of a cipher telegram from Zimmermann, German Secretary of 
State for Foreign Affairs, to the German Minister to Mexico, which was sent via Washington and 
relayed by Bernstorff on January 19. You can probably obtain a copy of the text relayed. by Bern- 
storff from the cable office in Washington. The first group is the number of the telegram 14 ", 130, and 
the second is 13042, indicating the number of the code used. The last group but two is 97556, which 
is Zimmermann’s signature. I shall send you by mail a copy of the cipher text and of the decode into 
German and meanwhile I give you the English translation as follows: (Then follows the English text 
of the telegram as given above, p. 1.) 

The receipt of this information has so greatly exercised the British Government that they have 
lost no time in communicating it to me to transmit to you, in order that our Government may be able 
without delay to make such disposition as may be necessary in view of the threatened invasion of our 
territory. 

Early in the war, the British Government obtained possession of a copy of the German cipher code 
used in the above message and have made it their business to obtain copies of Bernstorff’s cipher 
telegrams to Mexico, amongst others, which are sent back to London and deciphered here. This 
accounts for their being able to decipher this telegram from the German Government to their repre- 



>* Nationalversammlung, 1919. Unlertuchungsausschuss flier die WeliknegsterantworUichkeit. In a series ol 15 sessions, from October 21, 
1919, to April 14, 1920, a committee appointed by the German National Constituent Assembly to inquire into the responsibility tor the war 
held hearings in Berlin. The reports of two subcommittees together with the stenographic minutes of one of these subcommittees and supplements 
thereto have been translated and published by the Carnegie Endowment tor International Peace, as vols. 1 and 2 of Official German Documents 
Relating to the World War.. These two volumes are a veritable mine of Important Information. They will hereafter be referred to as German 
Hearings. The statement above is taken from p. 311. 

von Rintelen, Capt. Franz, The Bark Invader. The Macmillan Co., New York, 1933. 

11 The first is taken from Hendrick, vol. Ill, p. 332; the second, from FES, p. 147. 

Ua This is not the number of the telegram, but the code equivalent of the number (3). 
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sentative in Mexico and also for the delay from January 19 until now in their receiving the information. 
This system has hitherto been a jealously guarded secret and is only divulged now to you by the British 
Government in view of the extraordinary circumstances and their friendly feeling toward the United 
States. They earnestly request that you will keep the source of your information and the British 
Government’s method of obtaining it profoundly secret, but they put no prohibition on the publication 
of Zimmermann’s telegram itself. 

The copies of this and other telegrams were not obtained in Washington but were bought in Mexico. 

I have thanked Balfour for the service his Government has rendered us and suggest that a private 
official message of thanks from our Government to him would be beneficial. 

I am informed that this information has not yet been given to the Japanese Government, but I 
think it not unlikely that when it reaches them they may make a public statement on it in order to clear 
up their position regarding the United States and prove their good faith to their Allies. 

PAGE. 

We shall not concern ourselves with the steps taken by the President and Secretary of 
State Lansing, culminating in the publication by the Associated Press of the text of the telegram. 
Our interest will be concentrated upon the minute details of the manner in which the message 
was intercepted and solved by the British. 

The Hendrick account, immediately after the preceding two telegrams quoted above, 
continues: 

The manner in which the British had acquired this message is disclosed in Page’s telegram. It 
was “bought in Mexico.” That is, the British Secret Service had obtained it evidently from some 
approachable person in the Mexican capital — a practice which, it appears from Page’s comumnication, 
had been going on for some time. An interesting additional fact is that this is not the only way in 
which the British obtained this priceless treasure. The German Government was so determined to 
make this Mexican alliance that it did not depend upon a single route for transmitting the Zimmer- 
mann message to von Eckhardt. It dispatched it in several other ways. For one it used the wireless 
route from Nauen, Germany, to Sayville, Long Island. 

In the early days of the war, the American Government prohibited the use of this Sayville line 
except under American supervision; how little this prohibition interfered with the Germans is shown 
by the use they made of the Long Island station for this, the most fateful message sent to America 
during the war. * * * In the British Admiralty this Nauen-Sayville thoroughfare was known as 
the "main line”; it was the most direct and consequently the one most used for sending German dis- 
patches to the United States. 

Hendrick cites no authority for the statement that the Zimmermann telegram was trans- 
mitted by radio from Nauen to Sayville and there is reason to doubt that this was the case, as 
will become apparent when the matter is carefully considered in the light of other evidence. 

A few hours after the outbreak of the war the British, who have always recognized the 
importance of controlling communication channels as well as sea lanes, took immediate steps 
to isolate Germany from the rest of the world that lay beyond the oceans, by cutting and diverting 
to her own service the two German cables across the Atlantic Ocean. This left Germany 
only indirect channels of communication with her Ambassador at Washington. These channels 
were four in number. The first, by radio between a station in Germany and two stations in 
the United States, was known to and supervised by our Government; the second, by cable from 
Germany via Berlin, Stockholm, Buenos Aires, Washington, was secret, and though there is 
positive evidence that from the very first days of its use it was known to the British, it was 
unsuspected and unknown to our Government until long after we had entered the war; the 
third, via Berlin, Copenhagen, Washington, was a very special method used only occasionally, 
with the knowledge and cooperation of the American State Department; the fourth, involving 
the insertion of secret text in ordinary news dispatches, was a channel which was of course un- 
known to our Government, until long after the war was over, when it was disclosed by Bern- 
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storff himself. 15 Since we are not concerned with this channel of communication we shall have 
no more to say about it than is given in footnote 15. 

We shall consider first the communications passing by radio between the German station 
at Nauen and one or the other of two radio stations on United States territory, at Sayville, 
Long Island, and Tuckerton, N. J. These stations had been erected by German enterprise 
for direct communication with Europe; they were, however, partly financed by French capital, 
and the legal objections w T hich the French raised immediately upon the outbreak of the war 
soon resulted in closing both of them. Later our Government, after long negotiations with 
the German Government, took over the stations and exercised a censorship over them. The 
steps leading to the imposition of that censorship need not concern us ; the fact is that the Ger- 
mans were unable to use the stations until April 1915 15 and then only under supervision, in 
that messages sent by Bemstorff to Nauen had to be submitted to our censor before they could 
be transmitted and messages received from Nauen, addressed to Bemstorff, were carefully scruti- 
nized before they were handed over to him. The purpose of this censorship was, of course, to 
preserve our neutrality. Messages exchanged via these radio stations were, as a rule, sent in 
a code known as “Englischer Chiffre Nr. 9972”, two copies of which had been deposited with 
our censor. This is established by the following letter: 17 

Kaisehliche Deutsche Botschaft, 

German Embassy, Washington. 

April 20 , 1915 . 

The Imperial German Embassy presents its compliments and has the honor, with reference to 
the correspondence with Honorable Robert Lansing in regard to the sending of wireless messages in 
cipher by means of the radio stations at Tuckerton and Sayville, to transmit to the United States 
Department of State herewith, in two copies, the key to that cipher against kind acquittance for making 
further directions. 

(Signed) J. Bernstorff. 

As stated above, all messages forwarded by radio by Bernstorff had to be sent to our censor 
through the State Department and these messages were regularly accompanied by a formal letter 
couched in the following terms: 

The Imperial German Embassy presents its compliments, to the United States Department of 
State and has the honor to enclose herewith a wireless cipher message, in duplicate, to the Foreign Office 
at Berlin for kind transmission to the Tuckerton station. Duplicate copies of the (plain text) message 
are likewise enclosed. 



J5 Bernstorff, p. 154: “My reports as a matter of fact were somewhat infrequent and al ways short, as we had to put all our messages into cipher, 
and this was not always possible. In explanation of the inevitable incompleteness of my communication with the Foreign Office, I may remark 
that the telegrams of the Wolff and Trans-Ocean Bureaus were regarded as the main sources of Information for either side, and that I made use 
of various arrangements of words, to which the Foreign Office alone had the key, for the purpose of making my own views easily distinguishable 
in these telegrams.” Another interesting corroboration of the use of this method is to be found in the Hall affidavit. (See footnote 20.) Among 
the telegrams accompanying the affidavit is one (p. 122) dated April 3, 1916, from Bernstorff to the Foreign Office. It contains the following para- 
graph: 

“For this reason I suggest that the Wolff Bureau should be instructed for the present to forward immediately all Klaessig's telegrams to the 
Foreign Office. It is advisable that all should be sent, because telegrams going from here are in code, aDd therefore the recognition signal agreed 
on by us for telegrams intended for you might easily be lost. For motives of economy Klaessig uses the Ritzanscbe Bureau in (an American town) 
for such telegrams, as in this way it is possible to use code with regard to the English censorship.” 

J* P. 480, German Hearings. 

17 The letter is in the flies of the State Department. In handwriting on its lower left haDd corner appears the following: “Two cipher books 
handed to Lieutenant Noyes, U. S. Navy, April 20, 1915.” In telegram 79 dated April 20, 1915, Bernstorff informed the Foreign Office that two copies 
of Code 9972 were delivered to the State Department. He says (Bernstorff, p. 66) : “In these negotiations we had to content ourselves with pointing 
out that whereas our enemies could pass on military information to their Governments by means of coded cablegrams, we should be confined to the 
use of the wireless stations. Finally we came to an agreement with the American Government that they should have a copy of the code which 
we used for the wireless telegrams. In this way their contents were kept secret from the enemy but not from the Washington Government. This 
course we only agreed to as a last resource as it w T as not suitable for handling negotiations in which the American Government was concerned.” 
How naive Bernstorff was in respect to his idea that the messages in Code 9972 were thus kept secret from the enemy will be seen in a short time. 



93733 — 38 2 



REF ID : A4 91080 



8 

Thus not only did the United States have the code in which the messages were prepared, 
but messages in that code, when sent by Bernstorff to the State Department for transmission, 
were accompanied by their plain texts so that the censor could verify the latter if he desired . 18 

That the scrutiny of these messages was not a mere formality is attested by the fact that 
the files of the State Department show several cases in which the Department held up and refused 
to transmit telegrams which, on being examined, were not perfectly clear, or which were even in 
slight degree questionable as regards our neutrality. In this connection Bernstorff says: 19 

As has already been mentioned, all our wireless messages were read by the American Government 
departments and it had often occurred that objection had been raised. 

On one occasion, upon the very urgent request of the German Ambassador, the Secretary 
of State agreed to permit Bernstorff to receive a radio message from Berlin to Tuckerton pre- 
pared, not in Code 9972, but in a code of which no copy had been deposited. This special cir- 
cumstance caused Bernstorff to address a letter on January 28, 1917, to William Phillips, then 
Under Secretary of State. This letter, found in the files of the State Department, contains the 
following paragraph: 

I presume that the wireless was addressed and forwarded direct to the Imperial Foreign Office. 
As I have asked for an immediate wireless reply, my Government may answer in the same way and 
in a code not decipherable by the Censor at Tuckerton. In a former somewhat similar case when 
by mistake the wrong code was used, the telegram reached me only after several days’ delay. There- 
fore, and as the answer to my yesterday’s message will be extremely urgent, I should be particularly 
grateful to you, if you could, at your earliest convenience, have the Censor at Tuckerton and at the 
Navy Department instructed to let, in this exceptional case, the reply to my message pass as quickly 
as possible. 

It is obvious that if scrutiny of messages had been a mere formality Bernstorff would hardly 
have gone to the trouble of begging so humbly for the permission to which reference is made. 
Parenthetically it may be stated that if the Germans’ purpose in using a code for these radio 
messages was to keep their contents from their enemies, they might well have saved them- 
selves all the trouble they took, for Code 9972 was extremely simple in construction and was 
solved by the British without difficulty. This is proved by a telegram that appears in a public 
record which is replete with valuable information, namely, the documents published by the 
German-American Mixed Claims Commission, which was established in 1922. Among these 
documents is an affidavit dated December 28, 1926, by Admiral Sir W. Reginald Hall, wartime 
chief of the intelligence department of the British Admiralty. 20 This affidavit is accompanied by 
a large number of messages which were intercepted and read by the cryptographic bureau of the 
British Admiralty. Among these decoded messages is a translation of one of these Nauen-Say ville 
messages accompanied by the following footnote: 21 

[British] Departmental Note. — This is the first message in cipher 9972 which has been read. 
This cipher is employed in messages passing between Berlin and the German Embassy, Washington. 

In view of the strict supervision that was exercised over this Nauen-Say ville radio route it 
appears strange that the Zimmermann telegram should have been transmitted in this way. 

We come now to the second communication cha nn el that was used by the German Govern- 
ment to communicate with Bernstorff, the route via Berlin, Stockholm, Buenos Aires, Washing- 
ton. This channel was made available by the good offices of the Swedish Foreign Office and its 
representatives abroad. Hints as to the use of this channel may be found in Bernstorff. For 

Of course the convenience of our censor had a part In the selection of a code in the English language. The code, however, was not compiled 
for that purpose. It was already on hand and had been used for the purpose of transmitting English material. 

11 BernstorfT, p. 230. 

Hereafter the Hall affidavit will be referred to as Hall. It appears as Claimants' Exhibit 320 of the documents published by the Mixed Claims 
Commission, and is reprinted as Appendix 1 to this paper. 

Hall, p. 05. 
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example, on page 65: “We had to fall back exclusively on the wireless stations, when, as fre- 
quently happened, we were unable to make use of the circuitous routes via neutral countries.” 2!a 
Again on page 149: “Telegraphic communication between the German Government and the 
Embassy at Washington was carried out by a circuitous route, which made it extremely slow." 

There is in the State Department files a telegram dated September 10, 1917, from American 
Ambassador Morris, at Stockholm, to the Secretary of State, which reads: 

Today had conference with British Minister who informs me as follows: In the summer of 1915 
when Great Britain sent a commission to Sweden to negotiate regarding importation into Sweden the 
Swedish Government protested against Great Britain delaying in London official telegrams addressed 
by Swedish Government to Swedish Legation, Washington. British Minister received cable instruc- 
tions to inform Swedish Government that delay was due to the fact that the British Government was 
in possession of positive knowledge m that the Swedish Legation, Washington, had transmitted to the 
German Government through the Foreign Office Stockholm, message from Count Bemstorff. Swedish 
Minister for Foreign Affairs admitted that such message had been sent so transmitted but gave British 
Minister formal assurance that this would not occur again. 

What was the nature of the “positive knowledge" that the British Government possessed? 
Undoubtedly it was based upon decoded German telegrams, as is evidenced by the following 
telegram which appears among those in Admiral Hall’s affidavit: 23 
From BUENOS AIRES 

To BERLIN B. A. 67 

(transmitted) 19th June 1915 
(5950) and (13040)“° 

I. Telegram No. 72 is missing. 

II. Please send cypher telegrams for WASHINGTON in such a way that they can be recyphered 
here, otherwise the Swedish facilities for wiring will be compromised and presumably withdrawn from us. 

LUXBURG. 

Note the date of this message. It is good evidence that the British knew of this method, but 
there is also sufficient additional evidence in Admiral Hall’s affidavit, if one studies the points 
between which the telegrams included in the affidavit were sent. The fact that a large number 
of the messages in the Hall affidavit were sent via Stockholm-Buenos Aires, is clear proof that 
the British were carefully watching this route and reading the telegrams transmitted over it. 

It is quite clear from this evidence and from the quotations cited above that Hendrick 
places too much emphasis upon the variety of routes which he says the Zimmermann telegram 
traveled, as though only this telegram had received special treatment. It is apparent that the 
transmission of important messages by more than one route was a usual procedure with Bem- 
storff. For example, he states: 24 “With the utmost possible speed I sent the following telegrams 
about my interview with Mr. House, by three different routes to Berlin.” 

Hendrick says: 26 

The fact seems to be that the Swedish Court was openly pro-German; that popular opinion in 
Sweden similarly inclined to the German side; and, by January, 1917, the Swedish Foreign Office had 
become almost an integral part of the German organization. In many capitals German messages 
were frequently put in Swedish cipher and sent to Swedish Ministers in other countries and by them 
delivered to their German colleagues. Herr Zimmermann, in his desire to make certain that his Mexi- 

“• Italics ours. 

Italics in original. 

« Hall, p. 68. 

"(1950) and (13040)” is the British designation ol the code used by the Germans in sending the message. Code 5950 was an encipherment of 
13040, and a message sent in that code had, accordingly, to be transposed into code 13040 before It was read. (See pp. 4-14 of Mendelsohn, Charles J., 
Studies in German Diplomatic Codes Employed During the World War. Technical Paper of the Signal Intelligence Service, Washington, 1937.) 

« Bemstorff, p. 373. 

» Hendrick, vol. Ill, p. 338. 
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can telegram should reach Washington, again fell back upon the assistance of his Swedish confreres. 
He handed his message to the Swedish Minister to Berlin; this functionary sent it to Stockholm, Sweden; 
from this point it was cabled to Buenos Aires, Argentina, and from that city cabled in turn to Wash- 
ington. The journey was a roundabout one, covering about ten thousand miles. Yet nothing that 
was sent through the air or under the sea seemed to escape the watchful attention of the British Naval 
Intelligence, and this Swedish message was captured almost at the same moment as that one which was 
going by the “main line.” 

It is to be noted that according to Hendrick “German messages were frequently put in 
Swedish cipher and sent to Swedish Ministers * * *” and he implies that the British read 

the Swedish code. 

Now it would be easy to believe that the British obtained and read messages in Swedish 
code, for their intercept service pretty well covered the earth. It is, however, intrinsically 
unlikely that the Germans would give the Swedes the text of a message to be put into Swedish 
code for transmission. Why reveal their secrets to the Swedish Government? It was so much 
easier merely to ask Stockholm to forward a message in German code — precisely as they asked 
the Americans to do it, as we shall soon see. Not only, however, do probabilities point away 
from any idea that a Swedish code was used, but we have two pieces of evidence on this matter 
the authenticity of which cannot be questioned. 

On September 8, 1917, the State Department published the text of three code messages 
sent by the German charge d’ Affaires at Buenos Aires to the Foreign Office at Berlin. These 
telegrams became notorious as the Luxburg or “sink without trace” messages. They were 
furnished by the British, for the American cryptographic bureau had as yet hardly been or- 
ganized at that time. The files of the State Department contain several messages in connection 
with this episode. Among them is one dated September 18, 1917, to Bell (Secretary, American 
Embassy, London) from Harrison (Secretary in the Diplomatic Service, assigned to the Depart- 
ment, later — 1922 — Assistant Secretary of State), in which Harrison transmitted the dates and 
initial groups of 22 messages sent from the Swedish Foreign Office, Stockholm, to the Swedish 
Legation, Buenos Aires and asked: “Please let me know as soon as possible if British authorities 
have copies of all these messages, if they have been successfully treated, and if so telegraph con- 
tents at earliest possible moment.” On September 19, Bell replied as follows: “Numbers 4, 5, 
11, 16, 17, 18, and 22 are in Swedish code and undecipherable here.” 

Moreover, we have a direct statement of the war-time British Cryptographic Bureau on this 
point. After Americans entry into the war, the British gave the American Government a partial 
copy of the German code known as Code 13040, with directions for its use. These directions con- 
tain the express statements that German messages sent by Swedish officials were in enciphered 
German code, i. e., the original code groups were subjected to a process of systematic alteration, 
and that the transfer, or retransfer, from Swedish to German hands was made at Buenos Aires. 
The method of encipherment employed to disguise the messages upon their transfer was of such 
nature as not completely to remove certain resemblances to German Code 13040. These 
resemblances aroused the suspicions of the British cryptographers, and detailed study followed. 
Once the nature of the disguise was learned, its usefulness was lost, and the Germans might 
have spared themselves the trouble of disguising the code when they gave their messages to 
Swedish officials for forwarding. 

We have seen that the British Government once informed the Swedish Government that 
it was “in possession of positive knowledge that the Swedish Legation, Washington, had trans- 
mitted to the German Government through the Foreign Office, Stockholm, message from Count 
Bemstorff.” That was “in the summer of 1915.” The fact that the practice was not stopped 
for 2 years or more, though the British must have been fully aware of it, speaks for itself. The 
British authorities must have realized soon after this protest, which was no doubt made early in 
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the cryptographic war, that the information they were gleaning from the study of these messages 
was too valuable to lose, even taking into account the fact that the messages were of considerable 
use to their enemies. It is more than likely that the information was at least as useful to the 
British as it was to the Germans themselves. In some cases there is no doubt that it was even 
more useful. 

Finally, there is another important telegram in the files of the State Department on this 
subject. It is dated September 17, 1917, and was sent by Bell to Harrison. The first para- 
graph is of great interest. It reads as follows: 

I am now able to inform you Zimmerman’s telegram to Eckhardt instructing him to induce 
Mexico to attack us was forwarded through Swedish channels. It had to be sent through Bernstorff 
for his information, but as Sweden had given up transmitting German telegrams direct to the United 
States after the British protest in 1915, it was sent through Swedish channels to Buenos Aires and 
there turned over to Luxburg who repeated it to Bernstorff. The latter retransmitted it to Eckhardt. 
From Berlin to Bernstorff it went in a code which the British had at that time only partly succeeded 
in deciphering and of which Eckhardt had no copy. Bernstorff had to repeat it to Mexico therefore 
in another code known to the German Minister there and incidentally to the British and it is of this 
message that we obtained a copy. 

Of certain portions of this telegram we shall have more to say later, as they are of extreme 
interest from the cryptographic viewpoint. At this point we shall merely indicate that there 
is good reason to believe that the British authorities did not tell Bell the whole story when 
they gave him the information which is contained in the foregoing telegram. Who can blame 
them for withholding their most precious secrets? 

We come now to the third and most interesting of the several channels available to the 
German Foreign Office in communicating with Bernstorff in Washington — the Berlin-Copen- 
hagen-Washington route used with the cooperation of the American State Department. We 
shall quote from the Hendrick narrative: 26 

The German Government forwarded this dispatch to Washington in still another way. Indeed, 
the most remarkable incident in this remarkable transaction remains to be told. Evidently the Ger- 
man Foreign Office feared that transmission by wireless and cable transmission to Buenos Aires — 
by grace of the Swedish Government — might fail them. The prohibition the American Govern- 
ment had placed upon the use of wireless from Nauen to Sayville, Long Island, might naturally cause 
apprehension as to the delivery of messages sent by this route. The cable line from Stockholm to 
Buenos Aires and thence to Washington and Mexico was a roundabout one, and a message trans- 
mitted that way might conceivably fail to reach its destination. 

The dispatch of this telegram, however, was at that moment the most important business before 
the German Foreign Office and its safe arrival in the city of Mexico must be assured at any cost. 
There was one method that was absolutely sure, though the fact that this should have occurred to 
Zimmermann must be regarded as one of the most audacious and even reckless strokes of the war. 
Humor of any kind the Germans seldom displayed at crises of this sort, yet the mechanism adopted 
to make certain that this plot against the American people would safely land on Bernstorff’s desk 
evinces an unmistakable gift — even though an unconscious one — for the sardonic. 

The transaction reflects so seriously upon the methods of the State Department that it would 
probably never have seen the light had the Germans not made it public themselves. In 1919-20 
the German Constituent Assembly held an elaborate investigation into the responsibility for the war. 
In this the Zimmermann telegram played its part. Among its published documents is a note which 
reveals one route by which this document found its way across the Atlantic. 37 It says: 

“Instructions to Minister von Eckhardt were to be taken by letter by way of Washington 
by U-boat on the 15th of January; since the U-boat Deutschland did not start on her outward trip, 
these instructions were attached on January 16th to telegram No. 157, and through the offices 
of the American Embassy in Berlin telegraphed to Count Bernstorff by way of the State Depart- 
ment in Washington.” 

18 Hendrick, vol. Hr, pp. 338-341. 

Hendrick’s footnote: See Vol. II, p. 1337: “Official German Documents Relating to the World War.” Translated under the supervision of 
the Carnegie Endowment for International Peace. [This work is referred to in the present paper as German Hearings.} 
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What this means is that the German Foreign Office used the American Government as an errand 
boy for the transmission of a document that contained a plot against its own territorial integrity. * * * 
The German Government, many times in the course of the war, used the good offices of the Amer- 
ican State Department for transmitting messages to Ambassador Bernstorff. Germany had no cable 
communication with the United States; the wireless was unreliable and not always available; occa- 
sionally, therefore, the Germans would request Washington to serve in this capacity. As all such 
messages touched England before starting across the Atlantic, the consent of the British Government 
was necessary before the favor could be performed. That the British graciously permitted the Ger- 
mans to use their cable facilities may possibly have seemed, at the time, an act savoring of the mag- 
nanimous; the fact, however, that the British possessed the German cipher and read all these mes- 
sages as they sped through England creates the suspicion that they may have regarded this as a way 
of obtaining valuable information. 

Hendrick makes it appear that obtaining permission to use the American State Depart- 
ment facilities was a rather simple matter and that many messages were sent by the State 
Department for the Germans in this way, without realization on the part of State Department 
officialdom of the possibly serious consequences that might ensue. That this is far from the 
truth will appear later. His statement, too, that "As all such messages touched England 
before starting across the Atlantic, the consent of the British Government was necessary before 
the favor could be performed” is meaningless when one considers the matter. It is obvious 
first of all that had the American Government been so naive as to ask the British Govern- 
ment’s consent to such a procedure the latter would certainly have refused. It is likewise obvious 
that when Bernstorff wanted to send a code message to the Foreign Office in Berlin, the State 
Department could not simply address a telegram to the American Ambassador, Gerard, in plain 
language asking him to "Forward the following code message to the German Foreign Office.” 
The British would naturally not pass such messages even though the greatest neutral country 
asked such a favor. Such a procedure is not a diplomatic possibility in time of war. If not 
in plain language, the forwarding by the State Department of German code messages had to 
be done through the intermediacy of State Department code. Assuming that official messages 
of the American Government to her ambassadors and ministers in Europe were not subjected 
to any study whatsoever by the British Cryptographic Bureau (which is difficult to believe), 
it is possible that this practice might not have been detected immediately by the British. But 
the manner in which the messages were actually drawn up was such that the discovery of the 
practice should and must have been particularly easy if American messages were even hastily 
scanned. Here is an example of the plain text of such a message, copied from the files of the 
State Department; 

Amlegation 

Copenhagen 
Forward Berlin 
3803 

Deliver to German Foreign Office the following message from Ambassador Bernstorff. 

(Add German Cipher.) 

LANSING. 



Lacking a copy of the telegram as actually filed for transmission, the form the code message 
took when filed cannot here be indicated; but we have on this point the positive statement of 
Mr. David A. Salmon, then as now Chief of the Division of Communications and Records of 
the State Department, to the effect that the code groups of the German code message were not 
reencoded in State Department code, or changed in any way whatever: they were merely 
added to the preamble requesting the forwarding of the message. This preamble was in code — 
American State Department code. Now the code groups of the American code were most 
commonly in letters, while those of the German code were in figures . 28 Furthermore, the 



38 In a few cases State Department code messages consisted of figure-groups but the latter were invariably 5-digit groups, while the German 
code messages* as stated further ou, consisted of 3, 4 , and 5-digit groups. 
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code groups of the German code were characterized by being composed of three, four, and five 
digits, whereas in most codes of even those days all of the code groups uniformly contained five 
letters, or five figures. Hence the subterfuge was sure to be detected almost immediately by 
the British. Still they made no protest. Why? The answer must surely be obvious: they 
were glad to have access to this leakage of valuable information, and to lodge a protest would at 
once dry it up at the source. 

Whereas Hendrick makes it appear that our State Department handled many messages 
for the Germans, Lansing in his account of the matter makes it appear as though the trans- 
mission of the Zimmerman telegram via State Department channels was an isolated incident, 
or at least that this method of communication was placed at the disposal of Bemstorff only 
toward the end of the period of strained relations. Quoting Lansing: 29 

At eleven-thirty I went to the White House and for an hour discussed with the President the 
substance of the [Zimmermann] telegram and the way to use it. The President said that he had been 
wondering how Bernstorff got the message from Berlin, and that the closing of secret lines of com- 
munication with his government made him a little uncertain as to its authenticity. 

I told him that I thought it could be easily explained, my opinion being that it was done in the 
following manner: During the early part of January Count von Bernstorff, at the instance of Colonel 
House, had been laboring with his government to obtain concrete terms of peace. The Ambassador 
had complained of his inability to communicate secretly and therefore freely with Berlin, which he 
considered essential in order to accomplish his purpose. In view of this reasonable statement we 
had consented very reluctantly to send [that is, in a cipher, of which the Department did not have 
the key] messages for him through our Embassy . 30 This we did several times, permitting the German 
Foreigu Office to reply in the same way. On January seventeenth an exceptionally long message 
(some one thousand groups) came through from Berlin. On the eighteenth this message was delivered 
to the Ambassador. On the nineteenth the telegram from Bernstorff to Mexico was filed. From 
these facts I drew the conclusion that in the long secret message delivered to him on the eighteenth 
was the message for the German Minister besides other orders as to what to do in case of a severance 
of diplomatic relations . 81 

The President two or three times during the recital of the foregoing exclaimed “Good Lord!” 
and when I had finished said he believed that the deduction as to how Bemstorff received his orders 
was correct. He showed much resentment at the German Government for having imposed upon our 
kindness in this way and for having made us the innocent agents to advance a conspiracy against 
this country. 

Careful study of available records shows that while this channel of communication was 
used on more than a single occasion, it was used not nearly so frequently as Hendrick implies, 
and that its employment was confined to periods of strained relations. The first was on June 2, 
1915, shortly after the sinking of the Lusitania, which occurred on May 7, 1915. Of this period 
Bernstorff says: 32 

It is certain that if I had not at this stage of the Lusitania crisis had my interview with the Presi- 
dent, relations would have been broken off and war between the United States and Germany must 
inevitably have followed. * * * During our conversation, however, the President offered for the 

first time to permit me to dispatch a cipher telegram through the State Department, to be sent on 
by the American Embassy in Berlin . 88 

,j Lansing, p. 227. 

i° Bracketed matter so In original. 

31 A footnote at this point contains substantially the same matter as is given in our extract from Hendrick given on p. 11, regarding the way 
in which the Zimmermann teiegram was to have been sent by the submarine Deutschland. 

33 Bernstorff, p. 151 and p. 154. 

33 This statement is not strictly correct, for there exists in the flies of the State Department a letter dated November 12, 1814, from Bemstorff 
to Secretary Bryan enclosing a message which Bemstorff asked Bryan to send to the German Foreign Office. This message was In the German 
code, 13040, and, as Bernstorff told Secretary Bryan, asked “instructions from my Goyernment for the purpose of publicly indorsing the Belgian 
relief plan.” Attached to the letter is the text of the code message which we have decoded and And to be as described by Bemstorff. This message, 
incidentally, was in the same code (13040) as the Zimmermann telegram in the form in which the latter was forwarded by Bemstorff to Mexico 
City. 
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This initial instance apparently paved the way for several more during the same crisis, 
as is evidenced by Bemstorff: 34 

From this time onwards [that is about July 21, 1915] Mr. Lansing agreed with me that, as a 
regular thing, I should be permitted, whatever negotiations were going on, to send cipher dispatches 
to my Government through the channels of the State Department and the American Embassy in 
Berlin. It will be remembered that a similar privilege had been granted me at the time of the Lusitania 
incident. 

But, lest one jump to the conclusion that the State Department was careless in placing 
its facilities at the disposal of the Germans and regarded the matter as being without possi- 
bility of serious repercussions, let it be noted that Mr. Lansing not only realized the full impli- 
cations of the unusual procedure but also refused to transmit a message on at least one occasion 
on the ground that there appeared “to be no particular urgency for the transmission of the 
message on account of either of the subjects mentioned.” 35 It must also be noted that the 
State Department transmitted messages not only for the German Government, but also for 
the Austrian, as is proved by a telegram dated February 4, 1917, from Lansing to Ambassador 
Penfield at Vienna. 38 

Despite the questionable propriety of this procedure on the part of our diplomatic officials, 
it is easy to understand why President Wilson and Mr. Lansing made the State Department 
route available in the circumstances that then existed. For, with their complete control of 
cable facilities, the Allies were able to transmit any information they pleased without censor- 
ship of any sort by any other Government, while the Central Powers, having no cables, were 
forced to use radio, and even then had to submit their messages to a censorship exercised by 
foreign powers. 

It may possibly be supposed that the Zimmermann telegram was transmitted by radio 
from Nauen direct to Mexico, inasmuch as there was a powerful station at Chapultepec. But 
the evidence is fairly clear against such an hypothesis. The Chapultepec station was hardly in 
working order by October 1918 as can be seen from the following message: 37 

From: Madrid 
To: Berlin 
No. 1220 
Oct. 8, 1918 

JAHNKE reports from Mexico without date: Cipher telegrams 6 and 7 cannot be deciphered. 
Please send thrica each time. A wireless station has been erected. I am now trying to get into 
communication with Nauen. * * * 

Jahnke was a secret agent of the German Admiralty who worked in the United States and 
Mexico. His telegrams were sent by von Eckhardt, the German Minister at Mexico City, to 
Buenos Aires for relay to Berlin. While the foregoing message states that “Jahnke reports 
from Mexico without date” we can fix the date of the report as not earlier than June 9, 1918, 
because cipher telegram No. 7, mentioned in that report as being indecipherable, was sent on 
June 9. 38 While it is possible to imagine that messages might have been transmitted from 
Nauen in the hope that they could be heard in Mexico City, yet the fact that as late as the middle 
of 1918 Jahnke was evidently having a great deal of trouble in receiving signals (note that he 
asks that signals be sent thrice each time) makes it extremely unlikely that a year and a half 
before then the Germans would have tried to get the Zimmermann telegram to Mexico City 
by such an uncertain route. 

m Bernstorff, p. 166. 

« FRS, pp. 83 and 87. 

» FRS, p. 112, contains the following message: "He [Austrian Ambassador] presented two messages to be sent through you to his Government, 
which were forwarded last night in department’s 1519, February 3, 7 p. m., and 1520, February 3, 8 p. m. One more message, our 1523, February 4, 
Ip. m., was sent at his request this morning.” 

Hall Affidavit, p. 254. 

* s Hall Affidavit, p. 244. 
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We come now to a study of the code used for the Zimmermann telegram itself. The tele- 
gram carried the number 158 and was appended to telegram No. 157 which was sent through 
State Department channels. 39 If, therefore, lacking telegram 158, we could ascertain what 
code was used for telegram No. 157 we would have at least a clue as to what code was used for 
the Zimmermann telegram. But even this clue is lacking, for, despite most diligent search, in 
which there was full cooperation from the Chief of the Division of Communications and Records 
in the State Department, we have thus far been unable to locate the original of telegram No. 157 
in the files of the State Department. However, telegram No. 157 was only one of a series ex- 
changed between the German Foreign Office and Bemstorff via the State Department, and 
fortunately there do exist at least several other messages belonging to this latter series in those 
files. 40 

All these messages are of vital importance in a study of the strained relations immediately 
preceding the break between Germany and the United States which formally took place on Febru- 
ary 3, 1917, when Bemstorff was handed his passport. They are all in a code which is known 
as 7500, as was acertained by a study of the messages in question in connection with their plain 
texts, as published in the official report of the German hearings. 400 

Since the Bemstorff messages just mentioned were sent in Code 7500, the probabilities are 
very high that telegrams Nos. 157 and 158 were also in Code 7500. But the Zimmermann 
telegram as given to Ambassador Page by the British was the decoded version of a message 
not in Code 7500 but in Code 13040. This code, 7500, is what is known to cryptographers as a 
“two-part” or “cross-referenced” code. The two parts comprise (1) a set of 10,000 phrases in 
alphabetical order and numbered from 0000 to 9999, the numbers being entirely disarranged, 
i. e., without any numerical sequence; (2) the same phrases fitted with the same numbers as 
before, but this time with the numbers in sequence and the phrases disarranged. The first part, 
with the phrases in alphabetical order, is used for encoding — for sending a message ; the second 
part, with the numbers in sequence, is used for reading a message which has been sent by means 
of the numbers. The advantage of a code of this nature is that the identification of any code 
group by an outsider will yield no alphabetical clue to the meaning of any other code group 
which is numerically in its neighborhood. Thus, 1256 might, in an English code of the kind 
described, signify “day,” 1257, “book,” and 1258, “shoe.” The reconstruction of a code of this 
nature by analysis is necessarily a much slower process than the building up of a code book 
in which the alphabetical order of the phrases corresponds to the numerical sequence of their 
code group equivalents — wherein, for example, 1256 signifies “date,” 1257 “day,” 1258 “daze,” 
etc. 

Code 7500, which as stated was a two-part code, was one of a series of such codes which 
the Germans employed. The code indicator for one of these codes uniformly consists of two 
significant digits followed by two 0’s. The two significant digits always show an arithmetical 
difference of 2. A skeleton reconstruction of Code 9700 and one of 5300 are in the Government 
files. Code 8600 was used by German officials in South America during the war. Code 6400 
also was in use during the war. The existence of a code known as 4200 was predicted because 
of the existence of the others, and was later confirmed from a French source. 400 

Code 13040 was an old German diplomatic code of the partially disarranged type: The 
alphabetic vocabulary is broken up into fractions and these again into smaller fractions before 
the numeral code groups are attached. By this process the original alphabetical sequence of 

German Hearings, p. 1337. 

w Some of these messages are Bernstorff’s Nos. 151 and 156 of November 21; 164 of December 1; 169 of December 4, 1916; 212 of January 16; 222 
of January 21; 228 and 229 of January 23; and 239 of January 27, 1917. 

i0a See Mendelsohn, Charles J., A n Encipherment of the German Diplomatic Code 7500, Technical Taper of the Signal Intelligence Service, 1938. 

406 See Boucard, Robert. Article in Oringoire, Paris, Feb. 5, 1937. 

93733—38 3 



REF ID : A4 91080 



ia 



the words and phrases is only partially destroyed. In the case of 13040 the method of dividing 
the vocabulary into fractions was such as to leave very generous traces of the alphabetical 
arrangement and proportionally to facilitate the process of decipherment. Once begun, the 
decipherment of such a code becomes progressively easier as more groups are identified. 

When Ambassador Page sent his telegram containing the English text of the Zimmermann 
message, he said: 41 

I Shall send you by mail a copy of the cipher text and of the decode into German 
These were sent from London on March 2, but of course could not have reached Washington 
in less thap a week. In the tneantime, still worried about the authenticity of the telegram, 
Washington asked for a copy of the German code, as is evidehced by the following telegram: 42 



Washington, February 28, 1917 — 8 p. m. 

4493. Your 574?, February 24 — 1 p. m. Please endeavor to obtain copy of German code from 
Mr. Balfour, decode following messages and telegraph translations. All three messages are dated 
January 17, signed Bernstorff, and addressed to the German Legations at Bogota, Port-au-Prince, 
and Santiago, Chile, respectively. 

[Here follow code messages.] 

Effort will be made to secure copies of all German cipher messages as far back as possible and if 
the Department were in possession of the code there would be a great saving of time and expense. 
Contents of messages decoded here would of course be communicated to the British Government. 

Publication of 2[immermann]’e telegram to Mexico tomorrow. 

LANSING. 



Page replied: 48 



London, March 1, 1917 — 11 p. m. 

[Received March 2, 12:30 a. m.] 

Your 4493, February 28 — 8 p. m. The three messages were deciphered to-day and are practically 
identical. They contain Instructions to the three legations to use a certain variation of the cipher code 
When communioating with Berlin. The one to Santiago was to be repeated to other missions in South 
Ataerica. The question of our having a copy of the code has been taken up, but there appear to be 
serious difficulties. I am told actual code would be of no use to us as it was never used straight, but 
with a great number of variations which are known to only one or two experts here. They can not 
be Spared to go to America. If you will send me copies of B[ernstorff]’s cipher telegrams, the British 
authorities will gladly decipher them as quickly as possible giving me copies as fast as deciphered. 
I could telegraph texts or summaries in matters of importance and send the others by pouch. Neither 
Spring Rioe nor Gaunt know anything about thiB matter. 



PAGE. 



Mr. Page’s informant was misinformed or was misleading Mr. Page. The code used is 
described by Mr. Page in his original announcement concerning the Zimmermann telegram: 44 

The first group is the number of the telegram, 130, [sc. in the German numbering and dating code, 
in which the group 130 means “Number 3”; the Zimmermann telegram was therefore message No. 3 
from Washington to Mexico City], and the second is 13042, indicating the number of the code used. 
The last group but two is 97556, which is Zimmermann’s signature. 

This description tallies exactly with the copy of the telegram as secured by Mr. Polk from 
the Washington telegraph office. (See frontispiece.) The message was in straight unenciphered 
German code, and could be read by any one in possession of both the telegram and the code 
book. Not only was the Zimmermann telegram as sent from Washington to Mexico City in 
this unenciphered 13040 code, but a whole multitude of messages between Washington and 
Berlin were sent in the same way. 



4i Bee message quoted on p. 5. 
« FR8, p. 152. 

41 FRS, pp. 167-158. 

*4 See message quoted on p. 6, 
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Admiral Sir Reginald Hall, in his affidavit before the Mixed Claims Commission, said of 
this code (Claimant’s Exhibit 320, p. 776): 

The German cipher book covering this system of ciphering is in our possession, it having been 
captured by the British authorities in the baggage of a German consul named Wasmuss who was 
stationed at Shiraz while Wasmuss was engaged in an endeavor to cut a British oil pipe line. 

It seems unlikely that a German consul engaged in an expedition to cut a pipe line should 
carry a diplomatic code book in his baggage. Moreover, the British copy of 13040 is frag- 
mentary, and gives every evidence of having been gradually reconstructed in a cryptographic 
bureau through the decipherment of messages. A glance at the copy given by the British to 
the United States after America’s entrance into the war will demonstrate this fact. This copy 
contains about half the vocabulary, but is not a transcript of part of the code book, since it 
comprises some words and phrases from all the pages. Some of the identifications, too, are 
marked doubtful. An actual copy of a code book would certainly not exhibit missing and 
doubtful sections. 

On the other hand Admiral Hall’s recollection was probably only partly at fault. The 
British may very well have found in Wasmuss’ baggage not a copy of a code book but a copy of 
one or more telegrams with the code text accompanied by the corresponding clear. From this 
start they would then proceed to build up the code book. As already indicated, the nature of 
the structure of Code 13040 is such that a comparatively small amount of decoded material 
together with a number of telegrams in code will enable skilled cryptographers to reconstruct 
the book. 

How did the British obtain the 13040 version of the Zimmermann Telegram? Page was 
told that it was “* * * bought in Mexico.” While the British, for obvious reasons, 
insisted upon the Mexican source of the message, we may have our own opinion as to whether 
or not they procured another copy from the files of the Western Union Telegraph Office in 
Washington. 

The following questions now may be raised with the hope of finding accurate answers: 
Why was the Zimmermann telegram originally sent from Berlin to Washington in Code 7500 
and not in Code 13040? What routes were really used for its transmission? If several routes 
were really used, when did the telegram first reach Bemstorff? Why did Bemstorff forward it 
in another code? When did the British first intercept the message, if it was sent by more than 
one route? Were they able to decode it at once, and if so, why did they wait more than a month 
before communicating its contents to Ambassador Page for forwarding to Washington? And 
w'hich version did the British Government hand Page, the one in Code 7500 or the one in Code 
13040? The answers to these questions are vital points in this study. 

The Zimmermann telegram was prepared originally in German code 7500 because that was 
the code employed for these special communications between the German Foreign Office and 
Bemstorff for direct communication via State Department channels at the time in question. 
The German hearings contain extremely interesting testimony on this point, for the Zimmermann 
telegram episode was discussed with some detail at those hearings, and the printed record con- 
tains sufficiently interesting testimony on the circumstances surrounding the disclosure of the 
text of the telegram to warrant quotation. 45 

Delegate Dr. SchOcking. Was there — and this is a much more important matter — an investi- 
gation into the fate of the Mexican dispatches? 

Witness Count V. Bernstorff. Yes, an investigation did take place in that instance. 

Delegate Dr. SchUcking. And what was the result of this investigation, so far as your activities 
came into question? 



« German Hearing s, pp. 313-315; 478-481. 
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Witness Count V. Bernstorff. So far as I know, no result was accomplished by the investi- 
gation. But subsequently I came to have no doubt upon the point that all our dispatches were decoded 
by the British and placed at the disposal of the Americans. 

Expert Dr. Bonn. By this, you mean to say that this dispatch was caught between Germany and 
the United States, and that the decoding was not the result of transmitting the message to Mexico from 
the United States by land? 

Witness Count V. Bernstorff. According to what I learned later, I assume that the British 
decoded all the telegrams which came over the English cables. 

Expert Dr. Bonn, We shall have to go into this matter more carefully later on. 

The Chairman. Yes, but for the present we will close the matter here with this. 

Delegate Dr. Spahn. Secretary of State Zimmermann will give us information later concerning 
the question of the box. 45 “ The statement which we have received from him on the point differs 
from yours, your Excellency. But he will tell us about it himself. 

So far as concerns the dispatch to Carranza, the complaint has been made that there was no 
change of code, and that the old cipher was used, which had been known for a long while; that it was in 
this way possible for the dispatch to be decoded. How about this? 

Witness Count V. Bernstorff. Naturally, the code was changed much less during war time than 
was otherwise the case, but that was due to the fact that it was impossible to send us new ciphers. 4 ® 
The last time I received new ciphers was by way of the U-boat Deutschland. * * * Twice, on 
both the trips of the U-boat Deutschland I was sent new ciphers . 47 
********* 

Expert Dr. Hoetzbch. May I be permitted at this point to ask a question concerning the ciphers 
and cipher keys? 

The Chairman. That would seem to be connected with the point at issue, and in any event we 
shall hardly have an opportunity later on to go into it. 

Expert Dr. Hoetzsch. I would like to ask Count Bernstorff to make us a brief statement covering 
the use of the ciphers, the key to the ciphers, etc. It is well known that complaints have been made in 
respect to the use of the cipher. The Count said something with regard to the matter during the 
first session. 

Witness Count V. Bernstorff. It is readily understood that, under the conditions which I have 
described, the ciphers were not changed as often as would have been the case under normal conditions. 
In all probability, if communications had not been interrupted, we would have received new ciphers 
every month or every other month, so that they could not have been compromised so easily. To the 
extent that my memory serves me, the only occasions upon which we received new ciphers were on the 
two trips of the Deutschland. To the extent that it was possible to do so, we operated the available 
ciphers by means of keys; but I learned later, as I already stated in giving my first testimony, that the 
British deciphered all our telegrams. 

Expert Dr. Hoetzsch. How do you explain the fact that the English were able to get such a 
knowledge of them? 

Witness Count V. Bernstorff. I am no cipher expert, but the cipher experts now state that 
there is absolutely no cipher which they cannot decipher. I do not know how right they are in this, 
but, in any event, the experts say that there is absolutely no cipher which they cannot decipher, provided 
they have before them a sufficient number of telegrams. And this result, particularly in the case of 
the United States, was probably due to the fact that circumstances were such as to force us to make 
use of an extraordinarily large number of ciphered messages, and we often sent our reports and tele- 
grams in double or triple form, in the hope that in some way they should reach Germany. Conse- 
quently, the British must have had an enormous amount of material in the way of cipher dispatches 
of ours, and in this way it was possible for them to break down our various ciphers. 

Expert Dr. Hoetzsch. So that, according to your conviction, the question of treachery or care- 
lessness is not involved in the matter? 

Witness Count V. Bernstorff. I can state under oath that I do not believe that there was any 
treachery or negligence. 

<*• The word “box” has reference to the dispatch box which the British fonnd and selxed on the boat on which Bernstorff returned to Germany 
after severance of diplomatic relations. (See p. 4.) 

« Bernstorff’s last answer is disingenuous. The motion is about the code used from Washington to Mexico City; the answer is about the code 
from Berlin to Washington. Why the German Government did not change the code from Washington to Mexico City remains a riddle. The 
border was not carefully guarded even after we entered the war. 

On its first voyage, the Deutschland docked at Norfolk on July 9, 1B16, on its second voyage, at New London on November 1, 1916. 
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A study of available messages, exchanged between Bernstorff and the Foreign Office in 
Berlin during the period of strained relations indicates that Code 7500 was one of the two received 
by Bernstorff via the Deutschland, and this code was apparently reserved for messages of the 
highest importance. Code 13040 w T as nevertheless used concurrently with Code 7500 as well as 
w T ith other codes. Code 13040 was veiy old; in fact it used the old German orthography and 
whereas it contained w T ords like “velociped” it failed to list such a word as “U-Boot,” except 
in a supplement, and was not sufficiently up-to-date for foreign communications. 

As to the routes really used for the transmission of the Zimmermann telegram, all the evi- 
dence thus far cited indicates that two routes were certainly employed, even if the wireless was 
not used. The first was the State Department route, and it is clear that the telegram was sent 
on January 16, 1917, via that channel. The second route, according to the statement contained 
in the cablegram from Bell to Harrison quoted above (p. 11), was via Swedish channels, and since 
Bell told Harrison that the British had succeeded only partially in decoding the message, it. may 
be assumed that it too was in Code 7500. If the wireless was used, the same code was almost 
certainly used. The British in the fall of 1917 apparently saw no harm in telling Bell that the 
Germans had employed Swedish channels for the Zimmermann message because the subject 
of the moment was the famous Luxburg “sink without trace” message winch had been sent via 
those same channels. However, Bell was not told that the British had intercepted the Zimmer- 
mann telegram sent via State Department channels for reasons which will presently become 
clear. 

The British undoubtedly intercepted the State Department message winch served, so to 
speak, as the envelope for the Zimmermann telegram, on January 16, 1917, or, at the latest, the 
next day. Were they able to decode the German code text contained within the State Depart- 
ment’s message? The answer to this question is of great cryptographic interest. They were 
able to read it — but only partially. The evidence for this is fairly clear cut. Not only have we 
the Bell to Harrison cablegram referred to above, which specifically states that “from Berlin 
to Bernstorff it went in a code which the British had at that time only partly succeeded in 
deciphering,” but we may also note some corroborative evidence for this statement in Hendrick's 
version reading as follows: 48 

On the 16th of January 1917, the ever-watchful ears of the British wireless operators detected 
the characteristic spluttering which informed them that another German message was speeding through 
the air. When decoded, the British found that they possessed this somewhat disjointed but still 
extremely valuable document: 

“Zimmermann to Bernstorff for Eckhardt W. 158. 49 

“16th January, 1917. 

“Most secret for your Excellency’s personal information and to be handed on to the Imperial 
Minister in ? Mexico with Tel. No. 1 * * * by a safe route. 

“We purpose to begin on the 1st February unrestricted submarine warfare. In doing so, 
however, we shall endeavor to keep America neutral. * * * ? If we should not (succeed in 

doing so) we propose to (? Mexico) an alliance upon the following basis: 

“(joint) conduct of the war 
“(joint) conclusion of peace. 

“Your Excellency should for the present inform the President secretly (that we expect) war 
with the U. S. A. (possibly) (* * * Japan) and at the same time to negotiate between us and 

Japan * * * (Indecipherable sentence meaning please tell the President) that * * * 

our submarines * * * will compel England to peace in a few months. Acknowledge receipt. 

ZIMMERMANN.” 



4i Hendrick, vol. Ill, p. 330. 

49 In Admiral Hall’s affidavit it is explained that in the British flies a letter followed by a number indicated the point of origin and serial number 
of the message. “B 120,” for example, means Berlin’s message No. 120 to a given destination. While the number “158” is correct as the serial num- 
ber of the Zimmermann telegram the “W” {i. e., Washington] preceding it is an error, and should read ”B” [i. e., Berlin.] 
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This somewhat confused message gives an idea of the difficulty of picking up wireless symbols 
sent across the Atlantic — at that time — in midwinter. But there is a conspicuous discrepancy between 
this telegram and the more complete and finished one sent to Bernstorff by way of the Washington 
cable office and by him relayed to the city of Mexico. The plan for dismembering the United States 
and making President Carranza a free gift of Texas, New Mexico, and Arizona does not appear in it. 
Whether this omission was the result of defective wireless work or has another explanation is not yet 
clear. 

We have reason to doubt that the Zimmermann telegram was sent by radio. When one 
examines the text of the message as given by Hendrick and compares it with the German text 
of the original Zimmermann telegram as published in the German hearings one sees immediately 
that this partially decoded text quoted by Hendrick is that of the original Zimmermann telegram 
as prepared in Code 7500 and transmitted via State Department channels. The “give away” 
is contained in the opening sentence to the message: “Most secret; for Your Excellency’s per- 
sonal information and to be handed on to the Imperial Minister * * This forms the 

preamble to the actual Zimmermann telegram as it left the German Foreign Office. It is natu- 
rally not contained in the version which Bernstorff sent to von Eckhardt in German Code 13040 
and which the British obtained in Mexico. The lacunae in the first solution obtained by the 
British are there because the British had only partially succeeded in reconstructing Code 7500. 
Hendrick, specifically calling attention to the omission of the plan for dismembering the United 
States and making President Carranza a gift of Texas, New Mexico, and Arizona, raises the 
question as to whether this omission was the result of defective wireless work or has another 
explanation. Does he wish us to infer that Bernstorff added this interesting feature to the 
message? How absurd! 

The real explanation is cryptographic in nature. Such names as Texas, New Mexico, and 
Arizona would not be included in making up a small code like 7500. In fact, the name of only 
one of these States — Texas — is included in the much larger code 13040. These names, if they 
occurred in a message, would have to be built up syllable by syllable by the use of several code 
groups; and unless these code groups were used frequently in other messages a cryptanalyst 
who was solving the messages by analysis would have no way of establishing the meaning of 
these groups in the Zimmermann telegram. Code 13040, as has been pointed out, retained 
decided traces of its original alphabetical arrangement, and had, moreover, been in use for a 
long time. Code 7500, on the other hand, had no trace of alphabetical arrangement, and had 
been used between Berlin and Washington for a short time only. It had been brought to America 
(cf. note 47) by the submarine Deutschland on either July 9 or November 1, 1916, and the earliest 
7500 message which the present authors have been able to find is dated November 16. In these 
circumstances the British reconstruction of 7500 had not reached the point where it was equal to 
the complete decipherment of the Zimmermann telegram. When, however, the 13040 version 
was obtained, the entire message was read without difficulty. 

When all is said and done, the decipherment of the 7500 version of the Zimmermann tele- 
gram, even to the degree given in the Hendrick version, approaches the unbelievable. This 
statement is not to be understood as in any way questioning the skill of the British cryptog- 
raphers. With the greatest skill in the world, however, cryptography is a science assisted by 
art, and is not in any sense clairvoyance. There are only about a dozen 7500 messages in the 
American files. If we assume that the British had twice that number to work with their feat 
remains astonishing; for it must always be kept in view that 7500 is a code in which one identi- 
fication gives no alphabetical clue whatever to another, and that this complete absence of 
alphabetization likewise makes it impossible in many cases, even where the general meaning of 
a code group is apparent, to choose among a number of synonyms any one of which will fit 
equally well. A lacuna of five or six code groups, not to mention longer ones, renders decipher- 
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ment not merely extremely difficult, but literally impossible, for the simple reason that there are 
an infinite number of ways in which such a lacuna may be filled. 

It may be that Code 7500 w r as in use by the Germans for other traffic than the German- 
American, and that the British, as a consequence, had access to a very large number of messages. 
The employment of a code in different parts of the world is not unknown in German practice; 
we know that Codes 13040 and 18470 were so used. In this way the British may have made 
considerable progress in the solution of the code before the Zimmermann telegram was sent. 460 

Nevertheless, the information which the British obtained from this partially solved message 
was apparently clear enough and of sufficient importance to warrant their disclosing it to the 
American Government at once — if they wished to. Still, they did not do so. Why? Why did 
they wait from the middle of January until February 24? One astute student f0 raises the 
pertinent question as to the motives of the British in handing Ambassador Page a month-old 
telegram: 

There is no doubt that President Wilson was profoundly shocked by this revelation of the fact that 
one could not go to war with Germany without having the Germans fight back. It did not even occur 
to him to question the authenticity of the document or the motive for the production of a month-old 
telegram at just that moment . 51 At once the President cabled back his thanks for “information of 
such inestimable value” and his "very great appreciation of so marked an act of friendliness on the 
part of the British Government.” No suspicions crossed his mind. The cable arrived on Saturday 
evening. It was some time on Sunday that President Wilson abruptly concluded that an appeal to 
Congress for authority at least to arm American merchant ships was unavoidable. On Monday he 
went again before the joint Houses of Congress. “Since,” he told them, “it has unhappily proved 
impossible to safeguard our neutral rights by diplomatic means * * * there may be no recourse 

but to armed neutrality.” 

Millis is, of course, quite correct in stating that “It did not even occur to him to question 
the authenticity of the document * * The evidence on this point, based on a study 

not only of Lansing’s Memoirs 52 but also of the communications which were exchanged between 
Lansing and Page before the text of the Zimmermann telegram was made public, on March 1, 
1917, is most conclusive. 

Let us briefly review the chronology of the case: 

January 16, 1917: The telegram is transmitted in Code 7500 (via State Department chan- 
nels) from the German Foreign Office in Berlin to Bemstorff in Washington and is to be for- 
warded by Bernstorff to the German Minister in Mexico City. On January 17 it is received 
by the State Department, and on the 18th it is delivered to Bemstorff. ( Lansing , p. 227.) 

January 19: Bernstorff forwards the message to Mexico in Code 13040. 63 

49a Failing some such explanation the whole situation calls to mind a war-time incident that occurred in the American Military Intelligence 
Code and Cipher Section (M. I. 8). Those entrusted with the decipherment of cryptographic documents of one country in that section usually 
kept their own counsel and did not communicate overmuch with those who were busy with the messages of another country. One day it was 
learned that a certain group was reading messages in a code that had been a sealed book a day or so before. Later it was definitely ascertained 
that a copy of the code in a somewhat different encipherment had been procured from outside. At the time of the feat this was surmised by some 
of those not in the secret, and one cryptographer in discussing the situation said emphatically, “They’re not doing any miracles around here.*’ 

50 Millis, Walter, Road to War: America 19H-1917, New York, 1935, pp. 403-104. 

aJ Millis’ footnote: Mr. Balfour, ft is true, had been careful to tell Page that the telegram bad only just been received. Actually, if one may 
believe Mr. Page's biographer, the British intelligence service had intercepted and deciphered the document even before it had reached Mexico 
City, and had been holding it since then for the time when it would have the maximum effect. 

w Op. Cit., p. 227: “About ten o’clock [morning of February 27, 1917] Polk came into my office and we talked over the substance of the tele- 
gram. He told me that on its arrival [8:30 p. m., Saturday, February 24; apparently it was not decoded and handed to Polk until Monday, Feb- 
ruary 26] he bad at once taken it to the President, who had shown much indignation and was disposed to make the text public without delay. Polk 
advised him to await my return, which he had agreed to do.” * * * (p. 228). “I told the President that I thought it would be unwise for the 
Department to give out the telegram officially at this time as it would be charged that it was done to influence opinion on the bill for arming mer- 
chant vessels, but I thought it might indirectly be made public after we had confirmed the sending of the message by Bernstorff. To this the 
President agreed.” 

« This date is certain from the copy of the telegram. Bemstorff says (p. 380) that “the Zimmermann telegram passed through the Embassy 
at Washington on the same day on which I received the notification that the unrestricted U-boat war was to be declared”; and in another place 
(p. 358) he says: “On the 19th of January I received the official notice that the unrestricted U-boat campaign would begin on February 1st * * 

Of course, Bernstorff 's phrase “passed through” is ambiguous, and does not categorically say the message was forwarded on the very day it was 
received— it may only have been started on its way, for it required reencoding, and that would take some time. 
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February 24: Ambassador Page cables the President and the Secretary of State the English 
text of the message as received by him in London from Balfour. The message is received at 
8:30 p. m. on that date. 

February 27: In Lansing’s absence, Polk brings the message to the attention of the Presi- 
dent, who wishes to publish it at once, but is persuaded by Polk to await Lansing’s return. 

February 28: (1) Polk obtains a copy of the original message filed by Bemstorff at Wash- 
ington to the German Minister in Mexico City. The code text was not cabled to London for 
verification but the texts of three other code messages sent by Bemstorff to German Legations 
in South America (apparently obtained from the Washington telegraph office at the same time 
the copy of the Zimmermann telegram was obtained) were sent for decipherment. The message 
forwarding these texts has already been quoted (p. 16). 

(2) Lansing communicates a paraphrased version of the text of the Zimmermann telegram 
to the Associated Press at 6 p. m., for release after 10 p. m. 

March 1: (1) The English text is published in the morning papers in the United States 
and the message is discussed in Congress, where doubts are expressed as to its authenticity. 53 " 

(2) Lansing cables Page, in telegram No. 4494, at 8 p. m., as follows: 54 



Washington, March 1, 1917 — 8 p. m. 

4494. Some members of Congress are attempting to discredit Zimmermann message charging 
that message was furnished to this Government by one of the belligerents. This Government has 
not the slightest doubt as to its authenticity, but it would be of the greatest service if the British 
Government would permit you or someone in the Embassy to personally decode the original message 
which we secured from the telegraph office in Washington and then cable to Department German 
text. Assure Mr. Balfour that the Department hesitated to make this request but feels that this 
course will materially strengthen its position and make it possible for the Department to state that it 
had secured the Zimmermann note from our own people. Matter most urgent and I hope you can 
give it your immediate attention. The text of code message secured from telegraph office here is as 
follows; 

[Here follows code message.] 

LANSING. 



(3) Page replied (11 p. m.) to Lansing’s cable of February 28, referred to above, stating 56 

that, 

“The question-of our having a copy of the code has been taken up, but * * * I am told actual 

code would be of no use to us as it is never used straight, but with a great number of variations which 
are known to only one or tw T o experts here.” 

March 2: (1) The telegram is published in the London papers (Hendrick, p. 324), which 
criticize the British Intelligence Service under the misapprehension that the decipherment has 
been made in America. 



The debate on this question takes up 13 full pages of the Congressional Record (pp. 4592-4606), and makes most interesting reading. 

There were, of course, many questions as to how the letter, telegram, message, note (it was called by various names) came into possession of 
the United States, and questions as to who turned it over to our authorities, and what were the mctivee. Here are some excerpts from Senator Stone's 
remprks (p. 4593): 

“* * * This alleged letter was made public for some purpose. * * * I cannot and will not undertake to say what that purpose was fur- 
ther than to express the opinion that it was given publicity to affect either public opinion or legislative opinion, or both, in the United States. 
* * * Mr. President, I want to know the facts about this letter before being swept off my feet, or seeing others swept off their feet, by the clamor 
of jingoes. * * * I am asking only to be informed, to be advised whether the information in the possession of our State Department was derived 
from one of the belligerent Governments. For example, did this Information come from London? Was it given to us by that Government?’* 

« FRS, p. 155. 

w For complete text, see Page’s cable of March 1, 1917 (p. 16 of this paper). 
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(2) Page, replying to Lansing’s telegram No. 4494, states: 51 “Your 4494 followed with 
absolutely satisfactory results,” and follows this with a long message: 

London, March 2, 1917 — 4 V- m - 
[Received 10:45 p. m.] 

5789. My 5784 of today. Bell took the cipher text of the German message contained in your 
4494 of yesterday to the Admiralty and there, himself, deciphered it from the German code which 
is in the Admiralty’s possession. The first group, 130, indicates Bernstorff’s number of telegram. 
The second group, 13042, indicates the code to be used in deciphering the cipher telegram. From 
the third group onwards, message reads as follows: 

Auswaertiges Amt telegraphiert Januar 16: No. 1. Ganz geheim selbst zu entziffern. Wir 
beabsichtigen am ersten Februar uneingeschraenkt U-Boot Krieg zu beginnen. Es wird versucht 
werden Vereinigte Staaten von Amerika trotzdem neutral zu erhalten. Fuer den Fall dass dies nicht 
gelingen sollte, schlageii wir Mexico auf folgend Grundlage Buendnis vor. Gemeinsam Krieg fuehren, 
Friedenschluss. Reichlich finanziell Unterstuetzung und Einverstaendnis unsererseits dass Mexico, 
in Texas, Neu Mexico, Arizona frueher verloren Gebiet zurueck erobern. Regelung im einzelnen 
Euer Hochwohlgeborene ueberlassen. Sie wollen vorstehendes dem Praesident streng geheim eroeff- 
nen, sobald Kriegsausbruch mit Vereinigten Staaten feststeht und Anregung hinzufuegen Japan von 
sich aus zu sofortig Beitrachtung [Beilralungt] einzuladen und gleichzeitig zwischen uns und Japan 
zu vermitteln. Bitte den Praesident darauf hinweisen, dass ruecksichtlose Anwendung unserer U- 
Boote jetzt Aussicht bietet, England in wenigen Monaten zum Frieden zu zwingen. Empfang be- 
staetigen. Zimmermann. 

Punctuations are given as in German text. I am sending decode into German, group by group, 
by tomorrow’s pouch. 

PAGE. 

March 3: Zimmermann acknowledges the authenticity of the telegram. 57 
This chronology proves the accuracy of Millis’ comment on the President’s trustful nature, 
for thus far the chronology shows that the President caused the text of the Zimmermann telegram 
to be given to the press before steps were taken to authenticate it. In passing, we may note, 
however, that the Secretary of State was a bit troubled by the question of authenticity: 

The next morning [Friday, March 2] Polk brought me a brief telegram from Page saying our 
copy of the [Zimmermann] cipher message obtained from the telegraph company had been received, 
that instructions had been followed with success, and that text of deciphered message would follow. 
While I had never doubted the authenticity of the translation sent, this corroboration by our own 
people was a relief. 58 

Returning again to Millis, and especially his footnote raising the question as to British 
motives in producing a month-old telegram, we find comment on this important matter of delay 
in a work of authentic nature, as may be seen in the following quotation taken from Blanche 
Dugdale’s biography 59 of her uncle, Arthur Balfour: 

Ever since the middle of January, how'ever, a piece of information had been in the possession of 
the British Government, which would move, if anything could, the vast populations behind the At- 
lantic seaboard States, who still read of the European War with as much detachment as if it had been 
raging in the moon. This was the famous telegram from Zimmermann, the German Foreign Minister, 
to the German Minister in Mexico, instructing him, if and when the United States should enter the 
war on the Allied side, to propose to Mexico an alliance which would restore to her, when peace came, 
her “lost territories in Texas, Arizona, and New Mexico.” 

The method by which this information had reached the British Intelligence Service made it 
impossible for some time to communicate it to the United States Government. Therefore for over a 

« FRS, p. 158. The Zimmermann telegram as it appears in FRS contains some errors which we have not corrected. For e-sample, the word 
Beitrachtung is followed by Beitratung in brackets with a query. Of course, neither is an authentic word. For the correct rendering see "Version 
II” on page 25. Incidentally, Bell’s consultation of the code book certainly showed him that the statement that the code “is never used straight” 
(cf. p. 16) was not true. Either he did not Inform Page of this fact, or Page failed to mention it. 

* 7 New York Times Current History, vol. XI, pp. 60, 236. 

“ Lansing’s Memoirs, p. 229. 

a Dugdale, Blanche, E. C., Arthur James Balfour, 1906-1930, New York, 1937, pp. 137-138. 
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month Balfour read in his despatches from Washington of the slow wakening of the American will to 
war, but could do nothing to hasten the process. Till — at last — information about the Mexican 
plot reached London through channels which enabled the Intelligence Service to cover up the traces 
of how it had first been got. 

Joy was unbounded in Whitehall, and the Foreign Secretary himself was unusually excited. “As 
dramatic a moment as I remember in all my life,’’ he once said, referring to the scene in his room at 
the Foreign Office on February 24, 1917, when he handed to the American Ambassador the sheet of 
paper containing the decoded message. By the ceremony of this act the British Government gave 
its pledge that the communication was authentic. Nevertheless the American Nation not unnaturally 
took a little while to satisfy itself that the telegram was not part of some gigantic hoax. It might 
have taken longer, had not the German Foreign Office, within a few days of the publication, admitted 
the message to be genuine. 

Note the very significant remark: “The method by which this information had reached 
the British Intelligence Service made it impossible for some time to communicate it to the 
United States Government. * * * Till— at last — information about the Mexican plot 

reached London through channels which enabled the Intelligence Service to cover up the traces 
of how it had first been got.” 

We cannot suppose that the British Government was merely desirous of hiding from the 
United States Government the fact that its Intelligence Service was able to decode German 
code messages, and that this was the reason for the delay. Their action in providing a decode 
of the Zimmermann telegram as sent by Bemstorff to von Eckhardt negatives that hypothesis. 
The reason for the delay must have involved a much more important secret than that, or at 
least there must have been other, more weighty considerations. 

Moreover, whenever it is found that there is much beating around the bush in making 
an explanation, there is room for wondering whether there is not something in a situation not 
apparent on the surface. For instance, let us note how Admiral Hall attempts to evade the 
answer. In November 1925 the World’s Work published Hendrick’s article on the Zimmer- 
mann telegram. In the April 1926 issue of this magazine 80 appears an interesting editorial 
comment on the story, from which the following is extracted: 

It was only natural that Mr. Hendrick’s chapter on the real story of the seizure of the famous 
Zimmermann telegram, which appeared in the November issue, should have created a sensation in 
all countries which had a part in the war. 

* * * * * * * 

The London correspondents of the metropolitan American dailies reported that he [i. e., Admiral 
Hall] would say' nothing, but a week after the World’s Work printed the chapter of revelations the 
Daily Mail of London did manage to squeeze an interview out of him. 

* * * * * * * 

The British Admiralty, he explained, knew all the movements of the famous German submarines 
Deutschland and Bremen, and the British Government allowed German messages to be sent over 
British cables. What the Germans did not know was that the British possessed the German secret 
code and deciphered every message as it was sent across. 

“This one thing shows the difference between the British and German mentality,” he remarked. 
“I am sure, if the position had been reversed, the British would never have been so stupid as not to 
have suspected that the messages were being deciphered. If I had disclosed the actual wording of 
the Zimmermann telegram the Germans would have suspected something at once. I had to wait until 
we got a copy of the telegram actually sent, which was differently worded from the one from Berlin. 

“It was Bemstorff’s telegram that I exposed. The Germans actually thought that there had 
been a leakage between Bernstorff and Mexico, which was what I wanted. Right until the end of 
the war I do not think that the Germans suspected that we knew as much as we did of their intelligence 
service.” 



« Pp. 578-578. 
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Here we have, presumably, Admiral Hall’s explanation for the delay in communicating 
the contents of the Zimmermann telegram to the United States Government. He says: “If I 
had disclosed the actual wording of the Zimmermann telegram the Germans would have sus- 
pected something at once. I had to wait until we got a copy of the telegram actually sent, 
which was differently worded from the one from Berlin.” To put it charitably, this is hardly 
an adequate statement, as can be seen by comparing the text of the telegram as sent from 
Berlin to Washington (as cited in the official German documents) with that sent from Wash- 
ington to Mexico City (the latter being the one that the British furnished Page) eo “: 

VERSION I 

Telegramm Nr. 158 
Ganz geheim 

Zu Euerer Exzellenz ausschlieszlich persoen- 
lichen Information und Weitergabe an Kaiser- 
lichen Gesandten Mexiko auf sicherem Wege: 

“Telegram Nr. 1 Ganz geheim Selbst entziffern. 

Wir beabsichtigen, am 1. Februar uneinge- 
schraenkten U-Boot-Krieg zu beginnen. Es 
wird versucht werden, Amerika trotzdem neu- 
tral zu erhalten. 

Fuer den Fall, dass dies nicht gelingen sollte, 
schlagen wir Mexiko auf folgender Grundlage 
Buendnisvor: Gemeinsame Kriegfuehrung. Ge- 
meinsamer Friedensscliluss. Reichliche finanzi- 
elle Unterstuetzung und Einverstaendnis un- 
sererseits, dass Mexiko in Texas, Neu-Mexiko, 

Arizona frueher verlorenes Gebiet zurueckero- 
bert. Regelung im einzelnen Euer Hochwohl- 
geboren ueberlassen. 

Euer Hochwohlgeboren wollen vorstehendes 
Praesidenten streng geheim eroeffnen, sobald 
Kriegsausbruch mit Vereinigten Staaten fest- 
steht, und Anregung hinzufuegen, Japan von 
sich aus zu sofortigem Beitritt einzuladen und 
gleichzeitig zwischen uns und Japan zu ver- 
mitteln. 

Bitte Praesidenten darauf hinzuweisen, dass 
ruecksiclitslose Anwendung unserer U-Boote 
jetzt Aussicht bietet, England in wenigen Mona- 
ten zum Frieden zu zwingen. 

Empfang bestaetigen. 

zimmermann” 

80a Most of the slight variations between the London version (marked ‘‘Version II” and taken from Hendrick, vol. Ill, pp. 345-6) and 
that given out by the German Government (marked “Version I,” taken from pp. 355-6 of vol. II of the German original of Oerman Hearings) are 
due to the fact that in the former grammatical terminations such as connected text requires are not inserted. A few others are due to carelessness 
or lack of knowledge of the German language, e. g., the final e on Hochwohlgeborene. The word gemeinsam or gemeinsamer is omitted before 
Friedensschluss. No one can possibly doubt that the Berlin and the London versions represent an identical text. 



VERSION II 

Auswaertiges Amt telegraphiert Januar 16: 
No. 1. Ganz geheim selbst zu entziffern. Wir 
beabsichtigen am ersten Februar uneinge- 
schraenkt U-Boot Krieg zu beginnen. Es wird 
versucht werden Vereinigte Staaten von Ame- 
rika trotzdem neutral zu erhalten. Fuer den 
Fall dass dies nicht gelingen sollte schlagen wir 
Mexico auf folgend Grundlage Buendnis vor; 
Gemeinsam Krieg fuehren. Friedenschluss. 
Reichlich finanzielle Unterstuetzung und Ein- 
verstaendnis unsererseits dass Mexico in Texas, 
New Mexico, Arizona frueher verlorenes Gebiet 
zurueck erobert. Regelung im einzelnen Euer 
Hochwohlgeboren ueberlassen. Sie wollen vor- 
stehendes dem Praesidenten streng geheim er- 
oeffnen, sobald Kriegausbruch mit Vereinigten 
Staaten feststeht und Anregung hinzufuegen 
Japan von sich aus zu sofortiger Betrachtung 
einzuladen und gleichzeitig zwischen uns und 
Japan zu vermitteln. Bitte den Praesidenten 
darauf hinweisen, dass ruecksichtenlose An- 
wendung unserer U-Boote jetzt Aussicht bietet, 
England in wenigen Monaten zum Frieden zu 
zwingen. Empfang bestaetigen. Schluss der 
Depesche. Zimmermann. 
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No, that is not the reason for the delay. Probably the reader has already guessed the reason 
or, rather, the reasons, for undoubtedly there were several. To our mind they may be listed 
as follows: 

1. To disclose the Berlin-Washington version of the Zimmermann telegram, which it will be 
recalled was sent via State Department channels, would have necessitated revealing the fact 
that the British Intelligence Service was intercepting and solving not only German code messages 
but also intercepting and perhaps solving diplomatic messages of the American Government — a 
power whose aid they were desperately seeking at the time. 

2. Even had the foregoing not served as a powerful argument against a prompt disclosure of 
the message, the fact that the solution presented several lacunae and doubtful spots would have 
detracted a great deal from the diplomatic and military value of the document. Undoubtedly, 
frantic efforts were made by the British cryptographers to fill in the lacunae — but the solution 
of a code of the two-part type, such as Code 7500, is always a slow, difficult process unless there 
is a large volume of text on which to corroborate hypotheses. This requisite volume was lacking. 
Proof that the British had not succeeded in reading entire messages in Code 7500 is neatly shown 
by the phrase “at that time” (referring to January 16, 1917, the date of the Zimmermann tele- 
gram) in the Bell to Harrison cablegram of September 17, 1917, quoted above on page 11. 

Of course, the British might have furnished the translation of the version which, accord- 
ing to Bell’s cablegram of September 17, 1917, was sent via Swedish channels. But we have, 
in the same cablegram, Bell’s statement that “it went in a code which the British had at that 
time only partly succeeded in deciphering and of which Eckhardt had no copy.” In all prob- 
ability the code used for the message transmitted via Swedish channels was Code 7500. Pos- 
sibly it was some other code. The sending of a message in more than one code is a capital 
crime in cryptography. True, it was a crime that we know the Germans to have committed, but 
in the present case every reason for supposing such a transgression, whether by accident or 
design, is lacking. Even if, by some remote chance, the telegram was sent from Berlin in some 
other code, that code was certainly not 13040, and hence this point is immaterial. The fact 
remains that the British could not offer a partly solved message of such vital importance 
regardless of which version was available. 

3. In a note dated April 18, 1916, following the sinking of the American vessel Sussex, the 
American Government had presented an ultimatum to the German Government couched in 
the following unmistakable language: 81 

If it is still the purpose of the Imperial Government to prosecute an indiscriminate warfare against 
vessels of commerce by the use of submarines without regard to what the Government of the United 
States must consider the sacred and indisputable rules ofinternational law and the universally recognized 
dictates of humanity, the Government of the United States is at last forced to the conclusion that there 
is but one course to pursue. Unless the Imperial Government should now immediately declare and 
effect an abandonment of its present methods of submarine warfare against passenger and freight- 
carrying vessels, the Government of the United States can have no choice but to sever diplomatic rela- 
tions with the German Empire altogether. This action the Government of the United States con- 
templates with the greatest reluctance, but feels constrained to take in behalf of humanity and the 
rights of neutral nations. 

On January 9, 1917, Kaiser Wilhelm held a council at Pless, at which the irrevocable deci- 
sion was taken to stake everything on another trial of unrestricted submarine warfare, to com- 
mence on February 1. On January 16, Bemstorff was notified of this decision (in telegram No. 



«' FRS, p. 106. 
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157) but was directed not to inform the American Government until the evening of January- 
31. Bernstorff ’s words are interesting: 62 

On January 31st, at 5 o'clock in the afternoon, I handed Mr. Lansing the official communication 
about the U-boat war. This was my last political interview in America. We both knew that the end 
had come, but we did not admit the fact to each other. The Secretary of State contented himself with 
replying that he would submit my communication to the President. I cherished no illusions regarding 
the expected outcome of this interview, for the ultimatum of April 18, 1916, no longer allowed of any 
chance of preventing the rupture of diplomatic relations. 

If on January 31 this news came as a profound shock to President Wilson, who was then 
engaged in his second and most promising attempt toward mediation, it could hardly have 
taken the British unawares, for they must have had definite knowledge of the Pless decision from 
at least two sources. One was undoubtedly their partial solution of telegram 157, in which 
Bernstorff was instructed to inform the American Government of the reopening of unrestricted 
submarine warfare; the other was their solution of the Zimmermann telegram of January 19, 
which we have seen was telegram 158, and was tacked on to telegram 157. (See p. 15.) 
Consequently, the British must have felt quite sure as early as the third week of January 1917, that 
the United States would soon join the Allies, if our ultimatum of April 18, 1916, meant anything at 
all. 63 All they now had to do was to hold on for a few days or weeks longer and the United States 
would be on their side. Sure enough, on February 3, diplomatic relations between the United 
States and Germany were severed. 61 But as the weeks went by there was no declaration of war, 
for the President, in an address to Congress on February 3, stated: 66 

Notwithstanding this unexpected action of the German Government, this sudden and deeply 
deplorable renunciation of its assurances given this Government at one of the most critical moments 
of tension in the relations of the two Governments, I refuse to believe that it is the intention of the 
German authorities to do in fact what they have warned us they will feel at liberty to do. I cannot 
bring myself to believe that they will indeed pay no regard to the ancient friendship between their people 
and our own or to the solemn obligations which have been exchanged between them and destroy 
American ships and take the lives of American citizens in the willful prosecution of the ruthless naval 
programme they have announced their intention to adopt. Only actual overt acts on their part can 
make me believe it even now. 

How much this waiting for some "actual overt acts” must have irked the British may be 
imagined if they irritated Page sufficiently to make him write: 66 

The danger is that with aH the authority he wants (short of a formal declaration of war) the 
President will again wait, wait, wait — till an American liner be torpedoed! Or till an attack is made 
on our coast by a German submarine ! 

Something had to be done to stir up the President and the people of the hinterland beyond 
the Mississippi . 

In the country at large the situation, as Spring Rice reported that day, was ‘‘much that of a soda- 
water bottle with the wares cut but the cork unexploded.” The failure of shipping to sail had produced 
“a stoppage of trade, a congestion in the ports, widespread discomfort and even misery on the coast 
and inland, even bread riots and a coal famine.” All this, nevertheless, was not "spectacular enough;” 
the West was still against war and the President was still fighting for peace. But on Saturday, the 
24th, the British themselves were able to supply something “spectacular.” Mr. Balfour deftly gave 
the unexploded cork a push.” 7 

»• P. 379. 

« Even Bernstorff, immediately on receipt of telegraph 157, replied (German Hearings, p. 1021): “War unavoidable If we proceed as contem- 
plated.” A few days later, in his desperate attempts to stave off a rupture in diplomatic relations, he cabled the Foreign Office again (German 
Hearings, p. 1047): “If the U-boat war is commenced forthwith the President will look upon this as a slap in the face, and war with the United 
States will be unavoidable.” Bernstorff’s telegrams to the Foreign Office are most interesting. No one who reads them can remain unconvinced 
of his absolutely sincere desire for peace between the United States and Germany. 

« FRS, p. 106. 

« FRS, p. 111. 

* Hendrick, pp. 324-325, quoting from Page’s diary. 

*t MiUis, op. clt ., p. 403. 
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The “push” was, of course, the communication to Page of the contents of the Zimmermann 
telegram. By this time the British Intelligence Service had the full text, which had been “bought 
in Mexico,” and they must have felt that the time had come to make the most of their oppor- 
tunity. They were not wrong. 

But Mr. Polk at the State Department knew of the waiting bombshell so kindly supplied by Mr. 
Balfour. The Zimmermann telegram, he believed, would produce a blast of popular emotion that 
would sweep the armed ship bill through against everything. So did Colonel House, who had now seen 
the text, and who was urging the President to “publish it tomorrow.’’ So, no doubt, did the President — ■ 
to whom it must have been plain enough that the first effect of Senator La Toilette’s pacifism would be 
to deliver Mr. Wilson himself into the hands of the intransigeants. On Thursday, March 1, the head- 
lines were shouting from the morning papers: 

GERMANY SEEKS AN ALLIANCE AGAINST US; 

ASKS JAPAN AND MEXICO TO JOIN HER; 

FULL TEXT OF PROPOSALS MADE PUBLIC 

It was a stupendous sensation. The headlines, it is to be observed, were not always precisely 
accurate. Germany had not actually sought an alliance as yet; the text of the telegram expressly 
instructed the Minister in Mexico to initiate the move only in the event that the United States should 
declare war, which the German Government would itself endeavour to prevent. It was not a proposal 
for an aggression against the United States, but merely a conventional, though rather blundering, 
diplomatic preparation against a probable American attack upon Germany. This, however, was far 
too fine a point for the hot passions of the moment; and the telegram was everywhere seized upon as 
final proof of the complete and fathomless treachery of the German. 

What made it particularly shocking, of course, was the suggestion that the Japanese (with whom 
we were about to become allied) should be invited into the American Continent, or that the principle 
upon which many Americans had demanded the restoration of Alsace-Lorraine (because they had been 
acquired by force) should be applied to California and Texas, which we had forcibly detached from 
Mexico. Informed Americans understood perfectly well that the Allies had bribed Japan, Italy, and 
Rumania into the war with the promise of slices from the enemy carcass; but they were sincerely and 
profoundly horrified by the thought that Germany could be so base as to bribe Mexico and Japan with 
the promise of slices from the flanks of the United States. The Zimmermann telegram became a major 
German disaster. Not its least useful aspect, moreover, was the fact that it gave the Northeastern 
fire-eaters their first direct lever upon the pacific sentiment of the Southwest. If a German triumph 
threatened the annexation of California and Texas to Mexico — ! The German Foreign Secretary’s 
innocent cablegram had exploded with its maximum effect at precisely the point where it would do the 
Allies the greatest good. 870 

It is interesting to note, incidentally, that Millis mistakenly speaks of the projected restora- 
tion to Mexico of “California and Texas.” The Zimmermann telegram makes no mention of 
California, but says that Mexico was to “reconquer the lost territory in Texas, New Mexico 
and Arizona.” Is it possible that the Germans were reserving California as bait for Japan? 

If what Millis says is valid, if the facts which we have presented in the foregoing pages 
really constituted the motives which caused the British to withhold from the United States 
Government so weighty a secret as was contained in the Zimmermann telegram, we can take a 
charitable view and say that the circumstances justified their course of action. Certainly we 
must give them credit for knowing when to play their cryptographic trump cards. Which brings 
us to the additional compliment that they not only knew when to play a trump card, but also 
how. Note the dextrous manner in which they got the maximum benefit from the play without 
disclosing to their adversary where or how they had obtained the trump! Not only that, but in 
order to make sure that the source of their information should not be disclosed, they even took 
pains to insure that so far as the world outside was concerned, the credit for excellent intelligence 
work should go to another country — the United States! And to do that, they were not content 
to let natural inference take its course, but contrived with the help of British newspapers to 



•;« Millis, W. C. 
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throw blame on their own intelligence service for letting those mere novices in intelligence work — 
the Americans — beat them at a game in which they themselves (i. e., the British) were generally 
supposed to be preeminent! For in the interview already referred to (p. 24) Admiral Hall said: 

Of course, our whole object was to prevent the Germans from giving us very much credit for intel- 
ligence. When President Wilson published the famous Zimmermann telegram containing the German 
overtures to Mexico, I was very anxious that there should be no suspicion in the German mind that we 
had anything to do with it. 

It was then that the Daily Mail, at my request, published a stinging leader passing severe reflections 
on the British Intelligence Service. 

In a letter dated December 1, 1927, addressed to the secretary of the Edinburgh Philosophical 
Institution, giving his regrets for not being able to be present at the meeting on December 13, 
already referred to, Lord Balfour, Wartime Foreign Minister of the British Government said: 08 

* * * To “ Room 40,” where he (i. e. Ewing] was the leading spirit, the country owes an immense 

debt of gratitude — a debt which, at the time at least, could never be paid. Secrecy was of the very 
essence of the work, and never was secrecy more successfully observed. 

Only one link remains still to be found before the story of the Zimmermann telegram can be 
regarded as complete: the original version as filed in Berlin. As already indicated, diligent 
search has failed to locate it, and we fear that it is now too late. The State Department files in 
Washington, in Berlin, and in Copenhagen have been scoured, without success. There remains 
only one more place where it most certainly can still be assumed to be peacefully reposing: the 
World War files of the British “Room 40 O. B.” 

In a letter 68 to President Wilson, dated March 17, 1918, Ambassador Page, referring to 
Admiral Hall, wrote as follows: 

* * * Hall is one genius that the war has developed. Neither in fiction nor in fact can you 

find any such man to match him. * * * He locks up certain documents “not to be opened till 

20 years after this date.” I’ve made up my mind to live 20 years more. I shall be present at the 
opening of that safe * * *. 

The “20 years” are up. Admiral Hall is now a retired officer, but he still has the papers, 
if we are to believe the statements contained in a book by a recent author. 70 Relating the details 
of the efforts on the part of the representatives of certain American claimants to establish the 
validity of their claims, Landau tells how Mr. Amos J. Peaslee, leader of the American claimants, 
visited Admiral Hall on August 27, 1925, at Hall’s London residence: 

* * * He found Hall in full sympathy with the American claimants, and so commendatory 

was Admiral Sims’s letter that he ended up their conference by saying: “Copies of the decoded German 
cables are stored away in several tin boxes in the basement. I sealed up these boxes with instructions 
that they were not to be opened up for 20 years. You have caused me to change my mind, however. I 
will open up the boxes for you. Copy such of the cables as you think will be useful to you. Make 
yourself at home. The servants will look after you.” His rapid and sweeping decision was typical of 
the man. Fortunately he was retired from the Navy and was, therefore, his own master. 

Hall took Peaslee down to the basement, spread the cables before him, and took his leave to catch 
the train for Scotland. Peaslee found over 10,000 cables, radio messages, and letters which Hall had 
intercepted and decoded. Twenty-six different codes had been used in sending these messages. 
Attached to the originals was a translation in cleaT, also the “recognition group,” or number of the code 
used. 

So Admiral Hall can, if he will, tell the whole story. It will be interesting to see if he does. 
The time for its telling has arrived. Ambassador Page unfortunately did not live out the 20 
years as he promised himself to do, in order to be present when Admiral Hall finally opened his 
safe. The present authors are curious and anxious, too. Let the safe be opened! 



The (Edinburgh) Scotsman, Dec. 14, 1927. 

•» Hendrick, vol. Ill, p. 361. 

n Landau, Capt. Henry. The Enemy Within. O. P. Putnam’s Sons, New York, 1937, p. 166. 
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Appendix 1 

Exhibit 320.— AFFIDAVIT OF ADMIRAL SIR W. REGINALD HALL, K. C. M. G„ C. B., D. C. L., L. L. D., 
FORMERLY CHIEF OF THE INTELLIGENCE DEPARTMENT OF THE BRITISH ADMIRALTY, 
VERIFIED DECEMBER 28, 1926, WITH ANNEXED COPIES OF GERMAN CABLEGRAMS, WIRE- 
LESS AND OTHER MESSAGES INTERCEPTED BY THE BRITISH GOVERNMENT DURING THE 
WAR 



Great Britain and Ireland, 

London, England, )ss: 

Consulate General of the U. S. of America 

Admiral, Sir W. Reginald Hall, K. C. M. G., C. B., D. C. L., L. L. D., being duly Bworn, deposes and says: 

1. I reside at No. 63, Cadogan Gardens, London, and am at present a retired officer of the British Navy 
and am a member of the British Parliament. 

2. During the recent war with Germany and her Allies I was Director of the British Naval Intelligence 
Service for the entire period from October 1914, until the Armistice in November 1919. 

3. In that capacity it was my duty and the duty of my staff to intercept and decipher, as far as possible, 
cable and wireless messages and other communications sent between German officials in Berlin and German 
officials at Embassies and Legations and elsewhere in various parts of the world. 

4. During the period from the commencement of the war in August 1914, until the Armistice in November 
1919, we intercepted a large number of such cable and wireless messages and other communications. This was 
done by tapping the cables over which the messages were being sent, by picking up the wireless messages, and 
through the capture of written communications and documents in the post and in the possession of German 
officials and agents who were apprehended by our authorities. 

6. Almost all of these communications, insofar as they were cablegrams and wireless messages, were sent 
in cipher, a number of different German ciphers being employed for that purpose. We were able to read sub- 
stantially all of the cipher messages which were intercepted, partially by reason of the fact that we succeeded in 
capturing from German submarines and other sources some of the original German cipher books, and partially 
by reason of the fact that our cipher experts were able to decipher the German ciphers wherever, as was the 
case here, a large number of different messages in the same cipher were available for study and comparison, and 
in many instances the same message was sent through different channels in two or more different German ciphers. 

6. The annexed file of cablegrams and wireless messages and despatches marked “Exhibit A,” set forth on 
pages numbered consecutively from No. 2 to No. 267, are true and correct deciphered copies of cablegrams and 
wireless messages and other despatches which were intercepted and deciphered by the Intelligence Department 
of the British Admiralty through officers working under my immediate supervision. The work was considered 
of a most highly confidential character and I exercised the closest personal contact with all its details. It was 
my sole duty and responsibility and I watched and checked the work with the greatest care to make certain that 
we were recording the true import and meaning of the German communications. Many of the original German 
ciphers in which the communications were transmitted are still in our possession. 

7. The numbers which appear in parentheses near the tops of some of the pages on which the messages 
are copied (exhibit A) are numbers of a particular system of German cipher, which numbers usually appeared 
in the body of the cables or wireless communications themselves, and w T ere known to us as the “recognition 
groups.” For example, No. “(89734)” at page 2, No. “(5950)” at pages, 3, 5, 6, 8, 9, 10, 12, 14, 15, 17, 18, 20, 
21, 22, 23, 28, 32, 37, 38, 39, 42, 45, 49, 53, 57, 58, 65, 68, 70, 72, No. “(13040)” at pages 7, 11, 13, 16, 25, 27, 29, 
30, 31, 33, 34, 35, 41, 43, 44, 50, 52, 54, 61, 62, 63, 64, 66, 68, 71, No. “(0064)” at pages 40, 47, 80, 114, 122, 
No. “(6400)” at pages 48, 55, 56, 59, No. “(0640)” at page 60, No. “(9972)” at pages 61, 73, 95, No. “(5954)” 
at page 67, No. “V. B. 718” at page 75, No. “S. B.” at page 92, No. “(98176)” at page 112, No. “(87962)” at 
page 113, and No. “(19177)” at page 172, all refer to different German cipher systems. 

8. The word “Nauen,” appearing at the tops of pages 69, 76, 130, 135, 217, 223, 244, 245, and 259, of exhibit 
A, refers to the German wireless station located at Nauen, Germany, from which many communications were 
despatched. Many of the other communications of which copies appear in exhibit A were also sent by wireless. 
The communications passing between Madrid and Berlin were, practically in all instances, by wireless. In 
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making copies of some of the messages, particularly during the latter part of the war, and in cases where the 
same cipher system was being employed in a series of messages, as, for example, a series of communications to 
Washington and the wireless communications between Madrid and Berlin, the “recognition groups” were some- 
times omitted from our file copies. This accounts for the absence of cipher numbers at pages 24, 26, 52, 77, 78, 
79, 82, 83, 87, 88, 89, 90, 91, 93, 94, 98, 104, 105, 108, 110, 115, 121, 124, 126, 128, 131, to 171, inclusive, 173 to 
216, inclusive, 218 to 222, inclusive, 224 to 243, inclusive, 246 to 256, inclusive, 260 to 266, inclusive. The 
“recognition groups,” however, appear in the original German cipher messages in every instance. The wireless 
messages which passed between Madrid and Berlin were sent in almost every case in cipher No. “0064” or some 
combinations or modifications of that German cipher system. 

9. The dates appearing at the tops of the pages of exhibit A represent the dates when the messages were 
intercepted, which were coincident with the dates of the sending of the messages, although in a number of in- 
stances it will be noted that the message which we picked up was one which was being relayed from one point to 
another. In such cases the date will be the date of the relay of the message, but not necessarily the date when it 
was sent from its original point of origin. These dates are indicated either by a complete statement of the month, 
day and year, or by figures such as “26.6.16.”, which means the twenty-sixth day of June, 1916. 

10. The sources and destinations of the cables are indicated by the words “From” and “To.” For example, 
on page 2 the words “From Berlin” mean that the cable or wireless message was sent from Berlin. The signature 
indicates the name of the official or department which sent the cable, wireless message or communication, as 
such signature was actually contained in the message. The words “To Washington” on page 2 mean that the 
message was sent to the German Embassy in Washington. The communications between Berlin and America, 
insofar as we intercepted them, were limited almost exclusively to communications with the German Embassy. 

11. The letters and figures appearing at the tops of some of the pages in exhibit A, such as “B. No. 24” at 
page 2, “W. 146” at page 3, have reference to a particular series of German numbers as they appeared in the 
contents of the communications. “B” means a series of communications from Berlin; “W” means a series of 
communications from Washington. 

12. The message set forth at page 35 of exhibit A, numbered “B. No. 103,” dated January 26, 1915, and 
signed “Representative of General Staff Zimmerman” was a message sent from Berlin to Washington by cable 
via the Swedish Foreign Office. It was intercepted by us en route to Washington. We considered this cable of 
particular importance at the time and we furnished a copy of it in the original cipher, together with the English 
translation of it, to the American State Department through the American Embassy in London. 

13. This message, it will be observed, was sent in cipher No. “(13040).” The German cipher book covering 
this system of ciphering is in our possession, it having been captured by the British authorities in the luggage of a 
German consul named Wasmuss who was stationed at Shiraz while Wasmuss was engaged in an endeavor to 
cut a British oil pipe line. 

14. These German communications were intercepted and deciphered by the British Admiralty through the 
same system which we employed in the interception and deciphering of the well-known “Zimmermann” cable- 
gram of January 16, 1917, from Herr Zimmerman to Count von Bernstorff for transmission to the German 
Legation in Mexico, advising it of the plan to commence unrestricted warfare and proposing an alliance with 
Mexico in the event that the United States should enter the war, which cablegram we called to the attention of 
the American State Department, and which was published by the United States Government, and which Herr 
Zimmermann in a statement made in the German Reichstag admitted to be correct and authentic. Some further 
history of that cablegram will be found in the third volume of “The Life and Letters of Walter H. Page” by 
Burton J. Hendricks, at pages 331 to 364. 

15. The German cables, wireless messages and other communications set forth in exhibit A are a compara- 
tively small portion of a much larger collection of such messages which we intercepted during the war and which 
are still in our possession. Owing to the paramount importance of our having for the use of the British Navy the 
information contained in the messages regarding the movement of German ships it was imperative that we should 
avoid if possible, disclosing to the Germans the fact that we were reading their communications to this extent. 
Hence it was impossible for us at the time to make full use of all the information which was before us. The 
American Ambassador in London, Mr. Page, was in our constant confidence, however, regarding the German 
communications affecting America during the war, but it was necessary for all of us to exercise the greatest 
caution regarding the messages. 

16. As head of the British Naval Intelligence I also had charge of the detention and examination of Captain 
Franz von Papen, the former Military Attache at Washington upon his arrival at Falmouth about the first of 
January, 1916. We took from Captain von Papen at that time a number of documents which were found upon 
his person and among his luggage, and which in our judgment were being carried in violation of his rights under 
the safe conduct which he had been given. Copies of some of these papers were published at the British Gov- 
ernment Stationery Office and presented to both Houses of Parliament as a “British White Paper,” Misc. No. 6, 
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1916, entitled: “Selections From Papers Found in the Possession of Captain von Papen, Late German Military 
Attache at Washington, Falmouth, January 2 and 3, 1916.’’ A photostatic copy of that British White Paper is 
attached to the exhibits in this case as exhibit No. 46. I personally saw at the time and examined the originals of 
these documents and know of my own knowledge that the documents of which copies appear in that British 
White Paper, of which exhibit No. 46 is a photostatic copy, are true, correct and authentic, including the records 
from Captain Von Papen’s check books. 

17. I also personally interrogated Horst von der Goltz at the time of his arrest by the British authorities. 
Von der Goltz was examined by the officials at Scotland Yard under my direction and at my request. He made 
certain affidavits before those officials of which copies are set forth as exhibit 63 of the exhibits of this case. I 
have examined this exhibit 53 and it accords with my recollection of the contents of the original affidavits though 
I have not examined recently those affidavits which are presumably in the records at Scotland Yard unless they 
were sent to the American Government in Washington. 

18. I also had charge of the arrest and imprisonment of Franz von Rintelen by the British authorities. He 
was apprehended by us at Ramsgate on the steamer Noordam in August 1915, while he was apparently trying to 
return to Germany from the United States. He was traveling on a Swiss passport under the name of “Gasche.” 
We put him in Donnington Hall, which is the British prison for enemy officers and he remained there until 
shortly after the United States entered the war, when we sent him to America under guard at the request of the 
American authorities and turned him over to the United States Government. 

(sd) W. R. Hall. 
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Appendix 2 



GROUP-BY-GROUP DECODEMENT OF THE ZIMMERMANN TELEGRAM AS SENT BY AMBASSADOR 
BERNSTORFF TO GERMAN MINISTER VON ECKHARDT IN MEXICO ON JANUARY 19, 1917 



130 Nr. 3 
13042 

13401 Auswaertiges Amt 
8501 telegraphiert 
115 vom 16ten Januar 
3528 colon 
416 Nr. 1 
17214 Ganz geheim 
6491 Selbst 

11310 zu 
18147 entziffern 
18222 stop 
21560 Wir 

10247 beabsichtigen 
11518 am 
23677 ersten 
13605 Februar 
3494 un 

14936 eingeschraenkten 
98092 U-boot 
5905 krieg 

11311 zu 
10392 beginnen 
10371 stop 

0302 Es wird 
21290 versucht 
5161 werden 

39695 Vereinigte Staaten 
Amerika 
23571 trotzdem 
17504 neutral 
11269 zu 
18276 erhalten 
18101 stop 
0317 Fuer den Fall 
0228 dass dies 
17694 nieht 
4473 gelingen 
22284 sollte 
22200 stop 
19452 sclilagen 
21589 wir 
67893 Mexiko 
5569 auf 
13918 folgender 
8598 Grundlage 
12137 Buendnis 
1333 vor 
4725 stop 
4458 Gemeinsame 
5905 Kriegs 
17166 fuehrung 



13851 


stop 


4458 


gemeinsamen 


17149 


Friedensschluss 


14471 


stop 


6706 


reiehliche 


13850 


finanzielle 


12224 


Unterstuetzung 


6929 


und 


14991 


Einverstaendnis 


7382 


unsererseits 


15857 


dass 


67893 


Mexiko 


14218 


in 


36477 


Texas 


5870 


comma 


17553 


Neu 


67893 


Mexiko 


5870 


comma 


5454 


Ar 


16102 


iz 


15217 


on 


22801 


a 


17138 


frueher 


21001 


verlorenes 


17388 


Gebiet 


7446 


zurueck 


23638 


erobert 


18222 


stop 


6719 


Regelung 


14331 


im 


15021 


einzelnen 


23845 


Euer Hochwohlgeboren 


3156 


ueberlassen 


23552 


stop 


22096- 


Sie 


21604 


wollen 


4797 


Vorstehendes 


9497 


dem 


22464 


Praesidenten 


20855 


strong 


4377 


geheim 


23610 


eroeffnen 


18140 


comma 


22260 


sobald 


5905 


Kriegs 


13347 


ausbruch 


20420 


mit 


39689 


Vereinigten Staaten 


13732 


fest 


20667 


steht 


6929 


und 


5275 


Anregung 



18507 


hinzufuegen 


52262 


Japan 


1340 


von 


22049 


sich 


13339 


aus 


11265 


zu 


22295 


sofortiger 


10439 


Beitretung 


14814 


einladen 


4178 


infinitive with zu 


6992 


und 


8784 


gleichzeitig 


7632 


zwischen 


7357 


uns 


6926 


und 


52262 


Japan 


11267 


zu 


21100 


vermitteln 


21272 


stop 


9346 


Bitte 


9559 


den 


22464 


Praesidenten 


15874 


darauf 


18502 


hinweisen 


18500 


comma 


15857 


dass 


2188 


ruecksichtslose 


5376 


Anwendung 


7381 


urserer 


98092 


U-boote 


16127 


jetzt 


13486 


Aussicht 


9350 


bietet 


9220 


comma 


76036 


England 


14219 


in 


5144 


wenigen 


2831 


Monat 


17920 


en 


11347 


zum 


17142 


Frieden 


11264 


zu 


7667 


zwingen 


7762 


stop 


15099 


Empfang 


9110 


bestaetigen 


10482 


stop 


97556 


Zimmermann 


3569 


stop 


3670 


Schluss der Depesche 



o 




